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Without the prior written consent of ZKTeco, no portion of this manual can be copied or forwarded in
any way or form. All parts of this manual belong to ZKTeco and its subsidiaries (hereinafter the
"Company" or "ZKTeco").

ZK is a registered trademark of ZKTeco. Other trademarks involved in this manual are owned
by their respective owners.

This manual contains information on the operation and maintenance of the ZKTeco equipment. The
copyright in all the documents, drawings, etc. in relation to the ZKTeco supplied equipment vests in
and is the property of ZKTeco. The contents hereof should not be used or shared by the receiver with
any third party without express written permission of ZKTeco.

The contents of this manual must be read as a whole before starting the operation and maintenance of
the supplied equipment. If any of the content(s) of the manual seems unclear or incomplete, please
contact ZKTeco before starting the operation and maintenance of the said equipment.

It is an essential pre-requisite for the satisfactory operation and maintenance that the operating and
maintenance personnel are fully familiar with the design and that the said personnel have received
thorough training in operating and maintaining the machine/unit/equipment. It is further essential for
the safe operation of the machine/unit/equipment that personnel has read, understood and followed
the safety instructions contained in the manual.

In case of any conflict between terms and conditions of this manual and the contract specifications,
drawings, instruction sheets or any other contract-related documents, the contract
conditions/documents shall prevail. The contract specific conditions/documents shall apply in priority.

ZKTeco offers no warranty, guarantee or representation regarding the completeness of any information
contained in this manual or any of the amendments made thereto. ZKTeco does not extend the
warranty of any kind, including, without limitation, any warranty of design, merchantability or fitness
for a particular purpose.

ZKTeco does not assume responsibility for any errors or omissions in the information or documents
which are referenced by or linked to this manual. The entire risk as to the results and performance
obtained from using the information is assumed by the user.

ZKTeco in no event shall be liable to the user or any third party for any incidental, consequential,
indirect, special, or exemplary damages, including, without limitation, loss of business, loss of profits,
business interruption, loss of business information or any pecuniary loss, arising out of, in connection
with, or relating to the use of the information contained in or referenced by this manual, even if ZKTeco
has been advised of the possibility of such damages.

This manual and the information contained therein may include technical, other inaccuracies or
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typographical errors. ZKTeco periodically changes the information herein which will be incorporated
into new additions/amendments to the manual. ZKTeco reserves the right to add, delete, amend or
modify the information contained in the manual from time to time in the form of circulars, letters, notes,
etc. for better operation and safety of the machine/unit/equipment. The said additions or amendments
are meant for improvement /better operations of the machine/unit/equipment and such amendments
shall not give any right to claim any compensation or damages under any circumstances.

ZKTeco shall in no way be responsible (i) in case the machine/unit/equipment malfunctions due to any
non-compliance of the instructions contained in this manual (ii) in case of operation of the
machine/unit/equipment beyond the rate limits (iii) in case of operation of the machine and equipment
in conditions different from the prescribed conditions of the manual.

The product will be updated from time to time without prior notice. The latest operation procedures
and relevant documents are available on http://www.zkteco.com.

If there is any issue related to the product, please contact us.

ZKTeco Industrial Park, No. 32, Industrial Road,
Tangxia Town, Dongguan, China.

+86 769 - 82109991

+86 755 - 89602394

For business related queries, please write to us at: sales@zkteco.com.

To know more about our global branches, visit www.zkteco.com.
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ZKTeco is one of the world’s largest manufacturer of RFID and Biometric (Fingerprint, Facial, Finger-vein)
readers. Product offerings include Access Control readers and panels, Near & Far-range Facial
Recognition Cameras, Elevator/Floor access controllers, Turnstiles, License Plate Recognition (LPR) gate
controllers and Consumer products including battery-operated fingerprint and face-reader door locks.
Our security solutions are multi-lingual and localized in over 18 different languages. At the ZKTeco
state-of-the-art 700,000 square foot ISO9001-certified manufacturing facility, we control manufacturing,
product design, component assembly, and logistics/shipping, all under one roof.

The founders of ZKTeco have been determined for independent research and development of
biometric verification procedures and the productization of biometric verification SDK, which was
initially widely applied in PC security and identity authentication fields. With the continuous
enhancement of the development and plenty of market applications, the team has gradually
constructed an identity authentication ecosystem and smart security ecosystem, which are based on
biometric verification techniques. With years of experience in the industrialization of biometric
verifications, ZKTeco was officially established in 2007 and now has been one of the globally leading
enterprises in the biometric verification industry owning various patents and being selected as the
National High-tech Enterprise for 6 consecutive years. Its products are protected by intellectual
property rights.

This manual introduces the operations of ZKBioCVSecurity.

All figures displayed are for illustration purposes only. Figures in this manual may not be exactly
consistent with the actual products.
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Document Conventions
Conventions used in this manual are listed below:

GUI Conventions

Convention Description
Bold font Used to identify software interface names e.g. OK, Confirm, Cancel.
S Multi-level menus are separated by these brackets. For example, File > Create >
Folder.
Convention Description
<> Button or key names for devices. For example, press <OK>.

Window names, menu items, data table, and field names are inside square brackets.
For example, pop up the New User window.

Multi-level menus are separated by forwarding slashes. For example,
File/Create/Folder.

Description

'S This represents a note that needs to pay more attention to.

The general information which helps in performing the operations faster.

LIS

The information which is significant.

0 Care taken to avoid danger or mistakes.
Q The statement or event that warns of something or that serves as a cautionary
example.
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Installation And Login

1.1 Operating Environment Requirements

Category Minimum Configuration Requirements
CPU At least Intel quad-core (above intel core i5-6600)
RAM Not less than 8GB
Hard Disk l;l;)é;ss than 500GB (the remaining space of the system disk is more than
oS Support 64-bit Windows 7 Professional Edition, 64-bit Windows 10 OS

Graphics Card

Intel integrated graphics, video memory greater than 2.0G (Intel® HD
Graphics 530 and above recommended)

At least one network card, the recommended network speed is not less than

Network Card 1000Mbit/s
At least 21.5 inches, and the best resolution of the monitor is recommended:
. 1920 * 1080.
Monitor : . . .
It is recommended to set the display resolution to 1920 * 1080. Using other
resolutions may cause the interface to be abnormal.
Browser Support Chrome33+ (recommended)/Firefox27+/Explorer11+

Table 1-1

The number of live channels supported under the minimum configuration requirements:

Resolution Configuration a (H.264 format)  Configuration a (H.265 format)
CIF (512K) 38 38
4CIF/D1 (2M) 22 22
720P (2M 25fps) 10 10
1080P (4M 25fps) 6 6
Table 1-2

In the video preview window, you can view the system CPU or memory usage in real time. If the
CPU reaches 80%, it is not recommended to increase the video preview window, which will
cause the video stream to freeze; if the CPU has reached 80% and the video window does not
meet the actual application, the system configuration needs to be improved.
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1.2 System Installation

Step 1: Obtain the installation package.
Instruction:

Before installing the software, it is recommended to close the anti-virus software in the system
to avoid failing the environment detection. If the antivirus software detects abnormality, you
can also choose to ignore it.

After running the application, there will be a few seconds of detection process, please be
patient.

Step 2: Right-click the installation package installer, choose to run as an administrator, and the
environment detection tool will automatically perform system environment detection. If an
abnormality is detected during the installation process, the interface will give a prompt. The user can
refer to the prompt information to repair, and re-test after repairing until all the test items are passed
before proceeding to the next Step.

Step 3: If the detection is normal, click Continue.

Step 4: Select "l agree to this agreement (A)" and click Next.

Step 5: After configuring the server port and other parameters, click Next.
Instruction:
The default port is 8098, and the Adms service port defaults to 8088.

If the port is occupied, please modify the port number manually. When modifying, try to avoid
the occupied ports in the system, and can not overlap with the database port 5442, redis port
6390, and 21 and 80 ports.

Check "Add firewall exception to this port" to prevent Windows Firewall from blocking the
program from running.

The https protocol is used by default.
Step 6: After setting the installation directory, click Next.
Instruction:

The default installation path is C:\Program Files\ZKBioCVSecurity. You can also click Browse to
customize the installation path. Please follow the interface prompts to ensure that the selected
installation path has enough disk space.

Step 7: After setting the backup file storage path, click Next.
Instruction:

The system scans the entire disk by default, locates the drive letter with the largest free space,
and creates a new SecurityDBBack folder. You can also click Browse to customize the storage
path of the backup file.

Step 8: Click "Install" to start installing the software.

Step 9: After the installation is complete, you will be prompted whether to restart the computer
immediately (the default is "Yes"). Click Finish to restart the computer to complete the software
installation.

Instruction:

After the software installation is complete, it will take a long time (about 2 minutes) for the
service to start up. Please wait patiently for the service to start and then complete the
operation.
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Step 10: Enter the login page as shown in Figure 1-2, log in to the system.

JZKBio CVSecurity

User Login

The trial period will expire anter 53 day(s). Activate No
w

admin

Forget Password?

Copyrigh © 2021 ZKTECD CO., LTD. All ights raserve,

Figure 1- 1
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2 Personnel

Before using the other functions, please configure the personnel system: Personnel and Card
Management.

()ZKBio CVSecurity %

& ‘Personnel / Personnel / Person
_ Depariment Name Persomnsi 10 Name wie- [@) B

Department
FigE ORefresh T New s Personnel Adjustments ~ @ Delete = T Export = 3 import ~ - More =

Position

[ Department Name(14) Personnel ID First Name Last Name Department Name ~ Card Number Verification Mode  Create Time Operations
Dismissed Personnel

[ Development(5) i

= M 1 tan! OP1 Department Name 123123232 Be&’ 2022-07-22 08:38:21 2 W
Pending Review B hi(1) = g &
i A “ B tess(0) 8527 Department Name 1139274691 =] 20220726 02:38:20 £ W

» D testd(0)
List Library » [ test?(0) 2 taf Department Name 2022-07-26 02:38:20 £ W
Parameters 866 chen Department Name 2022-07-26 023820 £ W

9999 K-TEST Department Name IH 2022-07-21 00:23:45 £ W

Figure 2- 1 Personnel

2.1 Personnel Management

Personnel Management includes these modules: Person, Department, Position, Dismissed
Personnel, Pending review, Custom Attributes, List Library, and Parameters.

Operating Procedures:

This operation process is suitable for guiding users how to configure and manage the basic personnel
organization after the system is installed.

The flow of personnel organization configuration is shown in Figure 2-2.

Creat
Department

Creat
Position

Figure 2- 2 Flowchart of Personnel Configuration
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Person

When using this management program, the user shall register personnel in the system, or import
personnel information from other software or documents into this system.

Main functions of Person include Refresh, Add (New), Personnel Adjustments, Delete, Export, Import,

and more.

Add Personnel (New)

Click Personnel > Personnel > New.

Personnel ID* 10000
First Name
Gender

Certificate Type @ |-——-
Birthday

Hire Date

Device Verification Password

Biometrics Type

1 Access Control Time Attendance

Levels Settings
|
General

Add Select All

&Notes:(Personnel ID)

New

Department”

Last Mame

Mobile Phone
Certificate Mumber
Email

Position Name

Card Number

L

Elevator Control Flate Register

Superuser

Device Operation Role

Department Name

Passage Setling FaceKiosk Personnel Detail ¥

No

-

-

Ordinary User

Extend Passage

Disabled

Set Valid Time

Unselect All

Cancel

Figure 2- 3 Add Personnel New

When configuring a personnel number, check whether the current device supports the maximum

length and whether letters can

be used in personnel ID.

To edit the settings of the maximum number of characters of each personnel number and whether
letters can also be used, please click Personnel > Parameters.
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Parameter

Personnel ID

Department

First Name/Last Name
Gender

Mobile Phone
Certificate Type

Certificate Number

Description

An ID may consist of up to 9 characters, within the range of 1 to 79999999. It
can be configured based on actual conditions. The Personnel No. contains only
numbers by default but may also include letters.

Select from the pull-down menu and click OK. If the department was not set
previously, only one department named Company Name will appear.

The maximum number of characters is 50.
Set the gender of personnel.
The max length is 20, and this is an optional field.

There are four types of certificates: ID, Passport, Driver License and Others.
Select one to upload.

Enter certificate number

Birthday Input employee’s actual birthday.
Set the available email address of the personnel. The max length is 30.
Email Punctuations, namely, the “ - ", ” _ " and " . " are supported. If the Event
Notification is checked, the Email is required.
Hire Date Itis the date on which the personnel are appointed. Click to select the date.

Set a suitable name for the position. Any character, maximum combination of

Position Name P
100 characters. Position names should not be repeated.

Set password for personnel accounts. It can only contain up to 6-digits. If a
password exceeds the specified length, the system will truncate it
automatically. It cannot be the same with others password and the duress
password.

Device Verification
Password

Card Number The max length is 10, and it should not be repeated.

Table 2- 1 Personnel ID

This paper introduces the Steps of personnel biometric registration in ZKBioCVSecurity. The registered
biometric data can be used for verification and identification of Access Control, attendance, and other
equipment.

Biometric registration includes fingerprint, finger vein, and palm registration. Since the interfaces of
fingerprint registration and finger vein registration are similar, fingerprint registration and palm print
registration are used as examples to illustrate the operation process.

The server side of the box does not support external "palmprint meter, finger vein meter" to collect
biometrictemplates, and the fingerprint reader is only supported by the "Live20R" model.

On the computer terminal where the administrator registers the personnel information, connect the
fingerprint reader device through the USB port.

Step 1: In the Personnel module, choose Personnel Management > Person.

Step 2: Click Add with the mouse, and the interface for adding personnel will pop up.

Step 3: On the interface for adding personnel, click the "= " putton.
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Step 4: (Optional) If the driver is not installed, click the icon to pop up the registration and driver
download box, download the driver, and complete the installation.

Step 5: After the driver is installed, fingerprint registration can be performed, as shown in Figure 2-4.

Register X

-

Fingerprint Finger Vein Palm registration »

Duress Fingerprint

Figure 2- 4 Biometric Type

Step 6: Select the fingers respectively, press the fingerprint on the connected fingerprint reader three
times in a row, and the system prompts the fingerprint to be registered successfully.

Step 7: Click OK to save and close the fingerprint registration interface.

The picture preview function is provided, supporting common picture formats, such as jpg, jpeg, bmp,
png, gif etc. The best size is 120x140 pixels.

Browse: Click Browse to select a local photo to upload.

Capture: Taking photo by camera is allowed when the server is connected with a camera.

Click Access Control parameter for the personnel.

1 Time Attendance Elevator Control Plate Register Passage Setfing FaceKiosk Personnel Detail ¥ ‘

Levels Settings Superuser No X

General : : :
Device Operation Role | Ordinary User -

Extend Passage ‘
Dizabled
Set Valid Time

Add Select All Unselect All ‘

Cancel

Figure 2- 5 Access Control
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Fields are as follows:
Parameter Description
Level settings Click Add, then set passage rules of special positions in different time zones.
In access controller operation, a super user is not restricted by the regulations
Superuser on time zones, anti-passback and interlock and has extremely high door-

Device Operation
Role

Extend Passage

opening priority.
Select administrator to get its levels.

Extend the waiting time for the personnel through the access points. Suitable
for physically challenged or people with other disabilities.

Disabled Temporarily disable the personnel’s access level.
A Set Temporary access level. Doors can be set to open only within certain time
Set Valid Time . L . . .
periods. If it is not checked, the time to open the door is always active.
Table 2- 2 Access Control
Add to Levels x
Level Name Time Zone Q ¢
Alternative Selected(0)
Level Name Time Zone Level Name Time Zone
|
| K-Test 24-Hour Accessible
multibio multibio =
=
test 24-Hour Accessible
=
=
No data
1-3 50 rows per page
Cancel

&Note:
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Figure 2- 6 Level Settings

The system will automatically search for the relevant numbers in the departure library
during verification.

The Personnel Information List, by default, is displayed as a table. If Graphic Display is
selected, photos and numbers will be shown. Put the cursor on a photo to view details
about the personnel.

Not all devices support the “Disabled” function. When a user adds a device, the system will
notify the user whether the current device supports this function. If the user needs to use
this function, please upgrade the device.

Not all the devices support the “Set Valid Time” function of setting the hour, minute, and
second. Some devices only allow users to set the year, month, and day of the local time.
When a user adds a device, the system will notify the user whether the current device
support this function. If the user needs to use this function, please upgrade the device.
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Set the Time Attendance parameter for the personnel.
1 Access Control Time Attendance Elevator Control Plate Register Passage Setling FaceKiosk Personnel Detail *
Attendance Area Attendance Mode Mormal Attendance -
2« [ B Area Name Device Operation Role | Employee -
B xm Verification Mode ~  —r hd
B T Campus
Cancel

Figure 2- 7 Time Attendance

Fields are as follows:

Parameter
Attendance Mode

Device Operation
Role

Verification Mode

Description

You can set the staff attendance area as Normal Attendance and No Punch
Required.

It will set the authority for operating the device and send it to the corresponding
device such as, Employee, Enroller, Administrator, and Superuser

You can set verification mode as following options: Automatic Recognition,
Fingerprint, PIN, Password, Card, Fingerprint/ Password, Fingerprint/Card,
PIN+Fingerprint, Fingerprint+Password etc.

Table 2-3 Time Attendance

Click Elevator Control, set the Elevator Control parameter for the personnel.

1 Access Control

Levels Settings

A\ Please add a elevator contr

Add
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Time Attendance Elevator Control Plate Register Passage Setting FaceKiosk Personnel Detail »
Superuser No -
Set Valid Time
Select All Unselect All
Cancel

Figure 2- 8 Elevator Control
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Fields are as follows:

Parameter Description

In elevator controller operation, a super user is not restricted by the regulations on

Superuser time zones, holidays and has extremely high door-opening priority.

Set Temporary elevator level. Floor buttons can be set to be pressed only within the
time periods. If it is not checked, the time to press the floor button is always active.

Table 2- 3 Elevator Control

Set Valid Times

&sNote: The Elevator level must be set in advance.

Click Plate Register, set the plate control parameter for the personnel.

1 Access Control Time Attendance Elevator Control Plate Register Passage Setting FaceKiosk Personnel Detail »

Licensze Plate Farking Space NMumber @

Cancel

Figure 2- 9 Plate Register

Fields are as follows:
Parameter Description
License Plate The user needs to register the licese plate.
Parking Siggge Parking space number corresponding to the vehicle.
Number

Table 2- 4 Plate Register

&sNote: Each personnel may register a maximum of 6 license plates.

Click Passage Setting, set the Passage Setting parameter for the personnel.
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4 Access Control Time Attendance Elevator Control Plate Register Passage Setting FaceKiosk Personnel Detail »
Levels Settings Superuser No -
General Device Operation Role | Ordinary User -
Add Select All Unselect All
Cancel
Figure 2- 10 Passage Setting
Fields are as follows:
Parameter Description
Superuser Set Superuser as Yes or No according to requirement.
Device It will set the authority for operating the device and send it to the corresponding

Operation Role  device such as, Ordinary User, Administrator, and Enroller.
Table 2- 5 Passage Setting

Click Facekiosk, set the Facekiosk parameter for the personnel.

1 Access Control Time Attendance Elevator Control Plate Register Passage Setting FaceKiosk Personnel Detail ¥
FaceKiosk Area Device Operation Role | Employee -
4 A& AreaName Personnel Type Common -
B xm
B T Campus
Cancel

Figure 2- 11 Facekiosk
Fields are as follows:

Parameter Description
Device Operation It will set the authority for operating the device and send it to the
Role corresponding device such as, employee and Superuser.
Personnel Type Select type of personnel such as Common, VIP, and Blocklist.

Table 2- 6 Facekiosk

Click Personnel Details, to set the Personnel detail parameter for the personnel.
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5es

City visited in past 14 days |

4 Access Control Time Attendance Elevator Control Plate Register Passage Seffing
Employee Type | — hd | Hire Type
Job Title | | Strest
Birthplace | | Country
Home Phone | | Home Address
Office Phone | | Office Address
Any exposure to suspected ca O % O i Any symptoms in the last 14 d
es o

ays

Remarks on health

cancel |

Csacaanew | o< ||

FaceKiosk
I ot
|
|
|
|

| Mone | | Cough |

|| Respiratory Issues

Personnel Detail 4

Figure 2- 12 Personnel Details

After entering the information, click OK to save and exit, the person details will be displayed in the

added list.

2.1.1.2 Personnel Adjustments

Click Personnel > Person > Personnel Adjustment.

Adjust Department:

Click Personnel > Person > Personnel Adjustment, then select Adjust Department.

Selected Person®

New Department” |

Transfer Reason ‘

Fields are as follows:

Figure 2- 13 Adjust Department

New Department

Select new department from list.

Transfer Reason

Mention the reason for transfer.

Change Position:

Table 2- 7 Adjust Department

Click Personnel > Person > Personnel Adjustment, then select Change Position.
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Change Position X
Selected Person” 1
New Position* -
Transfer Reason
Cancel

Figure 2- 14 Change Position

Parameter Description
New Position Select new Position from list.
Transfer Reason Mention the reason for transfer.

Table 2- 8 Change Position

Click Personnel > Person > Personnel Adjustment, then select Dismissal.

Input the dismissal information x
| Dismissal Date™ 2022-07-25
Dizmissal Type’ — -
Dismissal Reason
Dizable
Cancel

Figure 2- 15 Dismissal

Fields are as follows:
Parameter Description

Dismissal Date Select date.

Select the type of dismissal from follows, Voluntary Redundancy, Transfer,

Dismissal Type Dismissed, Resignation.

Dismissal Reason Mention the reason for Dismissal.
Table 2- 9 Dismissal

Delete

Click Personnel > Person, then select Delete.
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Click Personnel > Person > Delete, then select Delete Personnel.

Click Personnel > Person > Delete, then select Delete Biometric Data.

Export

Click Personnel > Person, then select Export.

Click Personnel > Person > Export, then select Export Personnel.

Personnel’s basic information is all checked (selected), check custom attributes as required.

Export Personnel *x
¢ Basic Information Personnel ID First Name Last Name Depariment
Department ... [ Gender 4 Birthday 2 Mobile Phone
] Card Number  [*3 License Plate  [®J Email [ Certificate Type
¥4 Certificate Nu_.. [ Position Num... [Z Position Name
Custom Attributes Office Phone Office Address City visited i._. Remarks on ...
Employee Ty... Hire Type Job Title ANy exposur...
Street Any sympto... Birthplace Country
Home Phone Home Address
Encrypt or not Yes(#) No
File Format EXCEL -
Data to Export All {max 100000 records)

Selected (max 100000 records)
Start Position 1

Total Records 100

Cancel

Figure 2- 16 Export Personnel
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Person_20220725124611 - Protected View £ Search (Alt+Q) PoojaAN (PA = - u}

File Home Insert Page Layout Formulas Data Review View Help

A\i/ PROTECTED VIEW Be careful—files from the Internet can contain viruses. Unless you need to edit, it's safer to stay in Protected View. Enable Editing x
AL il )2 Person ¥

A B C D E F G H | (=]

1 Person

2 Personnel ID. First Name Last Name Department Number | Department Name Gender Birthday Mobile Phone Card Number Lice
3 i ju 1 Department Name

4 9999 K-TEST 1 Department Name

5 12135 T Department Name

6 12134 namel 3 hr Male

7 1114 Md. Jalal 2 Development Male 123456

8 1119 multibio A Department Name

9 3 YYYY 1 Department Name
10 2222 yev 1 Department Name
11 555 fc 1 Department Name
12 4 w3 1 Department Name
13 3 1 Department Name
14 1118 1 Department Name
15 1116 1 Department Name
16 1115 Zorro % Development S
17 1113 Abdulla 2 Development Male 654321
18 1111 Esha Test 2 Development Female 145632
19 1112 Anwar Hossain Abid 2 Development Male 654987
20
21
22
23
24
25
26 =
27
= =

Person K|
Ready B -+ 100%
Figure 2- 17 Export Personnel
. . .
Click Personnel > Person > Export, then select Export Biometric Template.
Export Biometric Template x

Page |32

File Format

Encrypt or not

Data to Export

Yes (e

EXCEL

No

&) All (max 100000 records)

Cancel

Figure 2- 18 Export Biometric Template
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1 Personnel Biometric Template

Biometric Biometric Biometric Biometric
Personnel ID | First Name Last Name Template Template Template Template Biometric Template
2 validity Type Number Type Version

Biometric

BPUBEUAHTYUIAAWAAWOEATIUIDRIODAAVILEEH] W] UEEL]LWILA
CEWFTqHe7vKHIIFTUMamyBCfr7RHHHccDpmp+HdQYHMEUjjgzl 1t0c
EBITrDhzngjswteDnB4fuSRfgjZA/eKngSorsijSpidVyfY3aMTY3jhwwsz
tbTfoDRUID80oNGj04/0YAPSO5P5130k1tplZYAWIpbwIHINNSZEDAjBmZ
n9KD200iINNONISXJz+Lnv+nA550gbC35/UUIETIuZBmMS2eYgLRQYWR)
INBKyyZZaXEBIIVZQ6CoCMOaK]PCs3KVBCPreq3abvCH+LPDRCKISOYLY
7BLKNOMApWhSIRMbHUeRvQtwiRgIfUdLTTAATXsqIUXTTXNTFdGO+
buOBTSLreerrWiBil/aVwTbX8fb3zjTGMvolzTpDBwIDKMo6xQZxOchL
KgaPPN8U0QttNaQffhobylF3EyShRILgHSYnSOVDp6jtH1gXxzlz/feu/D
cH+HSCQj4/yMrSiExb1Fj+OEpLxMbdwBjOXE/SIFZXWNFD1YSiyFNKEG
Jj/ev/BlgX+mdgHGSVEX7]5GSd 7vpl+Xp75VDI 7IFhCO6IBYaHGRQVAII
8B0q/EZKTARBaHpPIYMV73nZ6fFmwOZqNVIWLLragrmmCShLZIgXT3s
7a31PaG/LuFjRhH5sLDBAVGMcdB6fzL+s7PnR+7TCFT73igrirbtBO3Q+Ut|
he " 05XDgubnYDJaWOXxPgQGnvLzfGSGBPHIaPMakP7/iYgSMAybkAUMC
1. tang 0oP1 Effective 8 Palm Vein 12 v " & 1]
AoLl4uxiNLPhR4QBRYXixeDnN7IjRIsWSIjlyuloAvRsaYgrsavoyyloQf

Nv700uTo7raD5rFOZy457xUZH2YTHaFuQ5407UV ITApBaMF/AGZ6/XF
5fVise)GPYVYCvbGprQilSCHLIUYSzUNZ3dDdIDXWiXUgHtoKDxjvPmd
9MVSLSNOBP+V/rDIVbp3GU/pgblUb7Lrgde+1WyqanoTKIGrSxfYRKzrk
zryldh6ilLZ1axb6/m1ZrclbZUcjEscrivaNXbBIIxdzYrdbX68dIfbdlzd D86
eljV/ghVSkRAUTwWSe7vYbwxwBcl31rE+Hr7oxRI3DeeK6ZsIQYHMUAH

bAUQrarTMBITINILcB7kOb7bPBAFMKAbRCLZBYCYDIor EMVGT]pMYSz
EjY3cPYNJjzxR8agckIDLYs32wGFOu36ak5PWYLTAmxITzCaNIpbRd5+rl
h9eUgyG2Znc35FGHxyeVR+CX)zD1ZFRWhIDWREBX5/87vSsGTdkbils
YoL/6dFgeDIgbyitZaxqbzdPe1jnTC+gak]NepkBplXgwhsjabvIRQ1w]

MgnxrRmbg7LIgr2MN-+4e4t5MbH2i7TTLMoxTWodSNLTX7rPMNAh WX

Xb/t7fu0+ZOFNtAFBsZuUrTtXNjPKNS +Gwaivh3sXdfYrv1gEmOhgiDjdaH1]
NF1EWh+YgaPmTKb8AwpHSQiZhobBy45fDAEKRAKXSYNMwpdCDUwW

DA S T12D W DAL A DA T NI A AR T BTV 2 Al Ll D ARALE S 1

Template No.

Biometric
Template
Index

Duress

No

Figure 2- 19 Export Biometric Template.

Click Personnel > Person > Export, then select Export Personnel Photo.

' Expori Personnel Photo x

Encrypt or not 3 Yes Mo
‘ File Format ZIP A

Cancel

Figure 2- 20 Export Personnel Photo

Import

Introduce the configuration Steps of manually importing personnel in batches in ZKBioCVSecurity.

It is suitable for scenarios where a large number of personnel information is added. Compared with the

manual registration method of individual personnel, the batch import and addition method is faster.

Before adding departments in batches, you need to fill in the template file as required. After filling out
the template file, you can import and add departments in batches in the "Department” interface.

1. The import and addition of personnel includes importing personnel information, personnel
biometrictemplate data (optional), and personnel photos (optional), which need to be imported

separately.

2. Importing is to pay attention to the uniqueness of the personnel number. When the personnel

number is repeated, the result of import and addition will fail.

® Import Personnel Information

Before adding people in batches, you need to obtain or fill in a template file as required. After filling in
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the template file, you can import and add people in batches on the Personnel Management >
Personnel interface.

Step 1: In the Personnel module, choose “Personnel Management > Personnel”.

Step 2: On the personnel interface, select and click the "Import > Download Personnel Import
Template" button, select the parameters to be filled in, and download the template "personnel
information template.xls" locally. The parameter selection is shown in Figure 2-21.

@ Department Name{0D) Personnel 10 First Name Last Name Department Hame Create Time Operations
B Saoluction(1)
2021-12-1008:24:28 £ W

Figure 2- 21 Import Personnel Information Template

Step 3: Open the exported template file "Personnel Information Template.xls" for adding personnel
information.

Step 4: In the personnel interface, select and click the "Import > Import Personnel Information"
button; in the Import Personnel Interface, click the Browse button to import the batch import
template into the system, as shown in Figure 2-22.

Import Personnel x
File Format Excel
Select File - Mot Uploaded
Cancel

Figure 2- 22 Import Personnel
Step 5: Click OK, and the interface displays the result of personnel import and addition.
Step 6: Click Close to complete the import and addition of personnel information.

® Import Biometric Template

1.  The system needs to have the basic information files of the personnel in order to support the
import of biometric template data.

2. The biometric template data of the current system personnel has been obtained.

Step 1:In the Personnel module, choose “Personnel Management > Personnel”.

Step 2: On the personnel interface, select and click the "Import > Import Biometric Template Data"
button; in the pop-up import personnel biometric template data interface, click the Browse button to
import personnel biometric template data into the system in batches, as shown in Figure 2-23 is shown.
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Import Personnel X
File Format Excel
Select File Not Uploaded
Cancel

Figure 2- 23 Importing Personnel Biometric Template Data
Step 3: Click OK, the interface displays the import and addition results.
Step 4: Click Close to complete the import of personnel biometrictemplate data.

® Import Personnel Photos

1.  The system needs to have the basic information files of the personnel in order to support the
import of personnel photos.

2. The personnel photos of the current system personnel have been obtained and correctly named
according to the personnel number.

3. The photo requirements for personnel are as follows:
Image Format: support .jpg, .png format.

Image Size: The recommended image size is 35KB~200KB, and the maximum size of a single
image is 5MB.

Image Quality: Faces in images are clear and not blurred by lens defocus or face motion. The
minimum image depth is an 8-bit grayscale image.

Pixels: The recommended value of face pixels is 80¥*80~200%*200, and the distance between the
eyes should be greater than or equal to 60 pixels, preferably greater than or equal to 90 pixels.

Brightness and Contrast: The ambient illumination is not less than 300Lux, the image brightness
is uniform, the contrast is moderate, and the face has no invisible, no backlight, no reflection, no
overexposure, no underexposure and no yin and yang faces.

Attitude: The portrait is upright, looking straight ahead, the horizontal rotation angle of the face
should be within £10° the elevation angle should be within +10°, and the tilt angle should be
within £10°.

Blocking: Eyebrows, eyes, mouth, nose and facial contours should not be blocked by bangs,
masks, accessories, glasses, etc. The lenses of glasses should be colorless and non-reflective, and
the frames of glasses should not be too thick to block human eyes.

Face Area: The face is complete, the outline and facial features are clear, and there is no heavy
makeup. The face area of the image should not be processed by PS.

Expression: Natural expression, neutral or smiling (no missing teeth), eyes open naturally, mouth
closed naturally, no obvious expressions such as laughter or frown.

Step 1: In the Personnel module, choose “Personnel Management > Personnel”.
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Step 2: On the Personnel interface, select and click the "Import > Import Personnel Photo" button, as
shown in Figure 2-24.

Import Personnel Photo X

Import mode Photo Compressed package

Figure 2- 24 Import Personnel Photos
Step 3: Optional: upload photos and compressed packages.

Step 4: After selecting the photo method, click OK to enter the interface for importing personnel
photos, select the photo and click Start Uploading.

Import Personnel Photo x

Total: 0 (Please do not delete photo while uploading)

Figure 2- 25 Photos - Importing Personnel Photos

Step 5: After selecting the compression package method, click OK to enter the interface of importing
personnel photos, click Browse to select the file and then click “Start Uploading".
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Import Personnel Photo X

Select File Not Uploaded

Operation log Error log

A\ For asingle import, please upload a file with a size no larger than 500M

Figure 2- 26 Compressed Package - Importing Personnel Photos

Step 6: After the upload is complete, the interface displays the results of the imported personnel
photos.

Step 7: Click Close to complete the import and addition of personnel photos.

More
® Statistics

Click Personnel > Person > More, then select Statistics.

Statistics X

Statistical Type Current Total
Male 4

Female 1

Person 22
Fingerprint 0

Near Infrared Face 0

Finger Vein 0

Palm Vein V120 1

Visible Face VE8.12 1

Card 6

Face Picture 3

Figure 2- 27 Statistics

View the number of Person, Male, Female, and the number of Fingerprints, Near Infrared Face, Finger
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Vein, Palm Vein, Visible Face, Card, and Face Picture.
® Reset Self Login Password

Click Personnel > Person > More, then select Reset Self Login Password.

Prompt

Are you want to perform the Reset Self Login
Password operation?

Cancel

Figure 2- 28 Statistics

Department

Click Personnel, then select Department.

Before managing company personnel, it is required to set a departmental organization chart of the
company. Upon the first use of the system, by default it has a primary department named General and
numbered 1. This department can be modified but can't be deleted.

Main functions of Department Management include Add (New), Delete, Export and Import
Department.

Add a Department (New)
Introduce the configuration Steps for manually adding a single department in ZKBioCVSecurity.

It is suitable for scenarios where a small number of departmental organizations are added. After most
departmental organizations have been created, individual departments can be added individually.

Step 1:In the Personnel module, choose “Personnel Management > Department”.
Step 2: Click Add with the mouse, and the interface for adding a department will pop up.

Step 3: In the interface of adding a department, fill in the corresponding parameters according to the
adding requirements, as shown in Figure2-29. Please refer to Table 2-10 for the description of
parameter filling.

New X
Department Number” |
Department Name”
Sort” 99999
Parent Department A4
Cancel

Figure 2- 29 Add Department (New)
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Parameter Instructions

Department Number Customize the department number, support letters and numbers.

Department name Customize the department name.
Sort Fill in the number of the superior department.
Parent Department The department name corresponding to the superior department number.

Table 2- 10 Add Department

Delete
Click Personnel > Department, then select Delete.

Prompt

Are you sure you want to perform the delete
operation?

Cancel

Figure 2- 30 Delete Department

Export
Click Personnel > Department, then select Export.
Export x
Encrypt or not Yes No
File Format EXCEL T
Data to Export All {max 100000 records)

Selected (max 100000 records)
Start Position 1
Total Records 100

Cancel
Figure 2- 31 Export Department

Import

Click Pesonnel > Department > Import, then select Import.
Import *

File Format Excel

Select File —- Mot Uploaded

Cancel

Figure 2- 32 Import Department.
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Click Personnel > Department > Import, then select Download Import Template Department.

Download Department Import Template *

File Format EXCEL ¥

Cancel

Figure 2- 33 Download Import Template Department

Position
Introduces the configuration Steps of manually adding a job in ZKBioCVSecurity, and adding a job is
used to define the job information of a person.

Click Personnel, then select Position.

Add Position

Step 1: In the Personnel >Personnel Management > Position.
Step 2: Click New (Add Position), and the new job interface will pop up.

Step 3: On the new job interface, fill in the corresponding parameters according to the adding
requirements, as shown in Figure2-34; please refer to Table 2-11 for parameter filling instructions.

New X
Position Number* |
Position Name*
Sort” 99999
Parent Position b4
Cancel

Figure 2- 34 Add Position (New)

Parameter Instructions
Job number Customize the job number for easy memory.
Job Title Customize job title.
Sort Sort job listings, only numbers are supported.

Select the corresponding parent position from the drop-down radio box. If you
need to cancel, click Selected again.

Table 2- 11 Adding New Position

Parent position
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Delete

Click Personnel > Position, then click Delete.

Prompt

Are you sure you want to perform the delete
operation?

Cancel

Figure 2- 35 Delete Position

Export

Step 1: Click Personnel > Position, then select Export.

Export
Encrypt or not Yes Mo
File Format EXCEL x
Data to Export o1 All imax 100000 records)

Selected (max 100000 records)
Start Position 1
Total Records 100

OK Cancel

Figure 2- 36 Export Position
Step 2: Click OK to save to exit.

Import

Step 1: Click Personnel > Position > Import, then select Import.

Import

File Format s Excel

Select File ETe ] Not Uploaded

Cancel

Figure 2- 37 Import Position.
Step 2: Click OK to save and exit.
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Dismissed Personnel

This parameter will display the personnel who are not working in company anymore. Once the person

is dismissed, it will be listed.

Click Personnel, then select Dismissed Personnel.

Delete

Step 1: Click Personnel > Dismissed Personnel, then select Delete.

Prompt

Are you sure you want to perform the delete
operation?

Cancel

Figure 2- 38 Delete
Step 2: Click OK to save and exit.

Export

Step 1: Click Personnel > Dismissed Personnel, then select Export.

Export
Encrypt or not Yes(e) Mo
File Format EXCEL g
Data to Export All (max 100000 records)

Selected (max 100000 records)
Start Position 1
Total Records 100

Cancel

Figure 2- 39 Export
Step 2: Click OK to save and exit.
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Pending Review

Delete

Step 1: Click Personnel > Pending Review, then select Delete.

Prompt

Are you sure you want to perform the delete
operation?

Cancel

Figure 2- 40 Delete Pending Review
Step 2: Click OK to save and exit.

Custom Attributes

Some personal attributes can be customized or deleted to meet different customers' requirements.
When the system is used for the first time, the system will initialize some personal attributes by default.
Customized personal attributes can be set for different projects according to requirements.

Click Personnel, then select Custom Attributes.

Add Custom Attributes (New)

Step 1: Click Personnel > Custom Attributes, then select New (Custom Attributes).

Mew »
Display Mame® I
Input Type™ Pull-down List -
Aftribute Value
Row™ 10
Column® 1
Display in Person List Yes Mo

Cancel

Figure 2- 41 Add Customer Attribute (New)
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Fields are as follows:
Parameter Description
Display Name Must be filled and should not be repeated. Max length is 30.
Input Type Select the display type from “Pull-down List”,” Multiple Choice”, “Single Choice”

Attribute Value

Row/Column

and “Text”".

Suitable for lists displaying as “Pull-down List”,”Multiple Choice” and “Single
Choice” lists. Use a “;" to distinguish the multiple values. If the input type is
“Text”, the attribute value is not suitable.

The column and row of a field are used together to control the display position of
the field. Numerals are supported. The column number cannot exceed 99, and
the row number can only be 1 or 2. The combination of the column and row
must not be duplicated. As shown in the following figure, Employee Type, is in
the first column and first row, and Hire Type is in the first column and second
row.

Table 2- 12 Add Customer Attribute (New)

Step 2: Click OK to save and exit.

Delete

Step 1: Click Personnel > Custom Attributes, then select Delete.

Prompt

Are you sure you want to perform the delete
operation?

Cancel

Figure 2- 42 Delete Custom attributes

Step 2: Click OK to save and exit.
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List Library

Add a List Library (New)
Step 1: Click Personnel > List Library, then select New (List Library).

MNew
|  List Library Name® |_
List Library Type™ s -
Description
| Cancel
Figure 2- 43 Add List Library (New)
Parameter Description

List Library Name Give a name for list library.
List Library Type Select type of list library.

Description Fill Decription as required.
Table 2- 13 Add List Library

Step 2: Click OK to save and exit.

Delete

Step 1: Click Personnel > List Library, then select Delete.

Prompt

Are you sure you want to perform the delete
operation?

Cancel

Figure 2- 44 Delete List Library
Step 2: Click OK to save and exit.
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Parameters
In Parameters you can do few settings for options like Personnel ID Setting, Card setting, Pending
Personnel Selling, Self-Service registration, and Registration Client.

Click Personnel > Personnel Management, then select Parameters.

Personnel [ Personnel / Paramaters

Personnel ID Setting
Card Setting

Pending personnel settings
The Maximum Length:

Self-service Registration
12
Registration Client

Support Letters:

ves No

Personnel ID Auto-increment:

Yes No
Card Setting

- The Maximum Length:

32 Bits(Binary)

Card Format Display:
Decimal Hexadecimal

Multiple Cards per Person:
Yes No

Card Reading Mode:
%) Read By Controller

Pending personnel settings

Enable Auto-audit:
Yes No

Self-service Registration

Enable Self Registration:
Yes O Ne

Enable the declaration of health information:
9 Yes No

QR Code URL:

hitp://Server address:Port

Registration Client

Device Driver

Certificate Recognition
OCR IDReadser

Registration Code”

Download OCR V4.0 Driver Download OCR V2.0 Driver

Certificate No. Automatic Backfill Type

Document No. Personal No.
Card Printing

Registration Code’

Download Driver

Figure 2- 45 Parameters
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Personnel ID Setting
The maximum length of ID should be of 12.
Support Letters: yes/No.
Personnel ID Auto-increment: Yes/No.

Personnel ID Setting

The Maximum Length:

12

Support Letters:
Yes MNo

Personnel ID Auto-increment:
Yes ) No

Figure 2- 46 Personnel ID Setting.

Card Setting
The maximum Length is of 32 characters.
Set Card Format display to Decimal or Hexadecimal.
Multiple Cards per Person: Yes/No.

Set Card Reading Mode as Read by controller.
Card Setting

The Maximum Length:

32

Card Format Display:

Decimal Hexadecimal

Muitipie Cards per Person:
Yes *) No

Card Reading Mocle:
Read By Controlier

Figure 2- 47 Card Setting

Pending Personnel Selling

Enable Auto-audit option to Yes or No.

Pending personnel settings

Enable Auto-audit:

Yes

Figure 2- 48 Pending Personnel Selling

Bits(Binary)
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Self Service Registration

Change option as Yes or No for Enable Self Registration and Enable the
information.

Self-service Registration

Enahle Self Registration:
Yes MNo

Enable the declaration of health information:

Yes Mo

QR Code URL:

hitp./iServer address:Port
Figure 2- 49 Self Service Registration
Registration Client

Registration Client

Device Driver

Certificate Recognition
| QCR |IDR.eader

Registration Code’

Download OCR V1.0 Driver #) Download OCR V2.0 Driver

Certificate No. Automatic Backfill Type

| Document MNo. i Personal Mo.
Card Printing

Registration Code”

Download Driver
Figure 2- 50 Registration Client
Click Ok to save and exit.

&Note:

Declaration of health

1. Set the maximum length for a Personnel ID. And whether it will support letters or not. If Personnel
ID Auto increment is selected as Yes, then while adding personnel one by one, the ID in field

automatically updates to the next new number.

2. Set the maximum length (binary number) of the card number that the current system will support.

3. Set whether the personnel ID for the demission employee can be kept.
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4. Set whether the temporary personnel uploaded and registered by scanning the QR code of the
big-screen facial recognition time and attendance device need to review.

5. Set the card format currently used in the system. The card format cannot be switched once it is set

up.

v © N o

Registration Client.

and install the driver.

Used the QR code to Self-Registration.

Card Management

Set whether “Multiple Cards per Person” will be allowed or not.

There are three modules in Card Management: Card, Wiegand Format, and Issue Card Record.

Card Management

Wiegand Format

Issued Card Record

Card

~

Card Number

5 Reiresh 1D Baich Issue Card

Personnel ID

Card Number Personnel ID  First Name

1139274691

123123232

145632

123456

Batch Issue Card

9527

1 tang

1111 Esha Test
1114 Md. Jalal

Department Name

Ed Reported Lost Card B2 Reactivate Lost Card T Export

Last Name Departmeni Number Department Name
1 Department Name
OP1 1 Department Name
2 Development
2 Development

Figure 2- 51 Card Management

Click Personnel > Card Management > Card, then click Batch Isuue Card.

Department Name

Card Enroliment Method | USE Reader hd

| Unissued person

Personnel ID

10002
10001
666

2
9999

12135

Page |49

First Name

raj

chen

tsf

K-TEST

Last Name

h

50 rows per page

Batch Issue Card

Start Personnel ID

Input Card Number

Department N...

hr

Department N

Departmeni N

Department N

Department N

Department N
-

»
Total of 16 records

End Personnel ID

Issue Card

¢ Current issue person

Personnel ID  First Name Last Name

No data

Cancel

Figure 2- 52 Batch Issue card

Morer Q &

Issue Card Date

2022-07-26 02:38:20
2022-07-26 02:38:20
2022-05-10 08:27:37

2022-05-10 08:10:52

Department N...

If no driver has been installed, the Download Driver link is displayed. Click the link to download

Card State

Effective

Effective

Effective

Effective
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Fill the fields for Department Name, Start Personnel ID, End Personnel ID, Card Enrollment Method, and
Input Card Number.

Enter Start and End Personnel No. and click Generate List to generate personnel list and show all
personnel without cards within this number series.

&sNote: The Start and End Personnel No. only support numbers.
Select Card Enrollment Method: Register with a USB Reader or device.

If you want to enroll a card with a USB Reader, you may place the card over the "issue machine" directly.
The System will get the card number and issue it to the user in the list on the left.

For the use of device, you need to select the position of punching, click = start to read, the system will
read the card number automatically, and issue it to the user in the list on the left one by one. After that,
click = 4t Stop to read.

&sNote: During the “Batch Issue Card”, system will check whether the card issuer issues card or not, if
card has been issued before, the system will prompt “The Card Number has already been issued”.

Click OK to complete card issue and exit.

Reported Lost Card:

Click Personnel > Card Management > Card, then select Reported Lost Card.

Prompt

Are you want to perform the Reported Lost Card
operation?

Cancel

Figure 2- 53 Reported Lost Card

= Note: Report Lost Card is applicable to all functional modules, not to the offline elevator module.
After the report of loss, the status of the card becomes invalid but not written into the management
card. Need to write management card in the appropriate module, such as offline elevator control
module Write management card (Elevator Device > Card > Write management card).

Reactive Lost Card

Click Personnel > Card Management > Card, then select Reactive Lost Card.

Prompt

Are you want to perform the Reactivate Lost
Card operation?

Cancel

Figure 2- 54 Reactive Lost Card

=sNote: Reactivate Lost Card is applicable to all functional modules, not to the offline elevator module.
After reactivating lost card, the status of the card becomes valid but not written into the management
card. Need to write management card in the appropriate module, such as offline elevator control
module Write management card (Elevator Device > Card > Write management card).
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Export

Step 1: Click Personnel > Personnel Management > Card Management > Card, then select Export.

Export X
Encrypt or not Yes Mo
File Format EXCEL ¥
Data to Export All {max 100000 records)

Selected (max 100000 records)
Start Position 1

Total Records 100

Cancel

Figure 2- 55 Export
Step 2: Click OK to save and exit.

Weigand Format

Wiegand Format is the card format that can be identified by the Wiegand reader. The software is
embedded with 9 Wiegand formats. You may set the Wiegand card format as needed.

Click Personnel > Personnel Management > Card Management, then select Weigand Format.

Add weigand Format (New)

Click Personnel > Personnel Management > Card Management > Weigand format, then select New
(Add Weigand format).

New b4

Name* |
Total Bit”
Site Code 0
Auto

Made One
First Parity Checkip)
Second Parity Check(p)

Odd Parity Check{o) Even Parity Check{e)} CID({c) Site Code(s) Manufacturer Code(m)

: The Maximum 2 The Maximum : The Maximum : The Maximum : The Maximum
Start Bit Lengih Start Bit Lengh Start Bit Length Start Bit Lengin Start Bit Lengih

Mode Two
Card Check Format®

Parity Check Format®

Cancel

Figure 2- 56 Add Weigand format (New)
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Parameter Instructions
Name Enter the Name.
Total Bit Enter the total bit.
Site Code Enter the Site code.
Auto Click if Auto is required.
Mode One In Mode One Odd Parity Check, Even Parity Check, CID, Site Code, and
Manufacturer Code should be set as Start Bit and The Maximum Length.
Mode Two In Mode Two Card Check format and Parity check Format must be entered.

Table 2- 14 Weigand Format

This software supports two modes for adding the Wiegand Format: If mode 1 does not meet your
setting requirements, you may switch it to mode 2. Take Wiegand Format 37 as an example:

“P" indicates Parity Position; “s” indicates Site Code; “c” indicates Cardholder ID; “m” indicates
Manufactory Code; “e” indicates Even Parity; “O” indicates Odd Parity; “b” indicates both odd check and
even check; “x” indicates parity bits no check.

The previous Wiegand Format 37: the first parity bits (p) check “eeeeeeceeeceeeeceeee”; the second
parity bits check “0000000000000000000". Card Check Format can only be set “p, x, m, ¢, s”; Parity
Check Format can only be set “x, b, o, ”.

Delete

Click Personnel > Personnel Management > Card Management > Weigand Format, then select
Delete.

Prompt

Are you sure you want to perform the delete
operation?

Cancel

Figure 2- 57 Delete Weigand Format
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Card Formats Testing

Click Personnel > Personnel Management > Card Management > Weigand Format, then select
Card format Testing.

Card Formats Testing x
Device * | Click to select
Site Code Card Number* (Original Card Mumber
Card 1
Card 2
Card 3

Auto calculate site code while the site code is left blank

Card Formats Il

Odd-Even Parity Format

Cancel

Figure 2- 58 Card Formats Testing

When the card number does not match with the one which is displayed on the system, the user can use
the Card Formats Testing function to calibrate the Wiegand format. The page is explained as follows:

Select the device that supports the card format test function, and fill the card number and the site code
(optional):

Click Read Card and swipe the card on the reader. The original card number will be displayed on the
Original Card Number text box.

Click Recommended Card Format and the recommended Wiegand card format will be displayed
below.

Click Auto calculate site code while the site code is left bank and the software will calculate the site
code according to the card format and card number.

Click OK and the page will jump to the Wiegand format page to save the new Wiegand format.

&sNote: The card format testing function is only supported by few devices.
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Issue Card Record

Click Personnel > Personnel Management > Card Management, then select Issue Card Record.

Export

Step 1: Click Personnel > Personnel Management > Card Management > Issue Card Record, then select
Export.

Export X
Encrypt or not Yes (a0 No
File Format EXCEL x
Data to Export All {max 100000 records)

Selected (max 100000 records)
Start Position 1

Total Records 100

Cancel

Figure 2- 59 Issue Card Record
Step 2: Click OK to save and exit.
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3 Access Control

3.1 Operation Scenario

The Access Control module is used as the entry and exit management of pedestrians. Through the
configuration of access control equipment and permission groups, unified management of entry and
exit of people is realized. The most fundamental problem to solve is to control who uses what media to
enter and exit which door at what time.

3.2 Operation Process

This section describes the configuration process of the Access Control module service.

The Access Control module service configuration process is shown in Figure 3-1.

Set Door

Add Device

Bind Camera

'
L]
L]
'
L]
L]
'
L]
L]
L]
‘
'
L]
‘
'
L]
L]
'
L]
L]

Set Access '

Rule | Set Timezone

‘
'
L]
:
'
L]
L]
'
'
L]
L
'
L]
L]
'
L]
L]
L]
L]
L]

Set Access Set Holiday

Level

Set Linkage

Assign Access
Level T ——— '

e L L L L L L L L L LT T T

Figure 3- 1 Access Control Configuration Process
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Access Device

Device

Introduce the configuration Steps of searching and adding access control devices in ZKBioCVSecurity.

Through the search method, the access control devices that have been set to point to the server can be
found, and the access control devices that have been searched can be added directly, which is
convenient to operate.

1. Before adding the Access Control device, perform IP allocation settings.

2. The device needs to set the server address in advance before searching and adding. The
configuration Steps for the server are as follows:

a. In the access control device that has been connected to the power supply and the network,
set it directly on the device screen.

b. Select and click "Main Menu > Communication Equipment > Network Management Platform
or Cloud Server Settings"

c. Set the IP address and port of the current server, that is, the IP address and port of the current
ZKBioCVSecurity server and complete the configuration to the server.

Add devices (New)

Step 1: In the Access Control module, select "Device > Access Control Device".
Step 2: On the device interface, click the “search” button to pop up a search box.

Step 3: Click “start Search" in the search box to display the access control devices that can be added,
as shown in Figure 3-2.

Search x

o device found? Download Search Tools to Local Disk

Searched devices count:1

Total Progress 100% Number of devices added:1

IP Address Device Type Serial Number
IP Address MAC Address Subnet Mask Gateway Add... Serial Number Device Type Set Server Operations

192.168.134.168 255.255.255.0  192.168.134.25: CN3M212460001 TDBO8SM-TI/M This device has bee

Figure 3- 2 Device Search and Add Interface

Step 4: Optional: Modify the IP address of the Access Control device, click "Modify IP Address", the
device will be restarted after modifying the IP address, and the IP address modification will be
completed after the restart.
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Step 5: For the searched access control devices, click the Add button in the operation bar to add the
device; the device addition settings are shown in Figure 3-3, and the parameter settings are described
in Table 3-3.

New x
Device Name™
| Communication Type* TCP/IP RS485
IP Address™
1
Communication port* 4370
Communication Password
Icon Type™ Door -
Control Panel Type One-Door AccessC... ¥
Area” Area Name -
AddtoLevel | emememee -
Clear Data in the Device when
Adding
Cancel
Figure 3- 3 Device Add Interface
Parameter How to set
Device Name Customize the name of the device.

Set the IP address and communication port of the system to be used

New SerjSigdress/Pog (the default communication port is 8088).

Fill in the communication password of the device. If there is no
password, you do not need to fill in it. You can add it only after the
verification is successful.

For new factory equipment and initialized equipment, the
communication password is empty.

In order to ensure that the device is not used by others, users can
enter the device IP address through the web page to enter the
background to customize the device verification password.

Communication Password

Select the icon display type of the real-time monitoring interface:

lcon Type door, channel.

Divide the device into regions and select the region to which the

Area device belongs.
Add To Permission Group | The device is automatically added to the selected permission group.

Delete Data From Device  Set whether the original Access Control data in the device will be
When Adding automatically cleared after the device is added.

Table 3- 1 Parameter setting

Step 6: Click OK to complete the operation of adding access control devices. After the operation is
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completed, the device will restart, and the device will be added after the restart is complete.

Step 7: Click Close to close the device search and add interface.

3.3.1.2 Delete

Select device, click Delete, and click OK to delete the device.

Prompt

Are you sure you want to perform the delete
operation?

Figure 3-4 Device Add Interface

3.3.1.3 Export

Device information can be exported in EXCEL, PDF, CSV file format.

The File Type [EXCEL File
Export Mode @) All data (Can export up to 40000 data)

() Select the amount of data to export (Can export up to 40000 data)
From the article 1 Strip, is derived 100 Data

N T

Figure 3- 5 Export

ZKTECO
Device
Devioe Name Serial Number Area Name. C“"';_”;m = Nemr:‘m IP Address RS485 Parameter Enable Device Madel Register device | Firmware Version
19216821860 | 20100501090 Area Name HTTR Wired 192.168.218.60 Enable C3-400Pro ACJ‘:;’]‘;EE%”“

Figure 3- 6 Export

3.3.1.4 Control

® Clear Administration Permission

Administration has permission to clear the administration permission from device.
® Upgrade Firmware

Tick the device that needs to be upgraded, click Upgrade firmware to enter edit interface, then click
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Browse to select firmware upgrade file (named emfw.cfg) provided by Access software, and click OK to
start upgrading.

& Note: The user shall not upgrade firmware without authorization. Contact the distributor before
upgrading firmware or upgrade it following the instructions of the distributor. Unauthorized upgrade
may affect normal operations.

® Reboot Device

It will reboot the selected device.

® Synchronize Time

It will synchronize device time with server’s current time.
® Disable/Enable

Select device, click Disable/Enable to stop/start using the device. When communication between the
device and the system is interrupted or device fails, the device may automatically appear in disabled
status. After adjusting local network or device, click Enable to reconnect the device and restore device
communication.

® Synchronize All Data to Devices

Synchronize data of the system to the device. Select device, click Synchronize All Data to Devices and
click OK to complete synchronization.

Synchronize All Data to Devices x
Selected Device
Standalone Device | ZKT_Korea

Access Authority TimeZone, holidays | Door Parameters

AntiPasshack First-Person Open Door Multi-Person Open Door

Linkage Bg-Verification Options Auxiliary Input Setting

Verification Mode Rule
Total Progress

Close

Figure 3- 7 Synchronize All Data to Devices

& Note: Synchronize All Data to Devices will delete all data in the device first (except transactions),
and thus download all settings again. Please keep the internet connection stable and avoid power
down situations. If the device is working normally, please use this function with caution. Execute it in
rare user situations to avoid impact on normal use of the device.
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Set Up
® Set Background Verification Parameters:
Select the required online device; click More > Set Bg verification parameters.

Set Bg-Vernfication Options *

Selected Device
[77%) The devices which have disabled background verification : ZKT_Korea

Set Bg-Verification Options -

Backoground Verification Dizable o

If the device is offline Standard Access Level ~

Total Progress

Close

Figure 3- 8 Set Bg-Verification Parameters
Background verification: Enable or Disable Background verification function.

If the device is offline: If the controller is offline, the device has levels of Standard Access Level or
Access Denied.

After setting parameters, click Start button to issue command to the device setting.

& Note: If you need advanced access control functions, please enable Background verification, and
issue the background verification parameters to the device.

® Set the Registration device

Set the registration device only when the standalone device’s data such as personnel can automatically
upload.

Set The Registration device

Set The Registration device Yes EI

Figure 3- 9 Set the Registration device
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® SetDevice Time Zone

If the device supports the time zone settings and is not in the same time zone with the server, you need
to set the time zone of the device. After setting the time zone, the device will automatically synchronize
the time according to the time zone and server time.

® Modify the Fingerprint Identification Threshold (Ensure that the access controller supports
fingerprint function)

Maodify the Fingerprint Identfication Threshold
The fingerprint identification -EE |(3s-7o
threshoid™

Figure 3- 10 Modify the Fingerprint Identification Threshold

Users can modify the fingerprint identification thresholds in the devices; it ranges from 35 to 70 and it is
55 by default. The system will read the thresholds from the device. Users can view the thresholds
devices list. More than one device can be changed by using Batch operation function.

Set Device In/Out Status: We can set the status of device In/Out

Set Extended Parameters: We can set the extended parameters of device like temperature detection
and mask detection

Set Video Intercom Server: We can set the video intercom server of device

View/ Get
® Get Device Option

It gets the common parameters of the device. For example, get the firmware version after the device is
updated.

® GetPersonnel Information

Renew the current number of personnel, fingerprints, finger vein and face templates in the device. The
final value will be displayed in the device list.

® Get Transactions

Get transactions from the device into the system. Two options are provided for this operation: Get New
Transactions and Get All Transactions.

® Get New Transactions

The system only gets new transactions since the last collected and recorded transaction. Repeated
transactions will not be rewritten.

® Get All Transactions
The system will get transactions again. Repeated entries will not be shown twice.

When the network status is healthy and the communication between the system and device is normal,
the system will acquire transactions of the device in real-time and save them into the system database.
However, when the network is interrupted or communication is interrupted for any reasons, and the
transactions of the device have not been uploaded into the system in real-time, Get Transactions can
be used to manually acquire transactions of the device. In addition, the system, by default, will
automatically acquire transactions of the device at 00:00 on each day.
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&sNote: Access controller can store up to 100 thousand of transactions. When transactions exceed this
number, the device will automatically delete the oldest stored transactions (deletes 10 thousand
transactions by default).

® View Rules of Devices

Shows the Access rules in the device.

Rule Type

Interlock

Linkage

Anti-Passback
First-Person Mormally Open
Multi-Person Opening Door
Door Sensor

Active Time Zone

Passage Mode Time Zone
Background Verfication
Global Anti-Passback
Global Interlock

Global Linkage

Person Availability

Occupancy Control

® View Device Capacity

View Rules of Devices X

Description Rules Details
Mot Set Mone

Mot Set

Mot Set

Mot Set

Mot Set

Mot Sat

Has been set
Mot Set

Mot opened
Mot opened
Mot opened
Mot opened

Mot opened

Mot opened

Figure 3- 11 View rules of device

It checks the capacity of personnel’s biometric details in the device.

[

ZKT_Korea
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A

= P

View Device Capacity x

8 ® L4 kd

Figure 3- 12 View device capacity
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Communication
® Modify Ip Address

Select a device and click Modify IP address to open the modification interface. It will obtain a real-time
network gateway and subnet mask from the device. (Failed to do so, you cannot modify the IP address).
Then enter a new IP address, gateway, and subnet mask. Click OK to save and quit. This function is the
similar as Modify IP Address Function in Device.

® Modify Communication Password

The system will ask for the old communication password before modifying it. After verification, input
the new password twice, and click OK to modify the communication password.

& Note: Communication password shouldn’t contain spaces; it is recommended to use a combination
of numbers and letters. Communication password setting can improve the device’s security. It is
recommended to set communication password for each device.

® Modify Rs485 Address
Only the devices that use RS485 communication and with no DIP Switch can modify RS485 address.

® Switch Network Connection

Switch netwark connection

MNetwork Connection Mode Cywired 4G @ Wifi
Search WIFI
Wireless S3I1D* TP-LIMK_GD9C_xinxiao

Wireless Key*

Figure 3- 13 Switch network connection
This function is applicable to InBio5 series access control panels, which is used to switch among
different network connection modes of the control panel.
Device Replacement
Introduce the configuration Steps for replacing access control devices in ZKBioCVSecurity.

When a device is unavailable, we can quickly add a new device and synchronize all configurations from
faulty device to the new device by simply entering the serial number of the replaced device.

Step 1: Go to the Access > Access Device, select the unavailable device.

O Refresh  ZF New W Delete T Export Q Search Control & Setup R View / Get ® Communication
Device Name Serial Number  Area Name IP Address Status Device Model Register Device Firmware Version Operations
10.8.14 206 COKC22026004 Area 1 10.8.14.206 Offline  SpeedFace M4 @ ZAM180-NFEOVA-Vers £ W

Figure 3- 14 Select the Unavailable Device

Step2: Click Set up > Replace Device.
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(UZKBio CVSecurity i & @ admin ~
% Access Device < Access | Access Device / Device
Device Name | Serial Number 1P Address Morew Q @

1/O Board

O Refresh ¥ New i Delete T Export Q Search Control ~ [EEEETIES [ View / Get ~ & Communication -
Door S >
Device Name Serial Number  Area Name IP Address Iib Set Bg-Verification Options Firmware Version Operations
Reader B St Do T
10.8.14.206 COKC22026004 Area 1 10.8.14.206 | e i ZAM1B0-NF50VA-Ver3 2

Aty dnpes [ Set as Registration Device

flbalia/ e T Modify the Fingerprint Identification Threshold

Event Type L (5] Set Device In/Out Status

Daylight Saving Time 4 Set Extended Parameters

Device Monitoring [ Set Video Intercom Server

Real-Time Monitoring B2 Replace Device

Alarm Monitoring

Map
in Access Rule >
[1' Advanced Functions >

11 50 rows per page ~ JumpTo 1 /1Page  Total of 1 recerds

IEI Access Control Reports > -
Figure 3- 15 Replace Device

Step 3: Enter the serial number of the new device, then click OK.

Replace Device x

Serial Number®

A\ FPlease make sure the replacement device model is the same!

A\ After the replacement, please perform the "sync all data’

operaton;

Figure 3- 16 Input the Serial Number

Step 4: Select the new device, then click Control > Enable.

S Refresh = New T Delete 7T Export Q Search [EReiIGIIRS & Setup ~ [B View/ Get ~ & Communication ~

Device Name Serial Number ar & Clear Administrator Permission 21,5 pavice Model Register Devicy

& Upgrade Firmware .
10.8.14 206 COKC220260046 Ar nline Spee{iFau:e-\-"ﬁlQI

wis

%+ Reboot device

& Synchronize Tima

" Enable

& Disable

(8 Synchronize All Data to Devices

Figure 3- 17 Enable Device

Step 5: Select the new device, then click Control > Synchronize All Data to Device.
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Synchronize All Data to Devices 4
| Selected Device
Standalone Device - 10.5.14 208
Access Authority | TimeZone, holidays Door Parameters
AntiPassback First-Person Open Door Multi-Person Open Door
Linkage Bg-Verification Options Auiliary Input Setting

Verification Mode Rule

Total Progress

Close

Figure 3- 18 Synchronize Device Data
#Note:
1. Before replacement, the device needs to configure the server address and IP allocation.
2. Make sure that the replacement device model is the same.

3.  After the replacement, please perform the "sync all data" operation.

Door

The setting of door parameters affects the logic judgment of access control verification. The door
parameters support different parameter settings according to the different firmware of the device. The
following describes the configuration Steps of the door parameters with one of the devices.

Step 1:In the Access Control module, select “Devices > Door".

Step 2: In the management interface of the door, click the Edit button in the door operation bar to pop
up the door parameter setting box.

Step 3: In the door parameter setting interface, fill in the corresponding parameters according to the
addition requirements, as shown in Figure 3-4, please refer to Table 3-2 for parameter filling
instructions.
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Edit X
Device Mame™ ZKT_Korea Door Number® 1
Dioor Name” IIZKT_KO.'EEI-“- | Active Time Zone”® 24-Hour Accessible -
Verification Mode™ Automatic Identification - Lock Open Duration™ 5 second(1-

Duress Password

Emergency Password

Disable Alarm Sounds

second(0-254 Door Sensor Type™ None hd
m & Bit Passage Mode Time Zone | -——— A
Bit Integer Multi-Person Operation 10 second(5-60
Interval
The above settings are copied to — -
Cancel

Figure 3- 19 Setting Door Parameters

The firmware of different access control devices supports different door parameters. Set the parameters
based on the actual door parameter page. Table 3-4 describes the parameter set for different devices.

Parameter

Device Name/Door
Number
Name of the Door

Gate Validity Period

Verify The Way

Lock Drive Duration

Weiganka Format

Exit Button State

The Exit Button Is
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Setup Instructions
The basic information about the door is displayed. Reset is not supported.

Customize the name of the door for easy memory.

Select a period when the gate is valid.
Not within the validity period of this door, even if the person has the permission
of this door, can not open the door inside.

Set this parameter to the authentication mode supported by the device.

Set the time range for unlocking a lock after authentication. For example, if the
value is set to 5 seconds, the door can be opened within 5 seconds after the
verification. If the door is not opened after 5 seconds, the door will be
automatically locked, and the door can be opened only after the verification.

Select a Weigand card format that can be recognized by the door's Weigand
reader.
The card format and Settings are different, will not open the door. There are 9
built-in formats in the software, the default is automatic matching wiegand card
format, automatic matching can identify a variety of built-in wiegand card
format.

Set the status of the door exit button, locked, not locked. Lock: the door lock
does not open after pressing the exit button. Not locked: the door lock is
opened after pressing the exit button.

When the exit button is set to lock, set the delay time of the exit button, that is,
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Parameter
Delayed
Operation Interval

Effective Time of
Exit Button

Magnetic Door Type

Behind Closed
Doors to Lock

Magnetic Door
Delay

Duration Of Anti-
Passback Entry

Stress The Password

Emergency Code
The Door Is
Normally Open

Extended Time of
Passage

Open Time Delay

Disable Alarm
Reminder

Allow Superuser
Access When the
Door Is Locked

The Above Settings
Are Copied To

Setup Instructions
the delay time of the inspection door alarm after the exit button is locked.

Set the interval for Access Control Operation.

Select the time period for setting the exit button.

Option No, normally open, normally closed, default none.
Set whether to lock back after the door is closed.

Set the delay for checking the door status sensor after the door is opened.
When the door is not "normally open", if it is open, it will start timing, alarm will
start after the door magnetic delay time, and alarm will be cancelled when the
door is closed.

Set a limit on how long an intelligent entry can take.

Set up the user to open the door when the threat password. An alarm will be
generated when the coerced code opens the door.

Set a password for the user to use in an emergency. The password is used by the
administrator and is valid in any period and authentication mode.

Select the time when this door is normally open.

Set on the basis of the original opening time, additional limit time. Common
terms for participants, inconvenient personnel to extend the passage time.

Set the time for waiting for the delayed door opening after authentication.

If alarm event occurs on this door, whether there will be alarm sound reminder
on the real-time monitoring interface.

Set whether the super user can verify access when the door is locked.

To set the door parameters above, the options are all doors of the current
device, all doors of all devices.

Table 3- 2 Door Parameters

Step 4: Click OK to complete the setting of the door parameters

Remote Opening/Closing: It can control one door or all doors.

To control a single door, right click over it, and click Remote Opening/ Closing in the pop-up
dialog box. To control all doors, directly click Remote Opening/ Closing behind Current All.

In remote opening, user can define the door opening duration (The default is 15s). You can
select Enable Intraday Passage Mode Time Zone to enable the intraday door passage mode
time zones, or set the door to Normal Open, then the door will not be limited to any time zones
(open for 24 hours).

To close a door, select Disable Intraday Passage Mode Time Zone first, to avoid enabling
other normal open time zones to open the door, and then select Remote Closing.

& Note: If Remote Opening /Closing fails, check whether the devices are disconnected or not.
If disconnected, check the network.
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Cancel the alarm: Once an alarming door is displayed on the interface, the alarm sound will
be played. Alarm cancellation can be done for single door and all doors. To control a single
door, move the cursor over the door icon, a menu will pop-up, then click Remote
Opening/Closing in the menu. To control all doors, directly click Remote Opening/Closing
behind Current All.

& Note: If Cancel the alarm fails, check if any devices are disconnected. If found disconnected,
check the network.

Remote Normally Open: It will set the device as normal open by remote.

Activate Lockdown: It will remotely set the door status to locked status. After this, the door
wouldn’t receive any operations, such as card reading and remote operations. This function is
supported only by certain devices.

Deactivate Lockdown: It will unlock a locked door. This function is supported only by certain
devices.

Reader

This section describes the Step configuration of the Reader binding camera in ZKBio CVSecurity.

After the camera is bound, if related Settings are set during linkage, the Reader will perform video
linkage (capture) once corresponding events occur. The Reader bind cameras in the same way. This
section uses the Reader as an example to describe how to bind cameras.

A video camera has been added in the Video Management module.

Step 1:In the access Control module, choose “Device > Reader”.

Step 2: In the Operation column of the corresponding Reader, click Bind/Unbind camera. The
bind/unbind camera page is displayed.

Step 3: On the Select Reader screen, set the Reader as required, as shown in Figure.

Binding/unbinding the camera X

Channel Name || Serial Number Q ¢

Alternative Selected(0)

Channel Name Owned Device Serial Number Channel Name Owned Device Serial Number

192.168.134.59 AS1700 21024127099SL8!

>>

<<

No data

1=1 50 rows per page

Cancel

Figure 3- 20 Binding A Camera
Step 4: Click OK to bind the camera.
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Device Name Customize the name of the device.

Reader Name Display the reader’s name of the device

Wiegand/RS485, Wiegand, RS485, and Disabled are available. When a
communication type is selected, the reader interface on the device will receive

Communication

Type data (including card and fingerprint data) for the specified type only
In/Out Display the in/out of the device.
Bound Camera connecting the camera with the reader.

Owning Camera The device is automatically added to the selected permission group.

Table 3- 3 Reader Parameters

3.3.4 Auxiliary Input

It is mainly used to connect to the devices, such as the infrared sensors or smog sensors.
Operation Step:
Step 1: Click Access Device > Auxiliary Input on the Action Menu, to access below shown interface.

Step 2: Click on Name or Edit to modify the parameters as shown below:

Edit

Device Name”™ 1ZKIJ(nma ‘
Number* \ 1 ‘

Name® |Auxiliary Input-1

Printed Name* [IN1

Active Time Zone i 24-Hour Accessible hd ‘

Remarks

Figure 3- 21 Auxiliary input
Step 3: Click OK to save the name and remark and exit.

Bind/Unbind Camera:

Through this option, the reader can be connected to the cameras, and the system will make a video
linkage (pop-up videos, videos or screenshots) once there is a corresponding event occurs. For this, the
interaction setting in Linkage or in Global Linkage should be done before. For details, please refer to
Reader: Bind/Unbind Camera.

#sNote: An auxiliary input point can bind more than one channel.
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Parameter How to set
Device Name Customize the name of the device.
Name Display the name of the device
Number Customize the name of the device
Printed Name Display the input number of the device.
Bound Camera connecting the camera with the reader.
Owning Camera The device is automatically added to the selected permission group.

Table 3- 4 Auxiliary Input Parameters

Auxiliary Output

It is mainly related to alarm and is used when linkage is working.

Step 1: Click Access Device > Auxiliary Output on the Action Menu to access the following interface:

ZKBio CVSecurity i &
Access Device v Access / Access Device / Auxiliary Qutput

Device Name || Device Name Printed Name Q|
/0 Board
2 Refresh Remote Open @ Remote Close Remote Normally Open
Door
Name Device Name Number  Printed Name ~ Passage Mode Time Zone ~ Owning Board ~ Remarks Operations
Reader

Auxiliary Input

Event Type
Daylight Saving Time
Device Monitoring
Real-Time Monitoring
Alarm Monitoring

Map

Figure 3-22 Auxiliary Output

Step 2: Click Edit to modify the parameters.

Edit
Device Name*
MNumber®
Name* Auxiliary Qutpui-1
rinted Name®
Fassage Mode Time Zone R — T

Remark

Figure 3- 23 Auxiliary Output Edit

Step 3: Click OK to save the name and remark and exit.
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Remote Opening/Closing

It can control one door or all doors.

To control a single door, right click over it, and click Remote Opening/ Closing in the pop-up dialog
box. To control all doors, directly click Remote Opening/ Closing behind Current All.

Remote Normally Open

It will set the device as normal open by remote.

Parameter

Device Name

Name

Number

Printed Name
Bound Camera

Owning Camera

Event Type

How to set

Customize the name of the device.

Display the name of the device

Customize the name of the device

Display the input number of the device.

connecting the camera with the reader.

The device is automatically added to the selected permission group.

Table 3- 5 Remote Normally Open Parameter

It will display the event types of the access devices.

Step 1: Click Access Device > Event to access the following page:

1JZKBio CVSecurity

Access Device

Device

10 Board

Reader
Auxiliary Input

Auxiliary Output

Daylight Saving Time
Device Monitoring
Real-Time Monitoring
Alarm Monitoring

Map
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Event Name

Access / Access Device / Event Type

- Event Number Event Level | -———— = More Q ©
O Reiresh i Set Audio
Event Name Event Number Event Level Device Name Serial Number Operations
Mormal Verify Open 0 ZKT_Korea CLB3202960014 v
Verify During Passage Mode T 1 ZKT_Korea CLB3202960014 a
Eirst-Personnel Qpen 2 ZKT_Korea CLG3202960014 Z
Multi-Personnel Open 3 ZKT_Korea CL63202960014 ﬁ
Emergency Password Open 4 ZKT_Korea CLE3202960014 ﬁ
Open during Passage Mode Ti 5 ZKT_Korea CLB3202960014 “z
Linkage Event Triggered 6 ZKT_Korea CLG3202960014 Z
Cancel Alarm 7 ZKT_Korea CL63202960014 ﬁ

Figure 3- 24 Event Type
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Step 2: Click Edit or click the event type name to edit.

3.3.6.1 Set Audio

Device Name® 192.168.12.145 v
Event Number” il

Event Name* |Verl'fy During Passage l\.l'k)~:|
Event Sound (® Already Exists (Upload

Copy the above settings to (]

all devices

Figure 3- 25 Event Type Edit

Same as the event sound. Click Set Audio:

Set Audio

(#) Already Exists () Upload

| ¥

|

Figure 3- 26 Event Type Set Audio

You can upload an audio from your local PC. The file must be in wav or mp3 format, and it must not

exceed TOMB.

Event Level Normal, Exception, and Alarm are available
Event Name Display the name of the device and it can’t be modified.
Device Name: Display the name of the device

Event Number

Display the event number of the device.

Serial Number

Display the serial number of the device
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Table 3- 6 Event Parameters
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3.3.7 Daylight Saving Time

DST, also called the Daylight-Saving Time, is a system to adjusting the official prescribe local time to
save energy. The unified time adopted during the implementation of known as the "DST". Usually, the
clocks are adjusted forward one hour in the summer to make people sleep early and get up early. It can
also help to save energy. In autumn, clocks are adjusted backwards. The regulations are different in
different countries. At present, nearly 70 countries adopt DST.

To meet the DST requirement, a special function can be customized. You may adjust the clock one hour
forward at XX (hour) XX (day) XX (month) and one hour backward at XX (hour) XX (day) XX (month) if
necessary.

3.3.7.1 Add DST (New)

Step 1: Click Access Device > Daylight Saving Time > New.

DST Mame®

TimeZone™ | v

Start Time* MAR = |/Second ~ || Sunday ~ |2 = |oclock
| I I 2 -]

End Time™ |NOV - ||Fusl - HSunday - HZ - ‘ﬂ'dnck

T B o

Figure 3-27 Daylight Saving Mode

Set as "Month-Weeks-week hour: minute" format. The start time and end time is needed. For example,
the start time can be set as “second Monday in March, 02:00". The system will be advanced one hour at
the start time. The system will go back to the original time at the end time.

DST Name Display the DST name

Start Time Display the start time of the device
End Time Display the end time of the device

Time Zone Display the timezone of the device.

Table 3- 7 Daylight Saving Mode Parameters
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3.3.7.2 Delete

Select device, click Delete, and click OK to delete the device.

Prompt

Are you sure you want to perform the delate
operation?

Figure 3- 28 Daylight Saving Mode Delete

3.3.8 Device Monitoring

By default, it monitors all devices within the current user’s level. You may click Access Device > Device
Monitoring to view a list of operation information of devices: Device Name, Serial No., Area, Operation
Status, Current status, Commands List, and Related Operation.

(JZKBio CVSecurity %

F: Access Device “ Access / Access Device / Device Monitoring

Device Area| A Status | ——— hd Device Name \:I Serial Number &
1/0 Board
T Export W Clear All Command
Door
Device Name Serial Number Area Operation Status Current Status Commands List Recently Abnormal State QOperations
Reader
Auxiliary Input
Auxiliary Output
Event Type
Daylight Saving Time
Device Monitoring
Real-Time Monitoring

Alarm Monitoring

Map

Figure 3- 29 Device monitoring
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Export
Device commands can be exported in EXCEL, PDF, CSV file format.
Export
The File Type EXCEL File v
Export Mode (@) All data (Can export up to 40000 data)
() Select the amount of data to export (Can export up to 40000 data)
From the arlicle 1 Strip, is derived 100 Data
Figure 3- 30 Export
ZKTECO
Device Monitoring
Drevice Mame Seral Mumber Area Operation Status Current Status Commands List Ezfo s
2 s i Abnomal State
192.168.218.60 20100501958 Area Name Get real-iime event Momal o] Mone

Clear All Command

Figure 3- 31 Device monitoring Export

You may clear the command as needed. Click Clear Command in operations column.

Click OK to clear.

&Notes:

Figure 3- 32 Device monitoring Clear command

Prompt

Are you sure to clear command queues?

After the implementation of Clear Command, you can perform the Synchronize All Data to
Devices operation on the device list to re-synchronize data in the software to the device, but
this operation cannot be performed when the user capacity and fingerprint capacity are fully
consumed on the device. Once the capacity is insufficient, you can replace the current device
with a higher-capacity one or delete the rights of some personnel to access this device, and
then perform the Synchronize All Data to Devices operation.

Operate State is the content of communications equipment of current device, mainly used for
debugging.

The number of commands to be performed is greater than 0, indicating that the data is not yet
synchronized to the device, so wait for the synchronization to complete.
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Real-Time Monitoring

On the real-time management screen, the status of the added device is displayed and the device can be
opened or closed. At the same time, the dynamic of real-time events is monitored. If the door opening
can be verified and corresponding access control events can be generated, the access control
management service configuration is complete.

Step 1: Check whether the device is online.

In the Access Control module, choose “Access Control Device > Real-time Monitoring”.

Check whether the icon status of the added device is online. For details about the icon status,
see Table 3-8.

Icon

h/

State

The device is disabled.

No door status sensor, relay
off/no relay status

The door is closed and the
relay is off/no relay is in online
state

On line door open, relay
closed/no relay

Door opens alarm, relay closes

Door opening timeout alarm,
relay closed/no relay, door
magnetic open

Door opening timeout alarm,
relay closed/door magnetic
closed

Door close alarm, relay off/no
relay status

No door magnetic setting,
door alarm, relay closed

Door opening timeout alarm,
no relay/door  magnetic

AlacinA

Icon

™

B
E

State

Door offline status

Door status sensor not set,
relay open/no relay state

The door is closed and the relay
is on/no relay

On line door open, relay
open/no relay state

The door opens to alarm and
the relay opens

Door opening timeout alarm,
relay open/no relay, door
magnetic open

Door opening timeout alarm,
relay open/door magnetic
close

Door close alarm, relay
open/no relay status

No door magnetic setting, door
alarm, relay open

The door was locked

Note: If there is no relay status, the current firmware does not support the "Check relay Status”

function.
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Step 2: Remote opening/closing verification, taking remote opening as an example

Select the online door device, click "Remote door opening", enter the user password in the
pop-up security verification, and click OK.

On the remote door opening screen, enter the time to open the door and tap OK, as shown in
Figure 3-33.

If "Operation succeeded" is displayed, the remote door opening Operation is complete.

Figure 3- 33 Remote Door Opening
Step 3: Permission to verify
Verify personnel permissions on added devices.

In the real-time monitoring window, judge whether the personnel permissions are correctly
configured according to the event status; If the user has been granted access rights, the real-
time access event is a normal verification event, as shown in Figure 3-38, indicating that the
access level service is configured

Real-Time Events

Time: Area Device Event Point Event Description Card Number Person Reader Name Verification Mode

2021-12-16 11:16:26  Area Name ProfaceX{CN3M212480001) ProfaceX-1 Remole Qpening Other Other

Figure 3- 34 Real-Time Events

3.3.9.1 Door
® Remote Opening/Closing
It can control one door or all doors.

To control a single door, right click over it, and click Remote Opening/ Closing in the pop-up dialog
box. To control all doors, directly click Remote Opening/ Closing behind Current All.

In remote opening, user can define the door opening duration (The default is 15s). You can select
Enable Intraday Passage Mode Time Zone to enable the intraday door passage mode time zones, or
set the door to Normal Open, then the door will not be limited to any time zones (open for 24 hours).

To close a door, select Disable Intraday Passage Mode Time Zone first, to avoid enabling other
normal open time zones to open the door, and then select Remote Closing.
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& Note: If Remote Opening /Closing fails, check whether the devices are disconnected or not. If
disconnected, check the network.

® Cancel the Alarm

Once an alarming door is displayed on the interface, the alarm sound will be played. Alarm cancellation
can be done for single door and all doors. To control a single door, move the cursor over the door icon,
a menu will pop-up, then click Remote Opening/Closing in the menu. To control all doors, directly
click Remote Opening/Closing behind Current All.

& Note: If Cancel the alarm fails, check if any devices are disconnected. If found disconnected, check
the network.

® Remote Normally Open
It will set the device as normal open by remote.
® Activate Lockdown

It will remotely set the door status to locked status. After this, the door wouldn’t receive any operations,
such as card reading and remote operations. This function is supported only by certain devices. Super
User Swipe to Initiate Lockdown after 3 swipes

® Deactivate Lockdown

It will unlock a locked door. This function is supported only by certain devices. Super User Swipe to
Initiate disable after 3 swipes

® Quick Management of Doors

If you move the cursor to a door’s icon; you can perform the above operations in a quick way. In
addition, you can query the latest events from the door.

] Door Auxilary Input Auxiliary Cutpu

O Remote Opening [ Remote Closing &*1

7KT K Status

[

~4 | Device: ZKT_Korea
Serial Number CLE3202960014
Number; 1
Door Sensor;  Loading
Relay: Loading
Alarm: Loading...
Remate Opening
F amaoie GOSN

vale Lockdow
Deac e Lockdown
ancel Alarn

Remote maly Open
Enab
Cisable

Cumer

Figure 3- 35 Quick management of doors

® Personnel Photo Display

If a Real-Time Monitoring event contains personnel activity, the monitor will display the person photo
(if no photo is registered, the monitor will display default photo). The event name, time and date are
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displayed.

® Play Audio

If this option is selected, it plays an audio after an alarming event occurs.
® Query the Latest Events from The Door

Click to quickly view the latest events happened on the door.
® Issue Card to Person

If you swap an unregistered card, a record with a card number will pop-up in real-time monitoring
interface. Right click that card number, and a menu will pop-out. Click “Issue card to person”, to assign
that card to one person.

The system will automatically acquire records of devices being monitored (by default, display 200
records), including normal and abnormal access control events (including alarm events). Normal events
will appear in green; alarm events will appear in red; other abnormal events will appear in orange.

The Superuser can initiate lockdown after 3 swipes and deactivate the same after 3 swipes.

Auxiliary Input
It monitors current auxiliary input events in real-time.

((JZKBio CVSecurity i 38
Access Device v Access [ Access Device / Real-Time Monitoring

Device Area - Status |~ - Device Name More <
1/0 Board

Door

Reader

Auxiliary Input
Auxiliary
Input-1

Auxiliary Output e

Event Type
Daylight Saving Time

Device Monitoring

Alarm Monitoring

Map
Current Total: 1 Online:0 Dizable:0 @ Offiine:0 @ Unknown:0 Auxiliary Input Name

Real Time Events

Time Area Device Event Point Event Description Card Number  Person Reader Name Verification Mode

Figure 3- 36 Real Time Monitoring Auxiliary Input
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Auxiliary Output

Here you can perform Remote open, Remote Close, Remote Normally Open.

t)ZKBio CVSecurity 1 &
Access Device v Access / Access Device / Real-Time Monitoring
Device Area hé Status | ——— H Device Name More <
1/O Board
4 Door Ausdliary Input Auxiliary Output
Door
All Doors  BD Remote Cpen [ Remote Close Remote Nermally Open
Reader
Auxiliary Input

Auxiliary Output
Event Type
Daylight Saving Time

Device Monitoring

Alarm Monitoring

Map
Current Total-0 Onlinez0 @ Disable:0 @ Offline:0 Unknown:0 Auxiliary Output Name

Real-Time Events

Time Area Device Event Point Event Description Card Number Person

Figure 3- 37 Real Time Monitoring Auxiliary Output
® Monitoring All

Reader Name Verification Mode

By default, the home page displays all doors of the panels within the user's level. User may monitor

door(s) by setting the Area, Access Control or Door.

Alarm Monitoring

It will monitor the status and real-time events of doors under the access control panels in the system in

real-time, including normal events and abnormal events

i)ZKBio CVSecurity i %
Access Device v Access / Access Device / Alarm Monitoring
: & Acknowledge
Device
Time Device Event Point Event Description Person
/0 Board
Door
Reader
Auxiliary Input

Auxiliary Output
Event Type

Daylight Saving Time
Device Monitoring

Real-Time Monitoring

Map

Figure 3- 38 Alarm Monitoring

Reader Name
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3.3.117 Map

Click Access Device > Map > New to add a map.

Map Name™
Area Name® |

Map Path” EE23 vot Uploaded

Figure 3-39 Map

After adding, users can add door on the map, perform zoom-in, zoom-out, etc. If users relocated or
modified the map, click Save Positions to save. The user can view the new setting at next visit.

ﬁ Access Device - Access [ Access Device / Map

B 3 Refresh ¢ New £ Edit W Delete [% Save Positions [} Add Door @& Zoom |
evice

/O Board Map Index £ BLR

Door 4 B T Campus
BLR

Reader

Auxiliary Input

Auxiliary Output

Event Type

Daylight Saving Time

Device Monitoring

Real-Time Events

Real-Time Monitoring [ Time Area Device

Alarm Monitoring

Figure 3- 40 Map Position
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Add/Delete Map

Users can add or delete a map as needed.

Edit Map
Users can edit map name, change map or the area it belongs to.
® Adjust Map (includes door)

Users can add a door on the map or delete an existing one (right click the door icon, and select Delete
Door), or adjust the map or position(s) of the door or camera icons (by dragging the door or camera
icons), adjust the size of the map (click Zoom in or Zoom out or click Full Screen).

® Add Doors & Cameras

After adding the map, click on "Add doors" and "Add cams" in the toolbar on the right to select devices
to add to the map.

® Door Operation

If you move the cursor to a door, the system will automatically filter and displays the operation
according to the door status. Users can do remotely open/close doors, cancel alarms, etc.

® Levels Control

Users need to select the relevant area for the map when adding levels. The area will be relevant to the
user access levels, users can only view or manage the map within levels. If the relevant area of a map is
modified, all doors on the map will be cleared. Users need to add the doors manually again.

When an administrator is adding a new user, he can set the user operation rights in role setting, such as
Save positions, Add Door, Add Camera, etc.

Note:

In map modification, users can choose to modify the map name but not the path. Users only need to
check the box to activate the modification option.

The system supports adding multi doors at the same time. After adding the doors, users need to set the
door position on the map and click Save.

When modifying door icon, especially when users zoomed out the map, the margin for top and left
shall not be smaller than 5 pixels, or system will prompt error.

Users are recommended to add a map size under 1120 * 380 pixels. If several clients access the same
server, the display effect will be different according to resolutions of screen and the settings of
browsers.

3.4 Access Rule

Access control rules are the core logic control part of access control, including time period settings,
linkage settings, etc.

Timezone

In Access Control Module, time period is a very important basic concept, which is used to set the use
time of the door and specify that Access Control is available in the valid time period.

This section describes how to configure Step to manually add a time range in ZKBio CVSecurity.
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Add (New)

Step 1:In the access Control module, choose “Access Rule > Time zone”.

Step 2: Click New, the interface for adding time segments is displayed.

Step 3: The time segment page is added. Set the content based on the new requirements, as shown in
Figure 3-41. For parameter Settings, see Table 3-9.

Time Zone Name”™

Remarks

Time
Date

00
00
00
00
00
00
00
00
00
00

00
00
00
00
00
00
00
00
00
00

Copy Monday's Setting to Others Weekdays:

Parameter
Schedule Name

Note

Time interval

Copy Monday'’s time to other

weekdays

New X
00 : 00 00 : 00 00 : 00 00 : 00 00 : 00
00 : 00 00 : 00 00 : 00 00 : 00 00 : 00
00 : 00 00 : 00 00 : 00 00 : 00 00 : 00
00 : 00 00 : 00 00 : 00 00 : 00 00 : 00
00 : 00 00 : 00 00 : 00 00 : 00 00 : 00
00 : 00 00 : 00 00 : 00 00 : 00 00 : 00
00 : 00 00 : 00 00 : 00 00 : 00 00 : 00
00 : 00 00 : 00 00 : 00 00 : 00 00 : 00
00 : 00 00 : 00 00 : 00 00 : 00 00 : 00
00 : 00 00 : 00 00 : 00 00 : 00 00 : 00
Cancel

Figure 3- 41 Adding A Time Range

How to set up
You can set a time range name for easy memory.
Remarks Description of user-defined Settings.
Set the start time and end time for each time range. The time
period includes one week and three holiday-type time periods.

You can quickly copy your Monday Settings to other weekdays.

Table 3- 9 Parameters to Be Added in The Time Range

Step 4: Click OK to finish adding the time range.

Page |83

Copyright©2022 ZKTECO CO., LTD. All rights reserved.



ZKBio CVSecurity User Manual

3.4.1.2 Delete

Select time zone name, click Delete, and click OK to delete the time zone.

Prompt

Are you sure you want to perform the delete
operation?

Coc e

Figure 3-42 Time Zone Delete

3.4.2 Holiday

The access control time on holidays may be different from that on weekdays. To facilitate Operation,
the system supports separate access control time on holidays.

This section describes how to manually add a holiday Step in ZKBio CVSecurity.

3.4.2.1 Add (New)

Operation Step:

Step 1:In the Access Control module, choose “Access Rule > Holidays".
Step 2: Click New, the page for adding holidays is displayed.

Step 3: When a page is added during holidays, set the content as required, as shown in Figure 3-43. For
parameter Settings, see Table 3-10.

New x
Holiday Name* [ ]
Holiday Type* ] Holiday Type 1 hd |
Start Date” 2021-12-16 ‘
End Date” 12021-12-16 [
Recurring ‘ No - |
|

Remarks ]

Figure 3- 43 Adding Holidays
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Holiday Name You can set holiday names for easy memory.

The holiday type can be: Holiday type 1, Holiday type 2, holiday type 3. Set

Type of Holidays holiday type to time Range.

Start time/End time Set the holiday time range.

Set whether this holiday cycle by year: yes, no.
According to the annual = For example, if New Year's Day is January 1, set this parameter to

circulation Yes.Mother’s Day falls on the second Sunday in May. If the date is uncertain,
setitto No.
Note Custom Settings description.

Table 3- 10 Parameters for Adding Holidays
Step 4: Click OK to finish adding the holiday.

3.4.2.2 Delete
Select holiday, click Delete, and click OK to delete the holiday.

Prompt

Are you sure you want io perform the delete
operation?

Figure 3-44 Holiday Delete

3.4.3 Access Level
Access level groups define groups and categories of internal doors to facilitate subsequent permission
assignment operations.

Setting operations include creating access level groups and adding doors to access level groups.

3.4.3.1 Add (New)

This section describes how to create Step for Access Control groups in ZKBio CVSecurity.
Operation Step:

Step 1: In the Access Control module, choose “Access Rule > Access Level”.

Step 2: Click New in the left column, and the page for adding access level groups is displayed.

Step 3: On the page for adding access level groups, set parameters based on the new requirements, as
shown in Figure 3-45. For parameter Settings, see Table 3-11.
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New X

Level Name* [| l
Time Zone* I24—Hour Accessible v |
Area” [Area Name - |

[ cas |

Figure 3- 45 Adding Access Level Groups

Permission Group Name = You can customize the name of the access level group for easy query.

Select the configured access time range to define the valid access time

Access Control Period . .
range for this permission group.

Select the configured area from System > System Management > Area

Area Settings and define the area to which the Access Control group belongs.

Table 3- 11 Description of Access Control Right Groups
Step 4: Click OK to finish configuring the access control right group.

3.4.3.2 Add Door

This topic describes how to add Operation Step to the door of the created access level group in ZKBio
CVSecurity.

Operation Step:
Step 1: In the Access Control module, choose “Access Rule > Access level>Add Door”.

Step 2: Click “Add Door”, and the page for selecting a door is displayed. add a door as required, as
shown in Figure 3-46.

DoorMame| | Serial Number

Alternative

Door Name Owned Device Serial Number Area Name

192 168.1.28-1 192.168.1.28 CL9M203460071 Area Name

ZKT_Korea-1 ZKT_Korea CL63202960014 Area Name

50 rows per page ~  Total of 2 records

“ ‘ Cancel
Figure 3- 46 Adding Access Level Groups Add Doors
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Step 3: Click OK to finish configuring the door for the access control right group.

Door Control

= O Remote Opening

[ Remote Closing

" Cancel Alarm

(. Remote Normally Cpen

Ca Activate Lockdown

(& Deactivate Lockdown

Z Enable Intraday Passage Mode Time Zone

[& Disable Intraday Passage Mode Time Zone

Figure 3- 47 Door Control
® Remote Opening/Closing
It can control one door or all doors.

To control a single door, right click over it, and click Remote Opening/ Closing in the pop-up dialog
box. To control all doors, directly click Remote Opening/Closing behind Current All.

In remote opening, user can define the door opening duration (The default is 15s). You can select
Enable Intraday Passage Mode Time Zone to enable the intraday door passage mode time zones, or
set the door to Normal Open, then the door will not be limited to any time zones (open for 24 hours).

To close a door, select Disable Intraday Passage Mode Time Zone first, to avoid enabling other
normal open time zones to open the door, and then select Remote Closing.

& Note: If Remote Opening/Closing fails, check whether the devices are disconnected or not. If
disconnected, check the network.

® Cancel the Alarm

Once an alarming door is displayed on the interface, the alarm sound will be played. Alarm cancellation
can be done for single door and all doors. To control a single door, move the cursor over the door icon,
a menu will pop-up, then click Remote Opening/Closing in the menu. To control all doors, directly
click Remote Opening/Closing behind Current All.

& Note: If cancel the alarm fails, check if any devices are disconnected. If found disconnected, check
the network.

® Remote Normally Open
It will set the device as normal open by remote.
® Activate Lockdown

It will remotely set the door status to locked status. After this, the door wouldn’t receive any operations,
such as card reading and remote operations. This function is supported only by certain devices. Super
User Swipe to Initiate Lockdown after 3 swipes
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® Deactivate Lockdown
It will unlock a locked door. This function is supported only by certain devices. Super User Swipe to
Initiate disable after 3 swipes.
Import or Export Access Level
Step 1: Export and fill in Access Level Template:

In the Access Module, click Access Rule > Access Levels > Export > Export Access Level,
then fill in the Access levels information.

ZKBio CVSecurity i & 6 =dmin v
[& Access Device 5 Access | Access Rule / Access Levels
Access Levels ¢ Browse Levels General (Area 1) Door Combination >
Access Rule v
Level Name Time Zone N | [ Door Name Owned Device (&% e
Time Zones
Holidays —_ . .
G Refresh T New @ Delete & Door Control I:I L Import O Refresh @ Delete Door
Level Name Area Name  Time Zone  Doo : Door Name Owned Device
Set Access By Levels 2 Export Deors of Access Level
General Area 1 24-Hour Acce 1 abdcor fds 10.8.14.206

Set Access By Person

Figure 3- 48 Export Access Level Template

Access Levels

Level Name Area Name Time Zone
Level 1 Area 1 Time Zone 1
Level 2 Area 2 Time Zone 1
Level 3 Area 3 Time Zone 1
Level 4 Area 4 Time Zone 1
Level 5 Area b Time Zone 1

Figure 3- 49 Fill in Access Level Template

Note: The Level name can be customized. The Area Name can be set from System > System
Management > Area Settings, the Time Zone can be set from Access > Access Rule > Time
Zones.

Step 2: Export the Doors of Access Level Template:

In the Access Module, click Access Rule > Access Levels > Export > Export Doors of Access
Level, then You can export doors of access level in Excel file format.

Enter the user password in the displayed security verification dialog box, and Click OK. Select
whether to encrypt the file and the file format to export, and Click OK.

ZK CVSecurity 32 38
[2 Access Device > Access / Access Rule / Access Levels
Access Levels
Access Rule ~
Level Name Time Zone Qll &
Time Zones
Holidays - _ Lo
G Refresh ¥ New W Delete Door Control & Impart
Level Name Area Name Time Zone  Door - EXportAccessLevel
Set Access By Levels
General CMO group  24-Hour Acce 1
Set Access By Person
KR Korea 24-Hour Acce 1 z &
Set Access By Department
« ClTall AuAciT 24-Hour Acce 3 2z

Interlock

Figure 3- 50 Export the Access Level Template 1
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Export Doors of Access Level

Encrypt or not () Yes(®) No

File Format | EXCEL & |

Data to Export (@) All (max 100000 records)

Figure 3- 51 Export the Access Level Template 2
Step 3: Import the Access Level Template:

In the Access module, click Access Rule > Access Levels > Import > Import Access Level, and
click Browser to upload the Access Level Template.

(JZKBio CVSecurity i & @ admin ~
[ Access Device > Access | Access Rule / Access Levels
Access Levels ¢ Browse Levels General (Area Name) Door Combination >
E Access Rule v
PN Level Name | Time Znne‘ | & e Door Name | | Owned Device | & (&
Time Zones S S S— S —
Holidays —
=20 O Refresh ¥ New @ Delete B Door Control ~ I Export ~[EELTTIERS O Refresh W Delete Door

Access Levels
_ [ Level Name Area Name Time Zone  Door Count  Oper| oo dhailee i L] or Name Owned Device

SetAccess By Levels L Import Doors of Access Level

General Area Name  24-Hour Acce 1 2 deor fds 10.8.14.206
Set Access By Person

Figure 3- 52 Import the Access Level Template 1

Import Access Level

File Format (s) Excel

Select File - Yot Uploaded

Update Existing

Unas O Yes® No

The first line of the data format is table name, the second line is header, the third
line is the import data, please check the file and then impart

|

Figure 3- 53 Import the Access Level Template 2

Total Progress
1

Dsta processing, pleass wait...... -
Upload successful, starting to parse data, please wait...

The data has been parsed, siariing database updates.

Data processing, please wait. .

Suceeed: 5, Failed: 0.

Operation finished

Close |

Figure 3- 54 Import the Access Level Template 3

Page |89 Copyright©2022 ZKTECO CO., LTD. All rights reserved.



ZKBio CVSecurity User Manual

Step 4: After the upload is successful, we can view the uploaded level as the following figure.

[(JZKBio CVSecurity i % @ admin -
[ Access Device 5 Access/Access Rule / Access Levels
Access Levels < Browse Levels General (Area 1) Door Combination >
ll Access Rule v
P Level Namei \ Time Zone \ \ Q < Door Name | | Owned Device ‘ Q ¢
Time Zones - S — e — —
Holidays .
O Refresh  Z# New @ Delete & Door Control ~ T Export = X Import ~ O Refresh @ Delete Door

Access Levels
Level Name Area Name  Time Zone Door Count  Operations Deer Name Owmned Device

Set Access By Levels

General Area 1 24-Hour Acce 1 z G abdcor fds 10.8.14.206
Set Access By Person
Level 1 Area 1 Time Zone 1 0 z2 G
Set Access By Department <
Level 5 Area 2 Time Zone 1 0 2z LG
Interlock
Level 4 Area 3 Time Zone 1 0 z B
Linkage
Anti-Passback Level 2 Area 2 Time Zone 1 0 z G
First-Person Normally Open Level3 Area 3 Time Zone 1 0 2z G

Multi-Persan Groun

Figure 3- 55 Import the Access Level Template 4
Step 5: Import the Doors of Access Level Template:

In the Access module, click Access Rule > Access Levels > Import > Import Doors of Access
Level, and click Browser to upload the Access Level Template.

(JZKBio CVSecurity i %
I:_lg Access Device > Access [ Access Rule / Access Levels

Access Levels
l- Access Rule v

= Level Name
Time Zones 7|

Holidays _ —_—
O Refresh T New [ Delete & Door Control ~ 2 Export ‘ A& Import '|
Access Levels
_ | Level Name Area Name Time Zone  Door Count Oper & Import Access Level
Set Access By Levels + Import Doors of Access Level
General CMO group  24-Hour Acce 1 ﬁ

8et Access By Person

Time Zone 1 ‘ &) F2

= 2 M

Figure 3- 56 Import the Doors of Access Level Template 1

Import Doors of Access Level

File Format (@) Excel

Select File - I_Dt Uploaded

The first line of the data format is table name, the second line is header, the third
line is the import data, please check the file and then import

Figure 3- 57 Import the Doors of Access Level Template 2

Step 6: After the upload is successful, we can view the uploaded level as the following figure.
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[JZKBio CVSecurity i & @ adnin -
[ Access Device > Access | Access Rule / Access Levels
Access Levels < Browse Levels General (Area 1) Doer Combination >
ﬂ Access Rule ~
~ Level Name | | Time Zone | | @l e Door Name | owned Device | | @l f&
Time Zones S — | 0000 i
Holida:
b= G Refresh  TF New @ Delete & Door Control ~ T Expart ~ < Import - G Refresh @ Delete Daor

Access Levels
Level Name Area Name  Time Zone Door Count  Operations Door Name Owned Device

Set Access By Levels

General Area 1 24-Hour Acce 1 2z G abdcor fds 10.8.14.206
Set Access By Person
Level 1 Area 1 Time Zone 1 0 2z &
Set Access By Department «
Level 5 Area 2 Time Zone 1 0 z B
Interlock
Leveld Area 3 Time Zone 1 0 2z G
Linkage
Anti-Passback Level 2 Area 2 Time Zone 1 0 Zz LG
First-Person Normally Open Level 3 Area 3 Time Zone 1 0 z G

Multi-Persan Grotn

Figure 3- 58 Import the Doors of Access Level Template 3

3.4.4 Set Access Level Allocation
Permission assignment Manages the access level of personnel. After permission assignment, personnel
can verify the door opening Operation.

You can assign user rights by user group or assign user rights by user group.

3.4.4.1 Assign Personnel Rights by Permission Group

Assigning personnel permissions by permission group is used to define a set of open-door personnel
for a permission group.

Describes Operation Step that assigns staff permissions by permission group in ZKBio CVSecurity.
Operation Step:
Step 1:In the Access Control module, choose “Access Rule>Set Access by Levels”.

Step 2: In the Operation column of the corresponding permission group, tap “Add Personnel”. The
Add personnel page is displayed. Select personnel as required, as shown in Figure 3-48.

Add Personnel

(=) Query ) Department

Personnel ID [\ | Department Name ‘

Alternative Selected(0)

Personne... First Name Last Name Depart... Personne.. First Name  Last Name Department
1 ju Departmer =

12135 Departmer

12134 namel hr

1119 multibio Departmer No data

1-16 > > 50 rows per page ~

Figure 3- 59 Assigning Rights to Users by Rights Group

Step 3: Click OK to complete the assignment of personnel permissions.
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3.4.4.2 Delete Personnel

Select personnel ID, click Delete, and click OK to delete the personnel ID.

Prompt

Are you sure you want to perform the delete
operation?

. e |

Figure 3- 60 Delete Personnel

3.4.4.3 Export
Device information can be exported in EXCEL, PDF, CSV file format.

The File Type [EXCEL File
Export Mode @ All data (Can export up to 40000 data)

() Select the amount of data to export (Can export up to 40000 data)
From the article | 1 Strip, is derived 100 Data

Figure 3- 61 Export

ZKTECO
Device
Devioe Name Serial Number Area Name. C“"';_”v:’d'm = Nemr:‘m IP Address RS485 Parameter Enable Device Madel Register device | Firmware Version
19216821860 | 20100501090 Area Name HTTR Wired 192.168.218.60 Enable C3-400Pro ACJ‘:;’]‘;E:'%D%

Figure 3- 62 Set Access level Allocation Export
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3.4.5 Set Access Level Groups by Person

Assigning access level groups by person A permission set is used to define the access level set of a
person.

This section describes Operation Step that assigns access control group permissions by person in ZKBio
CVSecurity.

3.4.5.1 Access Control Setting

Operation Step:

Step 1:In the Access Control module, choose "Access Control > Settings by Personnel".

Step 2: In the Operation column of the Access Control group, click “Add Access Control Group”. The
page for adding access control groups is displayed. Select the Access Control group as required.

Superuser
Device Operation Role

Extend Passage
Disabled
Set Valid Time

Figure 3- 63 Assigning Rights Groups by User

Step 3: Click OK to complete the assignment of personnel permissions.

3.4.5.2 Add Level

Permission assignment Manages the access level of personnel. After permission assignment, personnel
can verify the door opening Operation.

You can assign user rights by user group or assign user rights by user group.
® Assign Personnel Rights by Permission Level

Assigning personnel permissions by permission group is used to define a set of open-door personnel
for a permission group.

Describes Operation Step that assigns staff permissions by permission group in ZKBio CVSecurity.
Operation Step:
Step 1:In the Access Control module, choose “Access Rule>Set Access by Levels “

Step 2: In the Operation column of the corresponding permission group, tap “Add Levels”. The Add
level page is displayed. Select personnel as required.
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Figure 3- 64 Assigning Rights to Users by Rights Group

Step 3: Click OK to complete the assignment of level permissions.

3.4.5.3 Delete from Level

Select level name, click Delete, and click OK to delete the level name.

Figure 3- 65 Access Level Group by Person Delete

3.4.5.4 Export
Device information can be exported in EXCEL, PDF, CSV file format.

The File Type [EXCEL File
Export Mode @ All data (Can export up to 40000 data)

() Select the amount of data to export (Can export up to 40000 data)
From the arficle 1 Strip, is derived 100 Data

Figure 3- 66 Export
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ZKTECO
Device
Devioe Name Serial Number Area Name. C“"';_”;m = Nemr:‘m IP Address RS485 Parameter Enable Device Madel Register device | Firmware Version
19216821860 | 20100501090 Area Name HTTR Wired 192.168.218.60 Enable C3-400Pro ACJ‘::’]‘;Z;E%”“

Figure 3- 67 Access Level Group by person Export

3.4.5.5 Synchronize Level

Select the level to be synchronized and send the corresponding device area data in the software to the
device.

Prompt

Are you want to perform the Synchranize Level
operation?

Figure 3- 68 Synchronize Level

3.4.6 Set Access Level Groups by Department
The access level group assigned by department defines the set of access levels for the personnel in the
department.

This section describes Operation Step that assigns Access Control group permissions by person in
ZKBio CVSecurity.

Operation Step:
Step 1:In the Access Control module, choose “Access Control > Set by department”.

Step 2: In the Operation column of the Access Control group, click “Add Access Control Group”. The
page for adding Access Control groups is displayed. Select the Access Control group as required.

Add to Default Levels x
Level Name :] Time Zone Q ¢
Alternative Selected(0)
Level Name Time Zone Level Name Time Zone

General 24-Hour Accessible

>>

<<

No data

I < 1-1 > >l 50 rows per page

Cancel

Figure 3- 69 Assigning Rights Groups by Department
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Step 3: Click OK to complete the assignment of department permissions.

3.4.6.1 Add Default Level

LMH‘hrrE“

Altgmative.

Leval Name Time Zone
K-Test 24-Hour Accessible
multibio multibio

24-Hour Accessible

24-Hour Accessible

» 31 50rows perpage =

[ [ caneel |

Figure 3- 70 Add Default Level Groups by Department

3.4.6.2 Delete Default Level

Select delete default level name, click Delete, and click OK to delete the default level name.

Prompt.

Are you sure you want to parform the delete
aperation?

(o e

Figure 3- 71 Delete Rights Groups by Department

3.4.7 Interlock

Set interlock control between two or more doors on the access controller device: To verify the opening
of a door, ensure that all other doors interlocked with the door are closed; otherwise, the door cannot
be opened.

This section describes the Step of adding interlock effect in ZKBio CVSecurity.
The Premise Conditions:

® The door opening/closing state monitoring is realized by detecting the door magnetic state.
Therefore, interlock function requirements:

1. The door status sensor at the device end must be correctly installed

2. In door setting on the software side, the status of the door status sensor must be set to normally
open or normally closed (based on the actual installation).
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Add (New)

Step 1:In the Access Control module, choose "Access Control > Interlock” and click New.
Step 2: Select the specified device.
Instructions:

When you add a device for which interlock has been configured, the device cannot be found in
the drop-down list. After the configured interlock information is deleted, the device is returned
to the drop-down list.

Interlock Settings vary with the number of doors controlled by the device:
Single-door controller: no interlock setting
Dual door controller: 1-2 two door interlock Settings

Four-door controller: 1-2 two-door interlock, 3-4 two-door interlock, 1-2-3 three-door interlock,
1-2-3-4 four-door interlock, 1-2 and 3-4 door interlock

Step 3: Select the interlock rule, and click OK to complete the settings, as shown in Figure 3-52. The
new interlock Settings are displayed in the list.

New X

Device Name” Click to select

Interlock Rule® | - -

Cancel

Figure 3- 72 Adding Interlock Configuration

Parameter How to set up
Device Name You can customize the name of the Device
Interlock Rule Select the configured interlock rule.

Table 3- 12 Description of interlock

Delete

Select interlock, click Delete, and click OK to delete the interlock.

Linkage

The use method and scenario of linkage are flexible. After a specific event is triggered by an input point
in the Access Control system, a linkage action will be generated at the specified output point to
control events such as verification opening, alarm and abnormality in the system.

This section describes how to add Step to the linkage effect in ZKBio CVSecurity.
® Add (New)

Before adding a linkage configuration, perform the following operations:

Step 1: Add Settings for binding cameras to access control devices, input points, output points, and
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read heads.

Step 2: Optional: In the System Management module, choose “System Management > Mail
Management' to set the sender server. The Step of setting the sender server is as follows:

In the System Management module, choose ‘system Management > Mail Management".
Click “Sender Server Settings" to pop up the sender server Settings interface.

On the Sender server Settings screen, set parameters as required, as shown in Figure 3-73. For
parameter Settings, see Table 3-13.

After setting, click "Test connection" to receive the email, indicating that the test has passed.
Step 3: Click OK to finish setting email parameters.

Outgoing Mail Server Settings x

Qutgoing Mail Server Settings

Email Sending Server” | | smtp.XXX.XXX)
Port” 25 SSL TLS
Email Account” (XXX(@XXX.XXX)
Password”

Sender Name

Cancel

Figure 3- 73 Mailbox Parameters

Parameter How to set up

You can customize the email server address and port.

The email products that provide the SMTP server can be used, such
Email server address/port as NetEase 163 email, Tencent QQ email, and Foxmail email. The

specific address and port configurations must be obtained from the

corresponding provider.

Email username and password | Enter the user’s name and password for the mailbox.

Name of sender Sets the name of the sender on the received message.

Table 3- 13 Mailbox Management Parameters

Step 1: In the Access Control module, choose “Access Control > Linkage”.

Step 2: On the linkage setting screen, click Add, as shown in Figure 3-69. Table 3-14 and Table 3-15
refer to the linkage parameters.
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New X
Linkage Name™ Device” Click to select
Linkage Trigger Conditions* Add Input Point*
< Output Point* Video Linkage E-mail Send SMS »
Door Auxiliary Output
Action type* Close hd Action type* Close v

Cancel

Figure 3- 74 New Linkage Configuration

Parameter How to set up
Linkage Name You can customize the linkage name for easy query.
Equipment Custom Select an added access control device.

Select the condition triggered by the linkage Operation, that is, the

Lingge=Oe il Conditigy event type generated by the selected device.

Input Point Select the input point to set device input.
Dots Select the output point to set device output.

You can set the linkage action, including Operation, video linkage, and

LinkagSea kRIS Ring email. Table 3-3 describes the configurations of the three modes.

Table 3- 14 New Linkage Parameters

Parameter How to set up

The Output Point | Set the output action type: close, open, normally open.
of Operation Sets the delay time if the output action is on.

Pop-up video and display duration: Select pop-up video on the real-time

monitoring screen and set the pop-up duration.

Video recording and Video Duration: Select Video recording to set the video
Video Linkage duration.

Capture: Set linkage action whether to take a photo: If a photo is taken, you also

need to set whether to pop up on the real-time monitoring interface and the

display duration.

Set the email address that receives the linkage content when a linkage event
occurs.

Mail
Table 3- 15 Setting Linkage Actions

Step 3: Click OK to complete the linkage configuration.
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3.4.8.1 Delete

Select linkage, click Delete, and click OK to delete the linkage.

Prompt

Are you sure you want to perform the delete
operation?

Figure 3- 75 Adding Interlock Configuration

3.4.9 Anti-Passback

Some occasions require the personnel that brush card to verify, brush card to come in from a door must
brush card to go out from another door, brush card record must enter a strict correspondence. This
function can be used when users enable it in the settings. It is generally used in special units, scientific
research, bank vaults and other occasions.

This section describes the Step of adding the Anti-Passback effect in ZKBio CVSecurity.

3.4.9.1 Add (New)
Operation Step:
Step 1: In the Access Control module, choose "Access Control > Anti-Passback" and click New.
Step 2: Select the specified device.
Instructions:

When you add an Anti-Passback device, the configured Anti-Passback device is not displayed in
the device list. After the antisubmarine information is deleted, the device returns to the device
list.

The Anti-Passback setting varies with the number of gates controlled by the equipment:
Anti-Passback setting of single door controller: Anti-Passback between readers

Two controllers: door 1 Anti-Passback between readers, door 2 Anti-Passback between readers,
door 1 and door 2 Anti-Passback

Four door controllers: door 1 and door 2 Anti-Passback, door 3 and door 4 Anti-Passback, door
1/ door 2 and door 3/ door 4 Anti-Passback, door 1 and door 2/ door 3/ door 4 Anti-Passback,
door 1 and door 2/ door 3/ door 4 Anti-Passback, door 1/ door 2/ door 3/ door 4 Anti-Passback
reader

Step 3: Select the Anti-Passback rule and click OK to complete the settings. The new Anti-Passback
Settings are displayed in the list.
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New x

[

Device Name” \CIick to select [

Anti-Passback Rule” I----______ - |

o I

Figure 3- 76 Adding the Anti-Passback Configuration

3.4.9.2 Delete

Select device, click Delete, and click OK to delete the device.

Prompt

Are you sure you want to perform the delets
operation?

Figure 3- 77 Anti-Passback Delete

3.4.10 The First-Person Normally Open

In the specified period, after the verification of the first person with normally open permission, the door
normally open, the end of the valid period of the door automatically closed.

This section describes how to add Step in ZKBio CVSecurity.

The Premise Conditions:

The time range has been set for the Access Control module.

3.4.10.1 Add (New)
Operation Step:

Step 1: In the Access Control module, choose "Access Control > First person normally Open" and
click New.

Step 2: Select the specified device, add Settings for the specified door, and select the normally open
time period, and click OK, as shown in Figure 3-58.
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New x

Door Name” |Click to select \

Passage Mode Time Zone” | ---------- - l

[ cancet ]

Figure 3- 78 Configuring the First Person to Open the Door

Step 3: Click "Add People” on the interface of "Opening of the first person". After adding people, click
OK to complete the setting of "opening of the first person".

Add Personnel X
(&) Query () Department
Personnel ID :] Name Department Name } Q Q&
Alternative Selected(0)
Personne... First Name Last Name Department Personne... First Name Last Name Department
1 Soluction
>>
>
=~
o
No data
I < 11 > >l 50 rows per page ~
| ‘ Cancel ‘

Figure 3- 79 Adding A First Person Normally Open Person Configuration

3.4.10.2 Delete

Select personnel ID, click Delete, and click OK to delete the personnel ID.

Prompt

Please select the cbiects you want to operate!

Figure 3- 80 Delete Person Normally Open Person Configuration
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3.4.117 Multi-Person Group

The door will open only after the consecutive verification of multiple people. Any person verifying
outside of this combination (even if the person belongs to other valid combination) will interrupt the
procedure and you need to wait 10 seconds to restart verification. It will not open by verification by
only one of the combinations.

3.4.11.1 Add (New)

Step 1: Click Access Rule > Multi-Person Group > New to access the following edit interface:

Figure 3- 81 Adding A Multi-Person Group

Group Name: Any combination of up to 30 characters that cannot be identical to an existing group
name.

After editing, click OK to save and return. The added Multi-Person Personnel Group will appear in the
list.

Step 2: Click Add personnel under Related Operations to add personnel to the group.
Step 3: After selecting and adding personnel, click OK to save and return.

&sNote: A person can only be grouped into one group.

3.4.11.2  Edit

Click Access Rule > Multi-Person Group > Edit after selecting the required section in the interface.

Figure 3- 82 Edit Multi-Person Group
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3.4.11.3 Add Personnel

Click Access Rule > Multi-Person Group > Add Personnel after selecting the required section in the

interface.

| Depertment Name |

Alternative Selected(0)

Personne... First Name  Last Name Depart... 7 Personne... First Name  Last Name  Depariment

-

Departme
I

Departme =

5
Deparime

115 5 31 50rows per page -

Figure 3- 83 Adding A personnel for Multi-Person Group

3.4.11.4 Delete

Click Access Rule > Multi-person group > Delete after selecting the required section in the interface.

Prompt

Are you sure you want to perform the delete
operation?

BT o

Figure 3- 84 Delete A Multi-Person Group
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Multi-People Open The Door

In a specific scenario, it is necessary for more than one person to be present at the same time to verify
their identity before they can open the door through permission verification.

1. In an application scenario where, multiple users are required to verify their identities before
opening the door, the authentication process is limited to N (no more than 5) by grouping people
into groups.

2. In practice, if all the personnel to be verified are of the same type or level, it can be verified by
multiple people in a single group. If there are different categories or levels of personnel, you can
set a certain number of personnel in each group to achieve verification.

3. Before the multi-party door verification rule is reached, if the verification fails during the process,
wait 10 seconds for the verification again.

Add (New)

Step 1: In the Access Control module, choose "Access Rule > Multiple Door Opening Personnel
Group" and click New. After filling in the corresponding parameters, click OK to save the settings.

Step 2: Click "Add Personnel" on the right of the list of created multi-person door opening personnel,
select the personnel to be added to the group in the pop-up function, and click OK to save the settings.

Add Personnel X
Query Department
’ | |
Personnel ID | Name Department Name Q ¢ |
Alternative Selected(0)
Personne... First Name Last Name Department Personne... First Name Last Name Department
1 Soluction
>>
>
<
<<
No data
1-1 50 rows per page
Cancel

Figure 3- 85 Adding Multiple Door Openers

Step 3: In the multi-person door opening interface, click Add, set permissions for multi-person door
opening personnel group.

Step 4: On the page for adding multiple door users, select the specified door, group information for
multiple door users, and the number of verification personnel for each group, and click OK to save the
settings.
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New x
Door Name* Click to select
Combination Name* ’
Number of opening
Group1l |- v 0 )
personnel in each group
Group2 ~ |-mmeeeee - 0 ©)
Group3 | e v 0 )
Group4 | e - 0 ©)
Group5 e - 0 )
Cancel

Figure 3- 86 Adding Multiple Door Openers

Step 5: In the Access Control module, choose “Access Rule > Authentication Mode Rule” and click
Add to set the access control authentication rule for the corresponding period.

New x
Rule Name" Time Zanes e -
Time
Date
00 : 00 00 : 00 |—— | |—— - 00 : 00 00 : 00 ——— - | [— - 00 : 00 00 :o00 |[—— v |—— -
00 ! B0 | 0D ¢ 00 ||——— s ] m— RS T mm—mm— | er— 50 : oo T | | | f——
00 : 00 00 : 0 |[—— z ] == - 00 : 00 00 : 00— s i e - - 0000 | 00 :00 |[— v |[—— -
00 ;00 0 : 00 - - - o0 ;00 00 : 00 »| |- - 0 oo 00 ;00 S - - -
0o : 00 oo 0B | - - oo 00 o0 oo v - 00 0o a0 00 - -
00 00 0 ¢ 00 - - 0 ;00 00 : 00 - - 0o 0 ;o0 - .
00 60 00 ¢ 00 ¥ - 00 : 00 00 : 00 - - 60 ;00 00 : 00 - -
00 00 00 : 00 - - 0 00 00 : 00 - - 00 00 0 : 00 - -
00 : B0 00 : 00 |[——— v [ - 00 ;00 | 00 : 00 | m——— v | [e—— ) 00 ;00 | 00 i 00 |[——— v | o~
00 ;00 00 : 00 |—— | [—— b 00 : 0 00 : 00— - =] [— - 0 : 00 0000 |—— v |—— -

Copy Monday's Setting to Others Weekdays:

i

Cancel

Figure 3- 87 Delete A Multi-Person Group

Step 6: Click Add Door on the right of the created authentication mode rule, select a door, and set the
authentication mode rule for the door.

Add Door X
Door Name Serial Number Q <
Alternative Selected(0)
Door Name Owned Device Serial Number Door Name Owned Device Serial Number
ProfaceX-1 ProfaceX CN3M2124600
>>
>
<
<<
No data
»
1-1 50 rows per page s
Cancel

Figure 3- 88 Verification Rule Configuration for Adding Multiple Door Openers

Step 7: click OK to save the settings.
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3.4.12.2 Delete

Click Access Rule > Multi-person opening door > Delete after selecting the required section in the
interface.

Prompt

A% you sura you want o pario e delete
operation

Figure 3- 89 Delete A Multi-Person Group

3.4.13 Verification Mode

Verification Mode:
You can set verification modes for doors and personnel separately in a specified time segment.

3.4.13.17  New

Step 1: Click Access Rule > Verification Mode > New to go to the page for adding a verification mode
rule.

H
H
a
|
!
|
a
|
|

EER#EBEREBBESE
EgEEEERERE SR
888 E 888888
BEBEEERBEEEE
Y
sofuiafafafaiafafe
[T
afofegoafafafafafsle
BEFEEEERBES
2 8EE8 R RBR S
8B EEEEEEEE
B3R EE®EREREBEE
LN
LTI

Figure 3- 90 Add Verification mode

Step 2: Set the following parameters: Select a rule name (not repeatable), the time segment, and
verification mode for a door or person in each time segment.

Step 3: Click OK to finish the setting.

On the list page, you can add or delete doors in the verification mode rule.
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Verification Mode Group

You can set verification modes for doors and personnel separately in a specified time segment.

Step 1: Click Access Rule > Verification Mode > New to go to the page for adding a verification mode
rule.

New
Rule name* Time Zones™ J—
Time
Date [
0 00 00 00 |—— 0000 | 00: 00 [— 7| [— T| o0 :o00 | 00 : 00 [—- 7| [—
00 00 | 00: 00 [— 0 : o0 00 : o0 v 0o 00 oo
00750 00" | 00 o 00- e 0 : o0 00 : 00 v oo o0 : o0
0 0 00: 00 |— 0 : 00 00 : 00 v oo o0 co00
0 00 00 : 00 |— 00 o0 00 : 00 Yoo o 000 [—— v [—
0 00 | 00: 00 [— 0 : o0 00 - 00 IR — ) —
0 00 00 : 00 |—— 0 : 00 00: 00 [— v [ | e o e o | v [——
0 o0 00 : 00 |— 0o 000 |[— v [— Yoo 000 [—— v [—
00 00 00 : 00 |— 0o 0000 [— v [— Yoo 0000 [— v [—
0 o0 00 : 00 |— 0 o0 00 : 00 |—— v] [— T e | o [— v| [—
Copy Monday's Sefting to Others Weekdays:
| save andhew | ok W canca |

Figure 3- 91 Add Verification mode Group

Step 2: Set the following parameters: Select a rule name (not repeatable), the time segment, and
verification mode for a door or person in each time segment.

Step 3: Click OK to finish the setting.
On the list page, you can add or delete doors in the verification mode rule.

Note: If a rule includes the verification mode for personnel, you cannot select doors with the RS485
readers when adding doors. You can modify only the configuration on the reader setting page before
adding doors.

Set appropriate personnel for configured verification mode rule.

Parameters

Click Access Rule > Parameters to enter the parameter setting interface:

ZKBio CVSecurity i @ O aimin

B2 AccessDevice 5 Acoess/Access Rule ! Parameters

Type of Getting Transactions

Transactions Auto-Export

Real Time Monitoring

Alarm Monitoring Recipient's Mailbox

‘Alarm Monitoring Recipient's Mobile Number

Figure 3- 92 Add Parameters
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® Periodically

Start from the setting and efficient time, the system attempts to download new transactions every time
interval.

® Set the Time for Obtaining New Transactions
The selected Time is up, the system will attempt to download new transactions automatically.
® Transaction Auto-Export

The user can choose the export frequency and the data to be exported each time. If the export
frequency is selected as “By day”, you must set the time to export the data. You must also select the
mode of export. It can be daily transactions or all the system data (30000 data units can be sent at a
time. We can customize the data that we need to export from custom report 1 and custom report 2.

If the export frequency is selected as “By Month”, you must select the day to export the data. It can be
the first day of the month or you can specify any particular date. Then select the export frequency as
Daily Data or all System data. Finally, add the recipient’s mail address to send the transaction data.

Transactions Auto-Export

Auto-Expon
Frequency

None &

Figure 3- 93 Transaction Auto Export
® The Real Time Monitoring Page Pop-up Staff Photo Size

When an access control event occurs, the personnel photo will pop up. The size of pop photos shall be
between 80 to 500 pixels.

Real Time Monitoring

The Real Time Monitoring Page Pop-up Photo Size  Msx Height
140 e

A, Fefres

Figure 3-94 Real Time Monitoring
® Alarm Monitoring Recipient Mailbox

The system will send email to alarm monitoring recipient’s mailbox if there is any event.

Alarm Monitoring Recipient’s Mailbox

P =

Figure 3- 95 Alarm Monitoring Recipient Mailbox
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® Alarm Monitoring Recipient Mobile Number

The system will send alarm monitoring recipients to mobile, if there is any event.

Alarm Monitoring Recipient's Mobile Number

L
=

Figure 3- 96 Alarm Monitoring Recipient Mobile Number

Advanced Function

Advanced access control is optional. You must obtain permission to activate the advanced access
control.

In addition to the global linkage function, enable the background authentication function first.

The access control area must be defined when advanced functions such as global Anti-Passback are
used.

Entrance Guard Area(Zone)

Divide areas and define access control areas. The access control area is reserved for advanced access
control but not for system management.

This section describes Step in ZKBio CVSecurity to add an access control area.

Add (New)

Step 1: In the Access Control module, choose "Advanced function > zone" and click New.

Step 2: On the page that is displayed, set related parameters, and click OK.

New X

Zone Code”
Name”

Remarks

Cancel

Figure 3- 97 Page for Adding Access Control Areas
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3.5.1.2 Delete

Click Advanced function > Zone > Delete after selecting the required section in the interface.

Prompt

Are you sure you want to perform the delete
operation?

[ o

Figure 3-98 Delete Access Control Areas

3.5.1.3 What rules Apply Inside

Click What rules inside after selecting the required section in the interface we can check the rules are
applied for the particular zone.

What Rules Apply Inside

Occupancy Control  inside |

Figure 3- 99 What Rules Apply Inside
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3.5.2 Reader Definition
This function is configured based on the access control area. To use the global Anti-Passback function,
you must define the read head.

This section describes the Step of adding a Reader definition in ZKBio CVSecurity.

3.5.2.17 Add (New)
Operation Step:
Step 1: In the Access Control module, choose " Advanced function > Reader Define" and click New

Step 2: On the page that is displayed, set related parameters and click OK.

New x
Reader Name”™ I—- v l
Goes From” I v l
Goes To" I - l

Figure 3- 100 Page for Adding a Reader

3.5.2.2 Batch New

Step 1: Click Advanced Functions > Reader Define > Batch New to enter the batch add interface:

Add Select All Unselect All

Figure 3- 101 Batch New
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Step 2: Click Add, select Reader(s) and move towards right and click OK.

Mame Owned Device Serial Number | Q @

The current query conditions: MNone

Alternative Selected{1)
1] Mame Owned Device Serial Mumber | Name Owned Device Serial Mumber
[ 192.168.12.155-2-In  192.168.12.155 AK1F173450008 = [ 192.168.12.155-1-Ou 192.168.12.155 AKAF173460006
O 102.168.12.155-3-In  192.168.12.1585 I:} AKIF1T3450008
(] 192.168.12.155-3-0ur 192.1658.12.155 AK1F1T3450008
[ 192.168.12.155-4-In  192.168.12.155 AK1F173460008 -
I~ 192.168.12.1565-4-0Our 192.168.12.1585 AKAF1T3450008 -
(] 192.168.214.74-1-In  192.165.214.74 3763161600001
[ 192.168.214.74-1-0Ou 192.168.214.74 3763161600001

-

|« ¢ 1-9 - | 50rowsperpage -  Tofalof 9records

Figure 3- 102 Add Reader Define

Step 3: Set Goes from and Goes to as required and press OK.

3.5.2.3 Delete

In the Access > Advanced Functions > Reader Define, click Delete button under Operations. Click
OK to delete.

Prompt

Are you sure you want to perform the delete
cpesation?

GCancel |

Figure 3- 103 Delete Reader Define
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Who is inside

After entering the access control area, users can use this function to view the personnel in the access
control area. You can choose the access control area tree to view the personnel in the corresponding

access co

ntrol area.

This section describes how to view the Steps of people in a region in ZKBio CVSecurity.

Step 1: In the Access Control module, choose "Advanced Function > View Personnel in the Area"

Step 2: On the page for viewing personnel in a region, you can select the area on the left to view and

delete personnel in the area, as shown in Figure 3-84.
ZK CVSecurity s 3 e admin ¥
[&  Access/Advanced Functions / Wno Is Inside
i Personnel 1D Name Department Q ¢
Zone O Refresh T Delete Personnel T Export
m « B A Personnel 1D First Name Last Name Department Last Access Time Last Access Reader
B 200

Figure 3- 104 View Area Personnel Page

Delete personnel

Select personnel ID, click Delete, and click OK to delete the level name.

ZKBic CV.

['—I?, Access Device >

Access Rule

Advanced Functions ~ Zone O Refre

Zone

Reader Define

Security #  #
Access / Advanced Functions / Whe Is Inside

4 Personnel ID Name Depariment Q ¢

= Personnel 1D First Name LastName  Department LastAccess Time  Last Access Reader
B empty(t)
B 4t flcor(0)
B 5th floor(0)

Global Ant-Passback

Global Linkage

Global Interlock Group

Global Interlock

Person Availzbil

lity

Oocupsney Control

Page |1

Figure 3- 105 Delete Who Is Inside
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3.5.3.2 Export
Device information can be exported in EXCEL, PDF, CSV file format.

The File Type [EXCEL File

Export Mode (@) All data (Can export up to 40000 data)
() Select the amount of data to export (Can export up to 40000 data)

From the article 1 iStlip,isdeﬁved|1I]{] Data
Figure 3- 106 Export
ZKTECO
Device
Device Name Serial Number Arsa Name c“'"_'_r“m“'i“di“ o Hehy °r:‘°de IP Address RS485 Parameter Enable Device Model Register device | Fimware Version
192.168218.60 | 20100501898 Area Name HTTP Wired 182.168.218.60 Enable C3-400Pro - J‘::";ﬁ:f?mg

Figure 3- 107 Export Who is Inside

3.5.4 Global Anti-Passback

Global Anti-Passback Settings can be carried out across devices, and only push devices support global
Anti-Passback functions. This function supports logical Anti-Passback, timed Anti-Passback and timed
logical Anti-Passback, and can be configured for specific personnel.

This section describes the Step configuration of global Anti-Passback in ZKBio CVSecurity.
The Premise Condition:
1. Background authentication has been enabled on the device.

2. Set the access control area and read head definition.

3.5.4.1 Add (New)
Operation Step:

Step 1: In the Access Control module, choose "Advanced Access Control > Global Anti-Passback”
and Click New.

Figure 3- 108 Add Global Anti-Passback
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Step 2: On the page for adding global Anti-Passback Settings, set related parameters and click OK, as
shown in Figure 3-102. For parameter description, see Table 3-16.

Parameter
Rule Name
Entrance Guard Area

The Door List Controls
Access to The Access
Control Area

Anti-Passback Type

The Locking Time

Reset Global Anti-Passback
Status

Reset Anti-Passback Time

Applied

Page |116

Description
The value can contain a maximum of 30 characters.

Select an option from the access control area drop-down list box.

The corresponding door information is displayed. The same gate shall not
be used to control two independent Anti-Passback boundaries.

It contains three types of Anti-Passback: logic Anti-Passback, timing Anti-
Passback and timing logic Anti-Passback.

instructions

Logical Anti-Passback: strictly follow the "one in, one out" rule in the Anti-
Passback area, otherwise the verification will not open

Timed Anti-Passback: A user can enter the Anti-Passback area only once
within a specified period of time. After the specified period expires, the
user’s status will be cleared and the user can enter the Anti-Passback area
again

Timed logical Anti-Passback: the user can open the door normally only
after following the exit and entry rules of logical Anti-Passback.Timing logic
antisubmarine is only used in abnormal situations. For example: if the
logical Anti-Passback time is set and the personnel follows others out, the
personnel cannot swipe the card machine within the set locking time. The
Anti-Passback state will be reset after the set locking time, and the traffic
can continue.

You can set the locking period only when you select timing Anti-Passback
or logic Anti-Passback type.

Clear the Anti-Passback status of personnel in the system and restore the
initialization status.

The reset time can be selected only when reset global Anti-Passback status
is selected.

When it is time to reset Anti-Passback, the system will automatically clear
the Anti-Passback status of all personnel in the access control area.

All personnel, selected personnel, except selected personnel three types:
instructions

All personnel: This type can only be edited. Personnel selection is not
supported

Selected Personnel: If you select this type, you can add personnel. This
Anti-Passback type takes effect only for these personnel.

Personnel other than selected: Select this type, add personnel, this Anti-
Passback type will only take effect for personnel other than selected.

Table 3- 16 Global Anti-Passback Settings
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3.5.4.2 Delete

In the Access > Advanced Functions > Global Anti-Pass, click Delete button under Operations. Click
OK to delete.

Prompt

Are you sure you want to perform the defets
operation?

[ o e

Figure 3- 109 Delete Global Anti-Passback

3.5.5 Global Linkage

The global linkage function can be set across devices. Only the push device supports the global linkage
function

This section describes how to configure Step for global linkage in ZKBio CVSecurity.

3.5.5.1 Add (New)
Operation Step:

Step 1: In the Access Control module, choose “Advanced Functionl > Global Linkage” and Click New.

Figure 3- 110 Add Global Linkage

Step 2: On the page for adding global linkage, set related parameters and tap OK, as shown in Figure 3-
104. Table 3-17 describes the parameter description to complete global linkage Settings.

Linkage Name  You can customize the linkage name for easy query

It Works for
Everyone

After this parameter is selected, the linkage Settings take effect on all personnel
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Parameter Operation Instructions

Linkage Trigger @ Select the condition triggered by the linkage Operation, that is, the event type
Condition generated by the selected device

Input Point Select the input point to set device input

Select the output point to set device output
Dots Set the output action type: close, open, normally open.
Sets the delay time if the output action is on.

Pop-up video and display duration: Select pop-up video on the real-time monitoring
screen and set the pop-up duration.

Video recording and Video Duration: Select Video recording to set the video
Video Linkage | duration.

Capture: Set linkage action whether to take a photo: If a photo is taken, you also
need to set whether to pop up on the real-time monitoring interface and the display
duration.

The reset time can be selected only when reset global Anti-Passback status is
selected

Valid Time N . . . .
When it is time to reset Anti-Passback, the system will automatically clear the Anti-
Passback status of all personnel in the access control area.
Mail Set the email address that receives the linkage content when a linkage event occurs

Table 3-17 Global Linkage Parameters
Apply to all personnel: If this option is selected, this linkage setting is effective for all personnel.
Active Time: Set the active time of the linkage setting.

Step 3: Choose Global Linkage trigger conditions, the input point (System will filter devices according
to the choice in first step) and the output point, Set up linkage action. For more details about these
parameters, please refer to Linkage Setting.

& Note: You can select multiple Door Events, but “Fail to connect server”, “Recover connection” and
“Device connection off” will be filtered automatically from Door Event.

Step 4: Click OK to save and quit. The added Global Linkage will display in the list.

3.5.5.2 Delete

In the Access > Advanced Functions > Global Linkage, click Delete button under Operations. Click
OK to delete.

Prompt

Are you sure you want to perform the delete
operafion?

Figure 3- 111 Delete Global Linkage
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3.5.5.3 Enable

After the device is enabled, the upload and download of data are enabled normally. (When the device is
enabled, users can choose whether it is a registration device or not).

Prompt

Are you want to perform the Enable operation?

Figure 3- 112 Enable Global Linkage

3.5.5.4 Disable

After the device is disabled, the device is not allowed to upload and send data.

Prompt

Are you want to parform the Disable operation?

Figure 3- 113 Disable Global Linkage

3.5.6 The Global Interlock Group

Global interlocking the global interlocking function can be set across devices. Only the push device
supports global interlocking. By setting the global interlock group to group doors, you can set global
interlock.

This section describes the Step configuration of global interlock in ZKBio CVSecurity.
The Premise Condition:

Background authentication has been enabled on the device.
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Add (New)

Step 1: In the Access Control module, choose “Advanced Access Control > Global Interlock Group”
and Click New.

Step 2: On the page for adding a global interlock group, set related parameters and Click OK, as shown
in Figure 3-93.

New b 4

Group Name” |
Remarks

Group Interlock

Cancel

Figure 3- 114 Global Interlock Group Settings Screen

Parameter How to set up
Any combination of up to 30 characters that cannot be identical to an
Group Name J
existing group name
Group Interlock Select the configured interlock rule.

Table 3-18 Description of Advance Global Interlock

Step 3: On the global interlock group page, tap Add Door next to the configured group name on the
left, as shown in Figure 3-94.

Add Door X
Door Name | Serial Number Q <
Alternative Selected(0)
Door Name Owned Device Serial Number Door Name Owned Device Serial Number
ProfaceX-1 ProfaceX CN3M21246000

>>

<<

No data

1-1 50 rows per page

Cancel

Figure 3- 115 Adding A Door to A Global Interlock Group
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3.5.6.2 Delete

In the Access > Advanced Functions > Global Interlock Group, click Delete button under Operations.
Click OK to delete.

Prompt

Are you sure you want to perform the delete
operaton?

Figure 3- 116 Delete A Door to A Global Interlock Group

3.5.7 The Global Interlock

3.5.7.1 Add (New)

Step 1: In the Access Control module, choose “Advanced Access Control > Global Interlock” and
Click New.

On the page for adding global interlock, set related parameters and Click OK, for example

Step 2: The global interlock name is set.

New X

Name” | |

Remarks | i

 cancet
Figure 3- 117 Global Interlock Settings Screen

Name Any combination of up to 30 characters that cannot be identical to an
existing name
Remark Select the configured interlock rule.

Table 3- 17 Description of Access Control Right Groups

Step 3: On the global interlock screen, click Add Group next to the configured global interlock on the
left, as shown in Figure 3-112.
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Add Group X
coptame[l ] Remars | a e
Alternative Selected(0)
Group Name Remarks Group Name Remarks
1
>>
>
<
<<
No data
K < 1-1 > 3l 50 rows per page ~
D canca

Figure 3- 118 Page for Adding Global Interlock Groups

3.5.7.2 Delete

In the Access > Advanced Functions > Global Interlock, click Delete button under Operations. Click
OK to delete.

Prompt

Are you sure you want to perform the delete
operation?

Figure 3- 119 Page for Adding Global Interlock Groups

3.5.8 Personnel Availability

It is used to restrict the expiration date, the number of days after the first use, and the number of times
the user passes the specified advanced access control area.

The Premise Condition:

1. Background authentication has been enabled on the device

2. Set the access control area and read head definition.
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3.5.8.1 Add (New)
Operation Step:

Step 1: In the Access Control module, choose “Advanced Access Control >Personnel Avaliability>
Set Access Control Area Properties”, and Click New.

Step 2: On the Access Control Area Properties page, set related parameters and Click OK.

Figure 3- 120 Page for Setting Access Area Properties

Step 3: In the properties of the access control area that has been set, click Add Personnel on the left
to add the corresponding personnel, and Click OK.

Add personnel X
(®) Query () Department
Personnel ID || | Name | Card Number Morer Q &
Alternative Selected(0)
Personnel ID  First Name Last Name Card Nu Personnel ID  First Name Last Name Card Nui
>>
b4
<
No data <<
No data
« I—— ’
s R N R « I ,
D | canca

Figure 3- 121 Personnel Availability Add Personnel Settings Screen

Step 4: On the personnel validity screen, tap Add, set related parameters, and tap OK.

New X
Availability Name” [ ]
Zone* ‘ __________ - I
Zone Properties” [ __________ v I

Figure 3- 122 Personnel Validity Setting Screen
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3.5.8.2 Delete

In the Access > Advanced Functions > Personnel Availability, click Delete button under Operations.
Click OK to delete.

Prompt

Are you Sure you want to perform the delete
operation?

Cancel |

Figure 3- 123 Delete Personnel Validity Setting

3.5.9 Occupancy Control

Control the maximum/minimum capacity of the area in the Advanced Access Control.
This section describes the Step configuration for population control in ZKBio CVSecurity.
The Premise Condition

1. Background authentication has been enabled on the device.

2. Set the access control area and read head definition.

3.5.9.17 Add (New)
Operation Step
Step 1:In the Access Control module, choose "Advanced Function> Occupancy” and Click New.

Step 2: On the Add Person control screen, set related parameters and click OK.

New X

Name” [

Zone” ‘ ---------- v

Maximum Capacity [

Minimum Capacity ‘

A\ No capacity value means no limitation.

"o I

Figure 3- 124 Configuring the People Counting Function
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3.5.9.2 Delete

In the Access > Advanced Functions > Occupancy Control, click Delete button under Operations.
Click OK to delete.

Frompt

Are you sure you want fo perform the deiste
operation?

o CT

Figure 3- 125 Delete Configuring the People Counting Function

3.5.10 Muster Point

Designate the access control device of a certain place as the Muster Point. When an emergency event
(such as a fire alarm) occurs, the linkage triggers the activation of the Muster Point to open the door,
and the AC Device is used to count the escape of personnel, and quickly identify the escaped personnel
and dangerous personnel.

3.5.10.1  Add (New)

Select the access control devices as the equipment of Muster Point, and assign the corresponding
department. Note: The equipment selected is equipped with safe house conditions to facilitate
evacuation of personnel in the department.

Operation Steps:

Step 1: Set device as Muster Point, go to “Access Control > Advanced Functions > Muster Point >
New: Sign device to the point”.

Name*

Remarks

Sign Point* Add

192.168.134.23-1-In

T oc I

Figure 3- 126 Sign Point
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&

Step 2: Click add department to the point.

Add Depariment x®
Department Name | Q ¢
Alternative Selected(0)

|| Department  Department Name Parent Department || Department  Department Name Parent Department
O 1 Department Name

==

B 3

<

==

No data
i< < 1-1 » 2 50 rows per page ~  Total of 1 records
o T

Figure 3- 127 Add Department

Step 3: Set Global Linkage: set Linkage Trigger Conditions and Input Point, Selete Muster Point as an
output action.

New x
Linkage Name™ Muster Point Apply to all personnel
Linkage Trigger Conditions® Add Input Point*  Add
Emergency Password Open 192.168.134.23-1

i Linkage Voice Prompts Send SMS Digifort Line Muster Point *

Muster Point

Qutsidet
Test

o ICTE
Figure 3- 128 Global Linkage

& Note: Before you use global linkage, you must confirm that your device has enable background
authentication.
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3.5.10.2 Activated

Sel Bg-Verification Options

Selected Device

(») The devices which have enabled background verification : 192 168.134.23

| Set Bg-Verification Options |

I Background Verification

| Enable T | I

|Standard Access Level ~ |

If the device is offline

Total Progress

Hidden Info

Figure 3- 129 Enable Bg-Verification Options.

When the linkage event is triggered, the door is opened remotely.and the Muster Point would be

(JZKBio CVSecurity 1 % © amn -
% Access Device \  Access ] Access Device / Real-Time Monitoring
Device Area - staus ~ | Device Name Morer &
10 Board
< Deor Awsiliary Input Auwiliary Output »
Door
@ Remote Opening [ Remote Closing  &* Cancel Alarm (g Activate Lockdown LG Deactivate Lockdewn - More ~
Reader z
Auxiliary Input
192.168.13
Auxiliary Output 4231
Event Type
«
Daylight Saving Time
Device Monitoring Current Total:1 ® Online:1 @ Disable:0 @ Offline:0 @ Unknown:0 Door Name |
Real-Time Monitoring Real-Time Events &
T Message Tip X
Alarm Monitoring Time Area Device Event Point Event Description C4rd Number Person Reader Name Verific:
Map 2022-07-07 14:18:33  Area Name  192.168.134.23(5758204800 192.168.134.23-1|  Remote Opening Other Other
2022-07-07 14:18:28  Area Name  102.168.134.23(5758204800 192.168.134.23-1|  Trigger Global Linkage 1(aaaaa) 192.168.134.23-1-Oul Only P
Il AccessRule > 1
2022-07-07 14:18:28  Area Name  192.168.134.23(5758204800 192.168.134.23-1|  Emergency Password 1(agaaa) 192.168.134.23-1-Out Only P
[]* Advanced Functions >
Sounds M)
R ‘Trigger Global Li
[0 Access Control Reports 5 Total Received: 3 ® Normal:3 @Exception:0 @Alarm:0 Clear Data Rows Event Description | ‘ ;':;1};7 4 :‘f;:
. N . .
Figure 3- 130 Real-Time Monitoring
Access / Advanced Functions / Muster Point
uster Poin artmen
Muster Point < Department
Mame | pa e Department Name | | BE
S Refresh T New [ Delete + Activate & Cancel 3 Refresh T Delete Department
(ml Name Sign Point Activate Operations ] Department... Department Name Parent Department Name
[ | Qutsidel 192.168.134.22-1-0ut (] ¢ & 1 st Department Name
] Test 192.168.134.23-1-In (] 2 &
&«
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Figure 3- 131 Muster Point
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3.5.10.3 Delete

In the Access > Advanced Functions > Muster Point, click Delete button under Operations. Click OK
to delete.

Prompt

Are you sure you want to perform the delete
operation?

Figure 3- 132 Delete Muster Point

3.5.10.4 Cancel

In the Access > Advanced Functions > Muster Point, click Cancel button under Operations. Click OK
to cancel.

Prompt

Are you want to perform the Cancel operation?

GCancel

Figure 3- 133 Cancel Muster Point
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3.5.117 Muster Point Setting

Select the access control devices as the equipment of Muster Point and assign the corresponding
department. Note: The equipment selected is equipped with safe house conditions to facilitate
evacuation of personnel in the department.

Operation Steps:

Step 1: Set device as Muster Pointsetting, go to “Access Control > Advanced Functions > Muster
Point Setting”.

Access / Advanced Functions / Muster Point Report
Data Analysis " Refresh :
Time From |2022-04-07 00:00:00 | To |202207-0723:5950 | Sign Pont | morer Q &
[31 sign In Manually B Generate Reports T Export T Clear All Data
‘ime Personnel 1D First Name Last Name Department Name Sign Point Muster Point Status
022-07-01 17:29:30 000112 B Department Name danger
022-07-01 17:29:30 66 i Department Name danger
¢ 022-07-01 17:29:30 1901 i Department Name danger
022-07-01 17:29:30 1902 LCECECECEC Department Name danger
022-07-01 17:29:30 1903 Department Name danger
safe danger Total
4 72 ?6 022-07-01 17:29:30 60000 SRAAE Department Name danger
022-07-01 17:23:44 k: Department Name 192.168.134.23-1-Out  Outsidet safe
022-07-01 17:38:42 7 Department Name 192.168.134.23-1-Out  OQutsidel safe
022-07-01 17:29:30 8 Department Name danger I
022-07-01 17:29:30 5 H Department Name danger
.- - 5
3 < 1-50 y 2 50 rows per page ~ JumpTo 1 /2 Page Total of 76 records

Figure 3- 134 Check the Report

3.5.11.1  Sign In Manually

If someone is not verified on the device, the administrator can manually sign in: Select Sign in
Manunally, see the picture below.

Selected Person

Personnel ID

Alternative Selected(1)

Perso.. First ... Last . Department Perso._.. First ... Last .. Department

38170482 Department Name 2170590 Department Name

12350 Department Name

00001 Hanker F Department Name

152 EE Department Name

1810 hh Department Name

1170149 F—i& Department Name

K ¢ 1-50  » 31 50 rows per page ~

T [ cace |
Figure 3- 135 Sign in Manually

Check the statues will change to “safe”.
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Access [ Advanced Functions / Muster Point Report

Data Analysis 5 Reiresh

Time From | 2022-04-07 00:00:00 | To |2022-07-07 235¢:50 | Sign Point | Morer Q&

[ Sign In Manually B Generate Reports T Expoert & Clear All Dala

Time Personnel 1D First Name Last Name Deparimeni Name Sign Point Muster Point stas *
2022-07-01 17:38:42 7 Department Name 192.168.134.23-1-Cut Qutside? safe
2022-07-07 14:30:33 6666 il Department Name manual punch Test safe
2022-07-01 17:23:44 8 Department Name 192.168.134.23-1-Cut OQutside? safe
«
2022-07-01 17:23:49 998 Department Name 192.168.134.23-1-Cut  Qutside? safe
2022-07-07 14:30:17 oooo01 Hanker He Department Name manual punch Test safe
safe danger Total
6 70 76 2022-07-07 14:36:14 Department Name Test

2022-07-01 17:29:30 1803 ct Department Name danger
2022-07-01 17:29:30 1804 supper Department Name danger
2022-07-01 17:29:30 12348 Department Name danger
2022-07-01 17:20:30 1805 dd Department Name danger

Figure 3- 136 Sign in Manually

3.5.11.2 Generate Reports

Click “Generate Reports” to check the reports.the report format: Excel/PDF/CVS/TXT that you can
selete.

Export

Encrypt of not () Yes(s) Mo

File Format EXCEL

Data o Expont EXCEL
POF

TXT

Figure 3- 137 Download Report

Muster Point Report

Tine FPersonnel ID First Name Last Name Departnent Name Sign Point Nuster Point Status
2022-07-01 17:29:30 1801 aa Departnent Nane danger
2022-07-01 17:29:30 12347 Department Name danger
2022-07-01 12348 Departnent Nane danger
2022-07-01 1802 bb Departnent Nane danger
2022-07-01 1701% xa Departnent Nane danger
2022-07-01 12348 Departnent Nane danger
2022-07-01 1803 cc Departnent Nane danger
2022-07-01 1804 supper Departnent Nane danger
2022-07-01 12348 Departnent Name danger
2022-07-01 1805 dd Departnent Nane danger
2022-07-01 9527 Departnent Nane danger
2022-07-01 156456456 0 i Department Name danger
2022-07-01 1806 ee Departnent Nane danger
2022-07-01 10002 ESS Departnent Hame danger
2022-07-01 12345 Departnent Nane danger
2022-07-01 1807 sup Departnent Nane danger
2022-07-01 1010101 Armi Departnent Nane danger
2022-07-01 202201171 kk Departnent Nane danger
2022-07-01 1010102 Department Name danzer
2022-07-01 688 chen Departnent Nane danger
2022-07-01 123345 Departnent Nane danger
2022-07-01 2262 & Departnent Name danger
2022-07-01 17:29:30 22232 ogopo Departnent Nane danger
2022-07-01 17:29:30 130303 Departnent Name danger

Figure 3- 138 Report
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3.5.11.3 Clear All Data

In the Access > Advanced Functions > Muster Point Setting, click Clear All Data button under
Operations. Click OK to clear all data.

Prompt

Are you sure to clear all records?

Cancel .

Figure 3- 139 Clear All Data

3.5.11.4 Export

On the All Records screen, click Export, enter the user password in the displayed security verification
dialog box, and Click OK. Select whether to encrypt the file and the file format to export, and click OK.

The File Type [EXCEL File
Export Mode @ Al data (Can export up to 40000 data)

() Select the amount of data to export (Can export up to 40000 data)
From the article 1 |Sirip, is derived 100 Data

B

Figure 3- 140 Export

ZKTECO
.
Device Name Serial Number Area Name. c“'""T”v::"'“" - "E"“”:‘m IP Address RS485 Parameter Enable Device Madel Register device | Firmware Version
19216821860 | 20100501898 Area Name HTTR Wired 192.168.218.60 Enable c2400Pr0 Ao

Figure 3- 141 Export

3.6 Access Control Reports

In the access control report, you can query all access control records, including All records, Today’s
Access records, All abnormal records, door query, personnel query and Personnel access records
reports.You can export all records or query records.

This section describes the Step for querying and exporting reports in ZKBio CVSecurity.
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All Transactions

Step 1:In the Access Control module, choose “Access Control Report > All Records”.

Step 2: On the All Records interface, fill in the corresponding query information and click the “search"
symbol to complete the query of all records, as shown in Figure 3-120.

ZKBio CVSecurity 3 % O amin
[L  Access ! Access Control Reports { All Transactions
m Time From  2021-08-16 00:00:00 To 2021-12-16 23:50:59 Personnel ID Device Name Maore Ol o
3] T Refresh B Clear All Data T Export 7 Export photos

Time Area Name Device Name Event Point Event Descripti Media Personnel IC First Name Last Name Card Number  Depariment Reader Name

2021-12-16 11:15:26  Area Name ProfaceX ProfaceX-1 Remaote Opening Othar

Figure 3- 142 Report Query Page

Step 3: On the All Records screen, click Export, enter the user password in the displayed security
verification dialog box, and Click OK. Select whether to encrypt the file and the file format to export,
and Click OK.

Export X
Encrypt or not Yes No
File Format EXCEL =
Data to Export All (max 100000 records)

Selected (max 100000 records)
Start Position 1

Total Records 100

Cancel

Figure 3- 143 Report Export Page
Step 4: You can export the file by selecting the address for storing the file.
Media File: You can view or download the photos and videos created in the video system.

Clear All Data: Click Clear All Data to pop up prompt and click OK to clear all transactions.
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Prompt

Ara you sure to clear all records?

Cancel

Figure 3- 144 Report Clear All Data

3.6.2 Events from Today

Check out the system record today.

Click Access Control Reports > Events from Today to view today’s records. You can export all events
from today in Excel, PDF, CSV format.

(JZKBio CVSecurity # ®

F2  Access Device 5 Aceess | Access Contrel Reports | Events From Today
& I | morer
T scoessrise > | Pemowsnll ] oseteme| Q e
E}' Advanced Functions > CRefresh @ Clear All Data T Export
Time Arza Nams Device Name Event Point Event Descripti...  Media File Personnel IC First Name LastN... C
[0 Access Control Reports ~
2022-07-25 08:32:44  Ares Mame 102 188.134 10¢ 192 168 134.105-1 MNormal Verify Ope 4 wa

All Transactions

2022-07-25 08:32:43  Area Name  102.188.134.10¢ 192.188.134.105-1 Normal Verify Ope 4 wa
Events From Today
2022-07-25 08:32:47  Arsa Name  102.188.134.70¢ 192.152.134.105-1 Normal Verify Ope 4 wa
All Exception Events
2022-07-25 06:32:18  Area Name  182.188.134.10¢ 192.162.134.105-1 Normal Verify Ope 4 wa
Access Rights By Doar
. 2022-07-25 08:32:16  Area Name  192.188.134.10¢ 192.162.134.105-1 Normal Verify Ope 4 wa
Aceess Rights Sy Parsonnel
e 2022-07-25 08:32:15  Area Mame  102.188.134.10f 192.182.134.105-1 Normal Verify Ope 4 wa
2022-07-25 08:32:12  Area Nsme  102.182.134.10¢ 192.182.124.105-1 Mormal Verify Ope 4 we
2022-07-25 08:32:08 Area Nsme  102.188.134 10! 192.1862 134.105-1 Normal Verify Ope 4 wa
2022-07-25 08:32:05  Area Name  102.188.134.10¢ 192.168.134.105-1 Normal Verify Ope 4 wa
, 202207-2508:31:32  ArsaNsme  192.198.134.10( 192.158.134.105-1 Multi-Parsonnsi A 4 wa
2022-07-25 08:31:31  Area Name  102.188.134.10¢ 192.152.134.105-1 Multi-Persennsl Au 4 wa
2022-07-25 08:31:28  AreaName  102.188.134.10! 192.162.134.105-1 Multi-Persannsi Au 4 we
2022-07-25 08:31:28  Area Name  102.188.134.10f 192.162.134.105-1 Multi-Persannel Ay ] wa
2022-07-25 08:31:27 Area Mame  102.188.134.10¢ 192.188.134.105-1 Multi-Persennal A 4 wa
2022-07-25 08:20:28  Area Nsme  102.188.134 10! 182,152 134.105-1 Multi-Personnel O 4 wa
2022-07-25 08:20:27 Area Name  102.188.134.10! 192.162.134.105-1 Multi-Persannsl O 4 wa

Figure 3- 145 Event from Today

Click Export, enter the user password in the displayed security verification dialog box, and Click OK.
Select whether to encrypt the file and the file format to export, and Click OK.
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ZKTECO
Events From Today
‘Card Number Personnel ID First Name. LsstName | D Name | Device Name Event Point | Event Description | _Reader Name ification Mode | Area Name Remark
AIAL | 9AT 2 4528038 5 Amber Lin o) 10216821860 | 12188 21ap0 2 | BRCkAOUNA Ve | 191G 28602 | o ooy Area Name
02 D Sucoess n
AMrazAsangn 4628036 8 Amber Lin Etmincial 192.168.218.60 | 192.188.218.60-1 | Dockground Verify | 182,168 218.80-1- Only Gard Area Name
58 D Success n
ANz 282 13260079 5 Necal Ye Marketing 10216821860 | o288 21g 60 2 | DRckaround Verly | 121G 28002 | o ooy Area Name
45 D Sucpess.
AT AR 13280079 5 Neoal Ye Mark=ting 19216821860 | 18218820860 | Dockaround Very | E21BR21800-0- | o poy Area Name
a D Success In
AR 4481253 1 Jerry Wang General 18216831860 | 182.1p801apn | DCkGround Verty | IBZIBB2IBE02 )\ o s Area Name
38 Success In
ANTAZ AB AR 26 4481253 1 Jerry Wang General 192.168.212.60 | 192168210601 | BackOround Verty | 102168 21860-1- | o ooy Area Name
35 Sucoess n
2017-12-15 18:28: Background Ve 192.168.218.80-2-
1411237 2040 Shemy Yang Hotel 18216821860 | 182188218 60-2 i Only Card Area Name
23 Success In
2017"2;]5 1828 1411237 2040 Shemy Yang Hotel 192.188.218.60 | 182.188.218.60-1 Bad“;'“‘“d Very | 192188218601 | o0y cara Area Name
o 7"1";5 a2 8505030 ] Lilian Mei D:“W"Em 162.168.212.60 | 162.188.218.60-2 Bamgmi:em 1B2I8218802 | ony Gara Area Name
M08z 0505030 o Lilian Mei Development 16216821860 | 162188 21@.60-1 | Dockaround Verfy | 182.168.218.80-1- Crly Card Area Name
13 D Success n
ANTAZ 0 826 13271770 3 Leo Hou Elmncial 192.168.218.60 | 102.108.21g.p0.g | Dackground Verfy | 182168218802 | oy 0oy Area Name
o6 D Sucoess n
AN 13271770 3 Leo Hou Tl 18216821860 | 182 18moiaen | DoCRGround Vedly | IBZIGE2IREI- ) o ooy Area Name
0 D Sucoess n
Az 1o 8 2451253 1 Jerry Wang General 10216821860 | 102188 21a 02 | Packground Very | 192 IGB218602- | o b Area Name
52 Success n
i 7"21':35 = 4481253 1] Jerry Wang General 182.168.218.60 | 162.188.218.80-2 Bw“;mi:em e Only Card Area Name
LR 2481253 1 Jerry Wang General 18216821860 | 182188 21apnp | DackGround Verly | 162.162.212.80-2- Only Gard Area Name
12 Success n
AMTAZ A5 ART3: 155288 2 Lucky Tan Deuslopment | 400 yona12.60 | 102.108.21g60.0 | Dackground Verfy | 182168218802 | o 0oy Area Name
02 D Success n
291”2;15 T 2481253 1 Jerry Wang General 19218821860 | 182.188.218 60-2 Bad‘gm’"d Venly. IM'WEBITE'ED 2 OnyCard Area Name
m 7"2:‘5 2820 0505030 o Lilian Mei D:"Eh"""“ 102.168.218.60 | 102.188.218.60-2 Bad"g'“" d Verly; mzmalzm,ﬂu 2 Cnly Card Area Name
uccess n

Crexwa on: 0171215 1838EE

Figure 3- 146 Report Export Page
Clear All Data: Click Clear All Data to pop up prompt, and then click OK to clear all events from today.

Prompt

/Are you sure to ciesr 3l records?

(o e

Figure 3- 147 Events Clear All Data

3.6.3 All Exception Events

Click Access Control Reports > All Exception Events to view exception events in specified condition.
The options are same as those of All Transactions.
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ZKBio CVSecurity  #  #
T — 5 Access ! Access Control Repors | All Exseption Events
o Time From | 20230426 00:0000 | To | 20220 Farsonnal ID Device Name: Mere~ Q &
Access Rule >
El Advanced Functions >
Personne! ID First Name  LastM.. Card Number Department.. ReaderMNa.. \Verification.. Area Name
Access Control Reports ~
Gther Other Area Name
All Transactions
1082.168.134.10¢ 182.168.134.105-1 Event Number Unc Other Other Ares Name
ESwents From Today
162.188.134 4.108-1 Event Number Unt Other Other Area Name
Disconnected Other Other Ares Name
Access Rights Sy Door
182 Disconnected Gther Other Ares Name
Access Rights Sy Persanne
A et e 192.168.134.105-1 Extended Open Dc Other Other Ares Name
102.188.134 34,105 nded Ares Name
1082.188.134 92.168.134.105-1 Multi-Personnel Ac 4 wo Department Nz 192.168.134.1 Face Area Name

Figure 3- 148 All Exception events

Clear All Data: Click Clear All Data to pop up prompt, and then click OK to clear all exception events.

Export: You can export all exception events in Excel, PDF, CSV format.

Time: 2017-08-1500- 00 - 00 - 2017-12-15 23 - 53 - 58

ZKTECO
All Exception Events

Time Event Description | Event Paint Device Namea Card Number Personnel ID First Name Last Name AeaNsme | Department Name | Reader Name | Verfication Mode Remark

2017-12-15 17:43: | Operation nterval [ oo i 182.168.216.80-1- e
03 too Short in

2171215 17:42: | Operation nterval [ o T as0 ——— 102.168.218.60-1- —
a1 too Short In

20171215 17:35: | Operation interval | o a0 s 192.168.218.60-1- e
27 too Short In

2017-12-15 16:35: | Operation Interval 102.180.218.80-1 192 188.218.60 e N 182.168.218.60-1- Other
17 too Short In

2017-12-15 16:35: | Operation Interval | oo oo oo | e am 0 E— 102.168.216.80-1- P
08 too Short in

2017-12-15 18:34: | Operation nterval [ oo 6o PR 102.168.216.80-1- S
oo too Short In

2017-12-15 18:33: | Operation nterval [ o e o— 102.168.218.60-1- _—
52 too Short in

2017-12-15 18:33: | Operation nterval [ oo T k0 o 102.162.218.60-1- i
43 too Short In

2017-12-15 18:38: | Operation Interval | = PO 102.168.218.802- nStN
a5 too Short In

2017-12-1516:33: | Operafion Interval | ) 1 oa 218001 | 102.188.218.60 Area Name TR B Other
14 too Short In

SR 15000 iCStiaet Cantict i 162.188.218.60 Area Name Other Other
54 sarver

2"'7"2;;5 1350 | Disconnectsd 162.188.218.60 Area Name Other Other

2017-12-15 11:53: | Operation nterval [ oo 6o o 102.162.218.60-1- e
45 too Short In

2017-12-15 11:41: | Opertion interval | oo | e tae0 Area Name 192.168.218.60-1- other
04 too Short In

2017-12-15 11:18: | Operation Interval 102.188.218.80-1 182.188.218.60 [P Tpees 182.168.218.60-1- Other
45 too Short in

2017-12-15 11:18: | Operation Iterval | =~ N 182168 216.80-1- S
a7 too Short In

2017-12-15 1105 192,163 218 60-1-
p Anti-Passback | 192.168.212.80-1 | 162.188.218.60 2505030 200000005 Bill Fang Area Name Visitor E Only Card

20171215 11:05: | Ant-Passback | 192.168.218.601 | 192.188.218.60 13260072 200000004 Tom Lez Area Name Visitor 102.168.218.60-- | Only Card

Crexed on: 201712415 18:37:13

Greaird from ZREROecurEy stware. Al ights rezerved.

Figure 3- 149 All Exception Events Export

Access Rights by Door

View related access levels by door. Click Access Control Reports > Access Rights by Door, the data list
in the left side shows all doors in the system, select a door, the personnel having access levels to the
door will be displayed on the right data list.
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ZKBio CVSecurity i & @ adnin

Figure 3- 150 Access Right by Door

You can export all the personnel having access levels to the door data in Excel, PDF, CSV format.

ZKTECO
192.168.218.60-1(1) Opening Personnel
Personnel ID First Name Last Name Department
2940 Sherry Yang Hotel
1 Jerry Wang General
5 [xiciesy Har Development
Department
3 Lad Hisii Financial
Department
4 Berry Cao General
Marketing
Necal ¥e Department
Fi ial
6 Amber Lin i
Department
7 Jacky Xiang General
: . Marketing
8 Glori Liu Degatinent
1o . Development
9 Lilian Mei Department

Figure 3- 151 Access Right by Door Export Page

Access Rights by Personnel

View related access levels by door or personnel.

Click Access Control Reports > Access Rights by Personnel, the data list in the left side shows all

doors in the system, select personnel, the personnel having access levels to the door will display on the
right data list.

ZKBio CVSecurity ®

B nccers devics

Figure 3- 152 Access Right by Personnel

You can export all the door information in Excel, PDF, CSV format.
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ZKTECO
6(Amber) Having Level to Access
Door Number Door Name
1 192.168.218.60-1
2 192.168.218.60-2
3 192.168.218.60-3
4 192.168.218.60-4

Figure 3- 153 Access Right by Personnel Export Page

3.6.6  FirstIn and Last Out

Click Access Control Reports > First in And Last Out to view the First and the Last time interval.

[JZKBio CVSecurity i %
| _—— 5 Access ! Access Control Reports { First In And Last Out
o Time From 20220425 00:00.00 | To [2022.07.352350:50 |  Personnel ID \:I Morer Q &
Access Rule > - - —
E}' advancedFunctions > GRefresh W Clear All Dats T Export
Personnel ID  First Name Last Name First in-Reader Name First in Time Last Out-Reader Name Last Out Time Department Name
[ Access Control Reparts
4 wao 192 168 134 105-1-Out  2022-07-25 06:20:27 102.168.124.105-1-Out  2022-07-25 06:32:4: Department Name
All Transactions
1 ju 192.168 134.105-1-In 2022-06-28 15:16:1! 1962.188.134.105-1-In 2022-08-28 15:16:11 Department Name
Events From Today
1 vy 192.168.1 28-1-Out 2022-07-22 16:24:5¢ 102 1688 1.28-1-Out 2022-07-22 17:32:0! Department Name
All Excaption Events
9000 K-TEST ZKT_Korea-1-Out 2022-07-21 00:25:17 ZKT_Korea-1-Out 2022-07-21 00:25:2' Department Name
Acsess Right= Sy Door
¥y 192.168.10.221-1-0ut 2022-06-18 17:41:1] 102.188.10.221-1-Out 2022-08-18 17:42:1" Department Name

‘Access Rights By Persannel

First In And Last Out

Figure 3- 154 Access Right by Door Export Page

3.6.6.1 Clear All Data

In the Access > Advanced Control Reports > First in and Last Out, click Clear All Data button under
Operations. Click OK to clear all data.

Prompt

Are you sure to clear all records?

Cancel

Figure 3- 155 Clear All Data

3.6.6.2 Export

On the All Records screen, click Export, enter the user password in the displayed security verification
dialog box, and click OK. Select whether to encrypt the file and the file format to export, and click OK,

Page |137 Copyright©2022 ZKTECO CO., LTD. All rights reserved.



ZKBio CVSecurity User Manual

Video Management

4.1 Video view

Click Video Management > Video View.

In this module you can access the videos as Video Preview and Video Playback.

Video Preview

Click Video Management > Video View > Video Preview.

You can review recorded videos here

Live Preview

When applying video monitoring products, please strictly comply with the applicable laws and
regulations for the application and maintenance of video monitoring, recording, snapping and other
services. It is forbidden for enterprises or individuals to install monitoring device in office areas, monitor
employees” behaviors, or use video monitoring device to snoop on other people’s privacy for illegal
purposes.

Step 1:In the Video Management module, select Video View > Video Preview.
Step 2: In Full Devices, double-click the online camera to the live playback pane to open live preview.
Description:

During live preview, please do not overlap the windows, interfaces, or dialog boxes of other
programs on the window that opens live, otherwise it may cause live screen or video playback
to be unsmooth.

Step 1: In the Video Management modaule, select "Device Management > Grouping Management"
to group the cameras.

Step 2: Click Add in the grouping list, enter the grouping name, and click "Confirm" to complete the
addition of camera grouping.

Step 3: Select the newly created camera group and click "Add Camera" on the right side. Double-click
the camera in the new interface that pops up, and click OK to add it to the grouping, as shown in Figure
4-1.

Step 4: In Intelligent module, select "Video View > Video Preview", and in "Grouping Devices",
double-click the online camera to the live playback pane to open the live preview.

Description:

During live preview, please do not overlap the windows, interfaces, or dialog boxes of other
programs on the window that opens live, otherwise it may cause live screen or video playback
to be unsmooth.
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New X
Device Name Owned Device G| &
Alternative Selected{D)

Channel Name Owned Device Device Status Channel Name Owned Device Device Status
213.9_235_§iF 11
191 11

=
192.168.213.172 1 -

=
192.168.213.155 11 2 = —

No data
192.168.213.177 1
192.168.213.166 11
1-14 50 rows per page
Cancel

Figure 4- 1 Camera Grouping

Video Preview

Using the round patrol function, the user can switch the live pictures monitored by multiple cameras
regularly. For example, there are multiple cameras in a scene, and the live situation of all cameras
cannot be displayed on a live split screen interface. The administrator can automatically switch the
cameras of a scene to monitor the live situation every 30 seconds by using the round patrol function
and realize the live browsing of all cameras in batches and time periods.

Step 1:In the Video Management module, select Video View > Video Preview.

Step 2: Under the list of grouped devices or full devices, click " " on the right to pop up the
"Multiple Camera Operation Settings" page.

Step 3: Click "Round Tour" to open the round tour setting window and configure round tour
information, as shown in Figure 4-2, and the parameter description is shown in Table 4-1.

Multi-camera Settings

Title  (®) Cycli
Panes 4
Interval(s) 30
Stream type Secondary

Cancel

Figure 4- 2 New Rotation Training Group
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Parameter Description

The number of round-robin windows must be less than the number of round-

Window number .
robin cameras.

Set the camera rotation picture residence time under the selected main

Time interval (seconds) device

¢ Main code stream: large code stream, high definition, and high
bandwidth occupation.
¢ Auxiliary code stream: The code stream is small, the definition is low, and
Stream type the bandwidth is small.
Description:
When there is bandwidth limitation, it is recommended to select secondary
code stream.

Table 4- 1 Parameter Description of Round Patrol Configuration
Step 4: Click OK to start the round tour.
Step 5: End the round and click the toolbar < pelow to close all screens.
Fast Target Search:
Screenshot for quick target search during preview or replay:

When security guards view real-time surveillance or playback video and find a suspicious person in the
screen, they can zoom in on that person and take a screenshot to support quick "target search" to jump
to target search and person track mapping.

Step 1: Go to the Video Management > Video Preview, click =2 to snap a screenshot.

p — p— G

/

‘0 2022-10-12 10:32:28

Figure 4- 3 Video Preview
Step 2: Then click Target search.

Snap a screenshot successfully X

Figure 4- 4 Screenshot

Page |140 Copyright©2022 ZKTECO CO., LTD. All rights reserved.



ZKBio CVSecurity

User Manual

Step 3: Next click Retrieval.

Intelligent Analytics / Scene Application / Target Search

Time Frame

2022-10-11 10:34:08 - | 2022-10-12 10:34.08

Gender
Uniimited

i

Mask
Uniimited v

Glasses
Unlimited v

&, Target Search

Data Modules Thresholds
Upper Color Lower Color
Uniimited Unlimited v

Figure 4- 5 Target search

Step 4: After the retrieval, the retrieval results appear.

Intelligent Scene / Scene Application / Target Search
() Search Result

Query Criteria

=] Generate Track Report
Time Sort

220225 22004

20220225 22.00:42

220225 220042 20220225 21.57.53

20220225 21,5751

220235 20.28.4¢

270725 20,2944

*

=

2022 02 25 185128

\u

2022 02 25 16:48:55

202202 25 15:4858

20122 0225 16:40:10

2022 02 25 18:3324

2022 0225 18:30:49

201220225 18:25:14

First Name  Unknown
Gender Unknown
LabelNo.  Unknown

k| Deparment  Unknown el
Time Frame  2022-02-08 14:3 m
Fa?;mes Unknown }—I

0220225 18:2018

20220225 18.2019

‘ ~ ]

0220225 16:24.52 2022.02.25 18:24.52 022.02:25 18:22.38

<

2022.02.25 182434

)

20220225 18:22.3¢

22.02:25 18:22.00

220225 18:2158

Point Lo

Paint L

O0—O0—0—0—0—20

Page 1 (%
Pane

total 6 pages in
total

o—O

Figure 4- 6 Object Lookup Retrieval Results

o

S0—O0—O0—O~

o

0—0—0—0

Step 5: In the retrieval result, you can click Generate Trend Report in the upper right corner of the
interface to export the trend report in PDF format, as shown in Figure 4-7 and Figure 4-8.

Intelligent Scene / Scene Application [ Target Search
() Trend Report

Header Information

Report Name Trend report about Stranger at 20220712
Creater admin

Report Time 2022-07-12 17:37.00

Report Describe

Trend Detail

10.8.51.130
Entrance D8F
Entrance 10F
IPC_10.8.12.211
Entrance DBF
10.8.51.135
Entrance 07F
Entrance D4F

Target Detail

Name Unknown
Gender Unknown
Time Period

Record Type

Personnel D Unknown
Department Unknown

Video Record Intelligent Scene Record

Jul 11, 2022 5:34:21 PM - Jul 12, 2022 5:34.21 PM

[1] Export Trend Report
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Figure 4-7 Trend Report 1
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Record Detail

Figure 4- 8 Trend Report 2

Video Playback

Click Video Management > Video View > Video Playback.
4.2 Device Management

Step 1: Click Video Management > Device Management.

Step 2: Adding Device, Camera and Group Management are included.

Device (Add Device)

This operation is used to instruct users how to connect NVR to the platform andcameras, so that the
platform can manage the connected devices uniformly, such as viewing the live and video recordings
of cameras.

Adding Devices (New)

Maximum supports 1024 video channels, support 64 channels prereview and 16 channels real-time
playback simultaneously.

Step 1: Under the Video Management module, select Device Management > Device.

Step 2: Click New under the main device list to display the adding interface as shown in Figure 4-9, and
the description of each parameter is shown in Table 4-2.

MNew w |

|

Type* AS1700 - |

Mame™ admin |

Address® 192 . 168 - 130 54 |

Port* 18531 l
User Name™ A2

Password™
|
oK Cancel i

Figure 4- 9 New Master Device
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Description:

There are 4 types you can select (AS1700/NVR800/ZKNVR/TD NVR3000) , If the purchased
device is AS1700, select "AS1700" for the type.

Parameters/Buttons Description
Type Select the device type.
Name Customize the device name.

Address Configure the device address. The format is: xxx.xxx.xxx.xxx, for example:

192.168. 6.5.
Port Configure the device port.
The NVR'S user name and password.
Username and Note:
Password For ZKNVR, the default account is (admin,12345678)

For AS1700, you should to login the web page to add a new account.

Table 4- 2 Adding Device Parameters or Function Description

Step 3: Click OK.

Delete

Click Video Management > Device Management > Device, then select Delete.

Search
Click Video Management > Device Management > Device, then select Search.

Note: Search is not supported for AS1700/TD NVR3000.

Auto Seanch b

Close

Figure 4- 10 Auto Search

Sync Camera

Click Video Management > Device Management > Device, then select Sync Camera.
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4.2.1.5 More

For AS1700: It Includes options like Edit, Target Maintenance, Maintenance management, View
Information, Personnel Frequency Analysis, Face Fortify, Face list library, Vehicle Fortify, Vehicle List
Library, Alarm Management, Task Manage, Storage Management, Third-Party Algorithm Configuration,
Email Configuration, Subscription, Unsubscribe and Sync Time.

& Edit

=] Target Analysis

B Waintenance Management

&d View Information

A Personnel Freguency Analysis
® Face Fortify

Ed Face List Library

& Vehicle Fortify

E= Vehicle List Library

&% Alarm Management

[ Task Manage

[3 Storage Management

&5 Third-Party Algorithm Configuration
&2 Email Configuration

" Subscription

&) Unsubscribe

3 Sync Time

Figure 4- 11 AS1700 More (Device)

For ZKNVR: It include options like Edit, Maintenance Management, Email Configuration, Subscription,
Unsubscribe, and Sync Time.

2 Edil

B Maintenance Management
£4 Email Configuration

" Subscription

&) Unsubscribe

3 Sync Time

Figure 4- 12 ZKNVR More (Device)
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Group Device

Click Video Management > Device Management > Device, then select Grouping Device.

Grouping Device

Device Name IP Address 2] s
O Refresh =¥ New @ Delete Q Search =) Adjustment Area - More
Device Name Channel Code Status Camera Type Type IP Address Area Name Operalions

Figure 4- 13 Group Device

Camera

Click Intelliegent Video > Device Management > Camera.

rﬁ‘ Video View > Intelligent Video { Device Management / Camera

ping Device < Channel
I Device Management | v
: Name Q ¢ Device Name IP Address Q ¢
Device
= O Refresh O Reiresh

Group Management E
Device Name Device Area Name Status Camera Name Status  Device Type Camera Type |IP Address

192.168.134.101 Area Name

Figure 4- 14 Camera

Search Method Add (Recommended)

For AS1700: cameras that can be accessed to AS1700 through HWSDK and ONVIF protocol, this access
method is recommended, which can complete the fast access of cameras.

Step 1:In the Video Management module, select Device Management >Device.

Step 2: Select AS1700 to add cameras under the main device list, and then click Search under the list of
cameras on the right.

Step 3: Search the camera by IP address.

In the search interface, select the protocol type and the start and end IP address of the input
device.

Description:
The protocol type supports the selection of ONVIF and HWSDK protocols

It is recommended to set the starting IP address and ending IP address accurately. If there are
fewer cameras in a large IP address range, the search time will be longer.

If the start IP address and the end IP address are set, the system searches the cameras in unicast
form, and the system can search the cameras in the IP address segment. If multiple IP address
segments are set, the system can search for cameras in multiple VLANSs.

If the starting IP address and ending IP address are not set, the system searches cameras in the
form of broadcast. At this time, the system can only search cameras in the same network
segment as the IP address of this server but can’t search cameras in other IP address segments
or other VLAN. Therefore, it is recommended to set IP address segment to search cameras or
add cameras in batches.

Click Start Search to start searching for online cameras.
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Step 4: Account verification.

For the searched camera, select a camera in the camera list, and then verify the account, as
shown in Figure 4-15. Refer to Table 4-3 for parameter description.

Total Prograss

Usar Name

Protocol type  ONVIF -

Auta Search x

P Address Port Tvpe User Name Password

Password

Figure 4- 15 Account Verification

Parameter Parameter description
Port When suggestions are added through HWSDK protocol, the default port is 6061.

When recommendations are added through the ONVIF protocol, the default port is 80.
Registered username and password of the camera.
If all the cameras to be added have the same registered username and password, you
can also use the username and password at the bottom of the search list for batch
verification.
Description:
For Intelligent cameras, when accessing through different protocol types, the location of
the registration password in the camera Web interface is different:

Account/  HWSDK Protocol: The registered password is ‘sDK Password" in "Advanced

Password | Configuration > Network > Platform Docking Parameters > Password
Management".
ONVIF protocol: The registered password is "ONVIF password" in "Advanced
Configuration > Network > Platform Docking Parameters > Password
Management".
GB/T 28181 Protocol: The registered password is "Password" in "Advanced
Configuration > Network > Platform Docking Parameters > Second Protocol
Parameters".

Table 4- 3 Parameter Description
Description:

About port numbers:

If the camera is added through ONVIF protocol, the port does not need to be modified; If the
camera is added through HWSDK protocol, it is recommended to configure port 6061. After the
camera is connected, the message transmission will be encrypted, which improves the security
of information transmission.

About camera registration username and registration password:

Usually, the registered username and password of the camera are the username and password
of logging in to the Web interface. For some cameras, there may be inconsistency between the
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two. Please use the registered username and password of the actual camera as the value of this
parameter.

If the camera default password has been modified, please do not click "Verify" continuously.
Clicking 5 times or more continuously will cause the platform to lock. After the platform is
locked, you need to wait for the platform to be unlocked or restart the camera to add it again.

Step 5: Select the camera to add and click Add Camera.
The return result interface pops up to display the result of camera access.
Step 6: Close the pop-up window and complete the search and addition of cameras.

Step 7: Subsequent configurations are shown in Table 4-5.

Scene Configuration location Configure
Add Cameras Configure docking parameters, see Camera Web
Through ONVIF | Camera Web Interface Interface Docking Configuration-ONVIF  for
Protocol details.

Camera Join Device Management > Group Create groups and add cameras to facilitate the
Grouping Management grouping management of cameras.

Under the "Camera device" list, you can check
Device Management > Master one or more cameras and click the "Adjust Area"

Adjustment Area . . .
) Device > Camera Device button to adjust the area where the cameras
belong.
Table 4- 4 Subsequent Configuration Instructions
Camera to ZKNVR Device

This section describes the configuration steps for automatically adding cameras in batches in the ZKBio
CVSecurity. For cameras th Step 4: In Intelligent module, select "Video View > Video Preview", and in
"Grouping Devices", double-click the online camera to the live playback pane to open the live preview.

During live preview, please do not overlap the windows, interfaces, or dialog boxes of other programs
on the window that opens live, otherwise it may cause live screen or video playback to be unsmooth.at
can be connected to ZK NVR through ZKTeco-P, Rtsp, ZKTeco and ONVIF protocols, this access method
is recommended to complete the quick access of cameras.

Step 1: In the Video Management module, select "Device Management > Main Device".

Step 2: Select the ZKNVR whose camera is to be added under the main device list, and then click
Search under the camera list on the right.

Step 3: Search for cameras by IP address.

In the search interface, select the protocol type, that is, the protocol type ZKTeco-P, Rtsp,
ZKTeco or ONVIF (recommended to use ZKTeco) connected to the camera.

Instruction:

1. Protocol type supports the selection of zkteco-P, Rtsp, zkteco and ONVIF protocols.
(recommended to use zkteco).

2. Using zkteco protocol access, all functions can be used normally.
3. The ONVIF protocol is used to access, and the IPC parameter configuration except "camera"
and "image parameter" does not take effect.
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4. Using zkteco-P, Rtsp, protocol access, PTZ control cannot be used, and IPC parameter
configuration does not take effect.

Click Start Search to start searching for online cameras.
Step 4: Account verification.

For the searched cameras, directly check the cameras in the camera list, and then perform
account verification (the account number and password are the camera's registered user name
and password), as shown in Figure 4-16, and parameter descriptions are shown in Table 4-5.

Auto Search x

Total Progress [ 40% 8
Protocol type | ONVIF - IP Address

IP Address Port Type Type Drive User Name Password

No data

User Name Password

Close

Figure 4- 16 search methods added

Parameter Parameter Description
Port Through zkteco-p, rtsp, zkteco, onvif protocols, the default port is 80.

The registered username and password of the camera.

If all cameras to be added have the same registered username and
the same registered password, you can also use the username and
password at the bottom of the search list for batch verification.

Account Password

Table 4- 5 Parameter Description
Step 5: Close the pop-up window to complete the search and addition of cameras.

Step 6: The subsequent configuration is shown in Table 4-6.

Scenes Configuration Location Configure

On the Group Management interface, click Add to create a
group, click Add Camera on the right, and check the camera to
complete the camera grouping.

Camera | "Device Management >
Grouping = Group Management"

Adiust "Device Management > Under the Camera Device tab, you can select single or multiple
Jus _ :

Area Main Device > Camera cameras, and then click the FEREEEEEITAEER button to
Device" list adjust the area to which the cameras belong.

Table 4- 6 Subsequent configuration instructions
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Manual Add

This paper introduces the configuration Steps of adding cameras in platform by "adding".

For AS1700: In the Video Management module, select Device Management > Master Device.

Step 1: Select the AS1700 to which a camera is to be added in the main device list and Click Add under
the camera list on the right. The add camera page is displayed.

Step 2: Set the corresponding content according to the new requirements, as shown in Figure 4-17.
Please refer to Table 4-7 for parameter filling instructions.

MNew x |

Device Name™

Drive HWSDK - |
Authorize Area” v

Username”

Password”

IP Address

Port 6061

Cancel

Figure 4- 17 New Camera

Parameter Description

The name of the device displayed on the platform. It is recommended to enter the

Device Name : ; . Lol .
installation location or monitoring area of the device.

Protocol type of camera access.
Description:

¢ When Dahua camera accesses AS1700, it needs DHSDK protocol. When
accessing the camera, please ensure that the corresponding plug-in has been
installed, and you need to wait for 5 minutes before accessing the device,

Drive otherwise the device cannot be accessed normally.

e When T3B15-ISor BioX Series cameras are accessed to AS1700, it is
recommended to access them by HWSDK protocol: if the cameras are
accessed to AS1700 by ONVIF protocol, the front-end video occlusion, motion
detection and behavior analysis functions cannot be enabled, and can only be
used when accessing by HWSDK protocol.

Select the area where the camera belongs. If it is not specified, the current camera
belongs to the default area.

The area is the area that has been configured in System Administration Module >
System Administration > Regional Settings.

Users with permissions on this zone can view and operate devices under the
current zone.

Authorized Area

This parameter can be configured only when the Add Devicees the system through
T28181 protocol.

Consistent with the "Device ID" of T3B15-IS or BioX Series Camera/Consistent with
the ‘sIP User Authentication ID" of Haikang Camera, in which 11 ~ 13 bits are
required to be 132.

Interconnect
Coding
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Parameter

Enable RTSP

Username/
Password

I[P Address

Port

Description

Description:
Interconnection coding is required to be a 20-bit integer, and when it is less than
20 bits, it needs to be supplemented with 0.

This parameter can be configured only when the Add Devicees the system through
DHSDK protocol.

After RTSP is enabled, when users browse the live picture through the platform, the
live picture is directly fetched from the camera without MU processing and
forwarding, which reduces the pressure of the system.

Enable RTSP fetching function and require the platform and front-end device to
configure the same port (default port 554).

The registered username and password used by the camera when registering with
the device.

For Intelligent cameras, when accessing through different protocol types, the
location of the registration password in the camera Web interface is different:

e HWSDK Protocol: The registered password is ‘sDK Password" in "Advanced
Configuration > Network > Platform Docking Parameters > Password
Management".

e ONVIF protocol: The registered password is "ONVIF password" in "Advanced
Configuration > Network > Platform Docking Parameters > Password
Management".

e GB/T 28181 Protocol: The registered password is "Password" in "Advanced
Configuration > Network > Platform Docking Parameters > Second Protocol
Parameters".

Represents the IP address of the device.

Represents the access port of the device. It is recommended to keep the default
value of the port. If the camera side modifies the port number, please fill it in
according to the actual situation.

Instructions:

e When the camera is registered using HWSDK protocol, it is recommended to
configure port 6061. After the camera is connected, the message transmission
will be encrypted, which improves the security of information transmission.

e After the camera is successfully accessed, if the port number is modified, the
live camera will be disconnected and reconnected for about 1-5 seconds,
which is related to the actual network situation.

Table 4- 7 Parameter Description for Manual Single Access

Step 3: Click OK to complete the addition of camera device.

Step 4: See Table 4-8 for subsequent configuration.

In the following cases, it is necessary to complete the subsequent configuration on the camera side
before the camera can be used normally.

Scene Configuration location Configure
Adding Cameras To configure docking parameters, please
Through T28181 Camera Web interface refer to 4.1. 2.3. 1 Camera Web Interface
Protocol Docking Configuration-GB/T28181 for details

Adding Camera Via

ONVIF Protocol

Configure docking parameters, see 4.1. 2.3. 2
Camera Web interface Camera Web Interface Docking Settings-
ONIVIF for details.

Camera Join Grouping = Device Management > Group @ Create groups and add cameras to facilitate
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Scene Configuration location Configure
Management the grouping management of cameras.

Under the "Camera device" list, you can
"Device Management > Master = check one or more cameras and click the
Device > Camera Device" "Adjust Area" button to adjust the area
where the cameras belong.

Adjustment Area

Table 4- 8 Subsequent Configuration Instructions

Camera Connect to AS1700
® Camera Web Interface Configuration-Gb/T28181

When cameras dock the platform through GB/T28181 protocol, the corresponding docking parameters
need to be configured in the camera Web interface.

1. GB/T28181 protocol uses MD5 digest authentication, MD5 is a weak algorithm, there are security
risks. And the signaling stream and media stream are not encrypted, please use this protocol in
trusted network, otherwise there may be security risks.

2. When using GB/T28181 protocol to interface with AS1700, you need to obtain the parameters
when adding cameras on the platform side, such as device ID.

By docking with the platform through this protocol, it is necessary to make sure that the system time of
the camera is calibrated by NTP.

Step 1: Enter the IP address of the camera in the browser address bar and click Enter.
Step 2: Enter the camera’s "username" and "password" and click Login.

Step 3: In the Camera Web interface, select the "Advanced Configuration > System Configuration >
Time Setting" tab to enter the "Time Setting" configuration interface.

Step 4: In the Time Setting interface, set NTP timing and click Save, as shown in Figure 4-18. Please
refer to Table 4-9 for parameter description.

Time zone (UTC+08:00) Beijing, Hong Kong (
Calibration mode () Manual (@ NTP
NTP server ntp.ntsc.ac.cn Q Detect NTP server

&0

Synchronization interval (min) 60

Device time 2021-12-20 17:36:24
Save

Figure 4- 18 Configuring NTP Timing

Parameter Description
Time zone Select the time zone where the NTP server is located.
Timing method Select NTP Timing.
NTP Server IP address of AS1700.
Synchronization time interval The interval at which time synchronization takes place.

Table 4- 9 Explanation of NTP Timing Parameters
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® Configure Gb/T28181 Protocol Parameters

Step 1: Log in to the camera through the Web and select “Advanced Configuration > Network >
Platform Docking Parameters”. The system displays the interface of "Platform Docking Parameters".

Step 2: Select “Second Protocol Parameters > T28181" and check "GB/T28181" to enable GB/T28181
protocol.

Step 3: Configure the GB/T28181 parameters, as shown in Figure 4-19, and the parameter description is
shown in Table 4-10.

v Second Protocol Parameters

(Note: After the function is enabled, if the SDC does not periodically receive keep-alive messages from the videa surveillance platform,

B  Enable media stream keep-alive ; ; : 3
the SDC stops sending media streams. Set this parameter based on platform requirements.)

Keep-alive time 60 Save

ONVIF T28181 T28181-2 GA/T 1400 REST
B Ge/Ta2sis
Video stream type
[] H.2s5

Name 24020000001320000001 Registration validity |50,
®

Platform IP . . . Heartbeat interval (s) | 60
Port number [ | so60 Max. timeouts
Stream index

Primary stream

Lens ID

Password

(Note: The GB 35114 TF card that with the storage function cannet function as the memory card after being inserted into the device.)

Figure 4- 19 Gb/T28181 Parameter Interface

Parameter How to Configure

Enable the "Media Stream Keep Alive Switch” and tick it to indicate that it is enabled.
After the media stream keeping alive function is turned on, if the camera does not
receive the media keeping alive packet sent by AS1700 within a certain period of
time, the camera stops sending the media stream. When the platform supports
keep-alive function, it is recommended to "enable".

Media Streams
Keep Alive Switch

The number of keep-alive connections between the camera and AS1700 media
stream is an integer in the range of 2 to 24, and the single keep-alive time is 5s. For
example, when the number of keep-alive times is 2, the media stream keep-alive
Keep-alive Times | time is 2*5s, that is, 10s. Even if the camera does not receive the media keep-alive
packet within 10s, it will not stop sending the media stream, and if it does not
receive the keep-alive packet for more than 10s, it will stop sending the media

stream.
Name Customize the login name used when registering with AS1700 system.
Platform IP Enter the IP address of the AS1700 system.

Platform listens on GB/T28181 protocol port number.
Port Number Port number 5080 is used when docking H” platform. If the server and camera are on
different networks and NAT exists, it is configured as the mapped port of 5080.

Custom setting device ID, requiring 132 bits 11 to 13 and 0 bits last, and the ID of

Device ID . .
each device must be unique.
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Parameter How to Configure
GB/T28181 server code. Custom input 20 digits, which require the 11th to 13th digits
Server Code to be 200.
For cameras connected to the same AS1700 system, the server codes must be
consistent.
@ Domain name, custom input 10 digits.

Customize the registration password of the camera in the platform.

Password In order to improve security, it is recommended that the password should be 8 to 20

Alarm Input ID

Audio Output ID

Lens ID

characters in length and contain at least two letters, numbers and special characters.

Custom setting device lens ID number, required to be 20 digits and the 11 to 13
digits must be 131, otherwise AS1700 system cannot view the live.

ID of the device alarm input.
The platform assigns an alarm input ID to the camera according to the device ID.

ID of the device audio output.
The platform assigns an audio output ID to the camera according to the device ID.

Table 4- 10 Parameter Explanation

Step 4: Click Save.

® Camera Web Interface Configuration-ONVIF

When the camera docks AS1700 through ONVIF protocol, the corresponding docking parameters
should be configured in the camera Web interface.

ONVIF retains MD5 digest authentication. MD5 is a weak algorithm with security risks, and the media
stream is not encrypted. Please use this protocol in a trusted network, otherwise there may be security

risks.

If the ONVIF protocol needs to use the H.265 encoding protocol, the ONVIF version of the
camera and AS1700 need to support the H.265 encoding protocol. Intelligent cameras require
V200R003C10 and later. Please contact the provider for AS1700 to confirm support. Otherwise,
please modify the coding protocol of video stream (including main code stream and sub-code
stream) to H.264 first, and then configure the parameters in the device. For specific operation,
please log in to the camera Web interface, select "Advanced Configuration > Audio View >
Video Stream Parameters", and set "Encoding Protocol" to "H.264".

The ONVIF protocol defaults to the HTTP/HTTPS transport protocol type.

ONVIF protocol only supports G711U audio coding format, and other audio coding formats will
cause the functions such as accompanying voice, voice intercom and voice broadcast to be
unavailable.

When using ONVIF protocol to interface with AS1700, the default port number is "80".

Step 1: Log in to the camera’s Web interface (https://IP address).

Step 2: Select Advanced Configuration > Network > Platform Docking Parameters. The system
displays the interface of Platform Docking Parameters.

Step 3: Select Second Protocol Parameters > ONVIF to enter ONVIF Protocol Parameters
Configuration Interface.Configure the ONVIF parameters, as shown in Figure 4-20, and the parameter
description is shown in Table 4-11.
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v Second Protocol Parameters

B bl rnestia st kospsalive (Note: After the function is enabled, if the SDC does not periodically receive keep-alive messages from the video surveillance platform

Keep-alive time

ONVIF T28181

the SDC stops sending media streams, Set this parameter based on platform requirements)

80 Save

T28181-2 GA/T 1400 REST

{Note: When the video encoding format is H.265, the GNVIF protocol is not compatible with the ald device on the live network, You need to change the video encoding format ta H.264.)

B Enable oNVIF

]

ONVIF Supports IPv6

Stream type
Authentication mode
Version

ONVIF Trans Protocol Type

Parameter

Media Streams
Keep Alive
Switch

Lifetime

Enable ONVIF

ONVIF message
validity period

Onvif Metadata
Flow Switch

ONVIF Stream
Transmission

Type

ONVIF
Authentication
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(Note: After the function is enabled, if the current SDC time is beyond the validity periad specified on the platform, ONVIF messages become invalid.
This parameter is valid only when the platform supports the ONVIF validity period function.)

{Note: Select a stream transmission type based on the requirements of the decoding device to prevent
decoding failure.)

Digest MDS(priorityl/WSSE (Note: Enabling WSSE brings security risks. Exercise caution when performing this operation.)
Digest_MDS5(priority)/WSSE g
ONVIF 2.6

HTTR/HTTPS {Mote: HTTP is an insecure protocel and has security risks. Exercise caution when using this protocol)

Figure 4- 20 ONVIF Parameter Interface

How to configure

Enable the "Media Stream Keep Alive Switch” and tick it to indicate that it is enabled.
After the media stream keeping alive function is turned on, if the SDC does not
receive the media keeping alive packet sent by AS1700 within a certain period of
time, the SDC stops sending the media stream. When the platform supports keep-
alive function, it is recommended to "enable".

Time (s) for SDC and AS1700 media streams to keep alive, an integer in the range of
10to 120.
For example, when the keep-alive time is set to 60s, the SDC will not stop sending
the media stream even if it does not receive the media keep-alive packet within 60s
and will stop sending the media stream if it does not receive the keep-alive packet
after 60s.

Enable ONVIF protocol, ticked to indicate enabled.

Enable "ONVIF message validity period” and tick it to indicate that it is enabled.

After the ONVIF message expiration date function is turned on, if the expiration date
set by the platform is exceeded, the ONVIF message will be invalid.

Description:

This function is only enabled when the platform supports ONVIF message validity
function, otherwise it cannot be successfully docked with AS1700, and it is only
recommended to enable it when there is a security risk, and it is turned off by
default.

If "ONVIF Metadata Stream Switch" is checked, the metadata stream of the camera
can be obtained, otherwise, only video stream and audio stream can be obtained.
"ONVIF Metadata Flow Switch" is checked by default.

Please select the desired streaming type in the drop-down box after Streaming
Type, and the default is Basic Stream.
e Elementary Stream: ES (Elementary Stream) packaging method is adopted.
e Program Stream: PS (Program Stream) packaging mode is adopted.
Description:
e Please select the stream transmission type according to the requirements of
decoding device, so as not to be unable to decode.
e The configuration of the ONVIF media stream is only valid when the SDC
interfaces with the platform through the ONVIF protocol.

Please select the required authentication method in the drop-down box after
Authentication Method.
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Parameter How to configure

Mode e Digest_MD5: Digest authentication for MD5 encryption.
e Digest_SHA256: Digest authentication for SHA256 encryption.
e Digest_MD5/Digest_SHA256: Both Digest_MD5 and Digest_SHA256
authentication methods are supported.
e Digest_MD5 (priority)/WSSE: Both Digest_MD5 and WSSE authentication
modes are supported, but Digest_MD5 authentication mode is preferred.
e WSSE (Web Service Security): "WSSE" authentication method.
e None: Indicates no authentication.
Description:
® There is a security risk using ONVIF WSSE authentication.

- It is recommended to enable Digest_MD5 (priority)/WSSE authentication
when some platforms accessed by the camera do not support HTTP digest
authentication and only support ONVIF WSSE authentication.

- Itis recommended that WSSE authentication be enabled when HTTP digest
authentication is not supported on all platforms on which the camera is
accessed and only ONVIF WSSE authentication is supported.

- It is recommended that WSSE authentication be enabled when some
platforms fail to properly handle Digest messages.

® There are security risks in using None authentication, so it is only recommended
to enable it when the platform does not support authentication. When
using None authentication mode, the ONVIF protocol is used to drain and
the RTSP protocol is used to request live, and authentication will not be
carried out.

ONVIF Version | The ONVIF version supported by the camera needs to be consistent with the ONVIF
Information version supported by the platform.

ONVIF transport uses protocol types:
e HTTP/HTTPS: It can be transmitted over HTTP or HTTPS protocols, respectively.
e HTTP: Transport using the HTTP protocol.
e HTTPS: Transport using the HTTPS protocol.

Description:

HTTP protocol is not safe protocol, there are risks, please use cautiously.

Method 1:
1. Select the "Password Management" tab under ‘second Protocol Parameters".
2. Select "ONVIF Password" and enter "Web User Password", "New Password" and
"Confirm Password" for the ONVIF protocol.
3. Click Save.
Method 2:
1. Select Advanced Configuration > System Configuration > Password
Management.
2. Select Protocol Password.
3. Select "ONVIF Password" and enter "Web User Password", "New Password" and
"Confirm Password" for the ONVIF protocol.
4. Click Save.
Description:
e To ensure the security of data information, please change the ONVIF password
in time.
When using ONVIF protocol to dock with AS1700, the username and password used
by AS1700 must be consistent with this password, otherwise the docking with
AS1700 cannot be successful, and the platform will be locked for 5 minutes after 20
consecutive authentication failures. After the password is modified, please record
and save itin time.

ONVIF
Transport
Protocol Type

Modify The
ONVIF
Password
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Parameter How to configure

e The default username is "admin," and the Web user password is the same as the
user currently logged on to the Web. In order to improve security, it is
recommended that the password length be 8 to 20 characters, and contain at
least two uppercase letters, lowercase letters, numbers and special characters.

Table 4- 11 Explanation of ONVIF Parameters

Result

In the video device management interface, the added device status is displayed as "online", and the live
broadcast can be seen at the same time, which means the addition is successful.

Step 1: Check to see if the device is online.
In the Video Management module, select Device Management > Master Device.

Select the master device list AS1700 devices, and in the camera device list on the right, check
whether the added device status is "online" under the "device status" parameter.

Description:

If the camera is offline due to some reasons after the camera is successfully added for the first
time, the offline reason reminder will not pop up in the interface at this time, so it is necessary
to manually check the offline reason of the camera.

Step 2: Check the facts.
In the Video Management module, select Video View > Video Preview.

Select the preview window and double-click the added camera to the live window, which can
play the live normally, indicating that the access is successful.

Intelligent Video / Video View / Video Peview

Group Collection

B noag

214164 = o = o
Tar 192.168.213.190 l l
192.168.213.479

192.168.213.180
192168213174
192 168213173
192.168.213.166

192.168.213.177

192.168.213.155 o o

- -
192168213172
191

2139 235 1

214 18751234
FTZ Control @& 9§ CPU: 70% Memory: 94% Disk 3% Downward: 0.016Mops Upward OMops E i
Figure 4- 21 View Live
e L. .
Description:

To load the video preview for the first time, you need to download the video plug-in and install
it before you can successfully view the video picture.

C If the added camera does not appear in the camera list, you can click Refresh Camera List.

Users can customize the new camera grouping. Custom camera groups can be created under
Device Management > Grouping Management.
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Grouping device: Show all camera groups and cameras in the group and view the live cameras
individually or in the whole group.

Full device: Shows all the device of AS1700 and can view the live camera individually.

Group Management

Click Video Management > Device Management > Group Management.

03 Video View 5 Intelligent Video / Device Management / Group Management
Group ¢ Camera Device
Device Management ~
. Name Q ¢ Device Name || G e
Device e —
Camera —
O Refresh ¥ New T Delete G Refresh @ Delste
E Name Operations Camera Name Status  Device Type Camera Type |P Address
1 2@ e

Default Group £ @&
Figure 4- 22 Group Management

New
Click Video Management > Device Management > Group Management, then select New.

New x

Name®

Cancel

Figure 4- 23 New (Group Management)
Click OK to save and exit.

Delete

Click Video Management > Device Management > Group Management, then select Delete.

Decoding On the Wall

Click Video Management > Decoding on The Wall.

Cd Video View > Intelligent Video / Decoding On The Wall / Decoder
EY Device Management > Dechderame Q ¢
Decoding On The Wall | 5 Refresh =+ New  © Delete
Decoder Name IP Address Port Type Operations

Figure 4- 24 Decoding on the Wall
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Decoder

Click Video Management > Decoding on the wall > Decoder.

New (Add Decoder)
Click Video Management > Decoding on The Wall, then select New.
New ®
Decoder Name* |
IP Address’ ;
Port’ 10200
Type' PEMXP70 e
UserName’
Password
Cancel
Figure 4- 25 New (Decoding Wall)
Parameter Description
Decoder Name Custom decoder name.
IP Address IP Address of the decoder
Port Default port 10200
T Select the device model to access the decoder
Support PEMXP70 and DEC6109 decoder access
Username Enter the business username
Password Enter the business password

Table 4- 12 New

Click OK to save and exit, or click Save and New to continue.

Delete

Click Video Management > Decoding on The Wall, then select Delete.

TV Wall
Click Video Management > Decoding on the wall > TV Wall.

New (Create TV Wall)
Click Video Management > Decoding on the wall > TV Wall, then select New (Create TV Wall).
Step 1:In the Video Management module, select "Decoding Wall > TV Wall".
Step 2: Click Add to enter the "Add TV Wall" page, as shown in Figure 4-26.
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| Mew x

TV Wall Name:
i

Matrix 4 X4

Cancel

Figure 4- 26 Creating Tv Wall Layout
Step 3: Enter a custom TV Wall Name.

Step 4: In the Matrix Settings box, customize the number of rows and list of input layouts, and click
Settings to apply the layout.

Description:
Matrix Layout pane settings, supporting a minimum of 1 * 1 and a maximum of 8 * 8.

Step 5: Click next to enter the TV wall binding decoder interface, as shown in Figure 4-27.

Decoder channel list

Mew x

Cancel

Figure 4- 27 TV Wall Binding Decoder

Step 6: Select the TV wall pane to which you want to add a decoder channel, and then click Decoder
Channel on the left to complete the binding.

Step 7: Click Finish to finish adding the TV wall.
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TV Wall Live

The TV wall layout has been created and the decoder docking has been completed. See 4.4. 1
Configuring TV Wall for details.

Step 1: In Video Management, select "Decoding on the Wall > Large Screen Control", as shown in
Figure 4-28.

Device TV wall 111

» [l AS1700(012)

Figure 4- 28 Live Upper Wall
Step 2: Select the created TV wall layout in the TV wall drop-down box.

Step 3: Select a window bound to the decoder channel, click the camera device under the device list to
realize the association between the camera and the TV wall window, and then click Go to the wall or
Go to the wall all below to complete the decoder going to the wall operation, so that users can view
the live situation on the TV wall screen.

Description:
"Go to the wall" is only for a single window and click "Go to the wall all" when setting split
screens.

Delete

Click Video Management > Decoding on the Wall > TV Wall, then select Delete.

Large Screen Control

Click Video Management > Decoding on the wall > Large Screen Control.

q Video View > Intelligent Video / Decoding On The Wall / Large Screen Control

Device <
E.“ Device Management >

r_ Decoding On The Wall | @

Decoder

TV Wall

tmSasm

Figure 4- 29 Large Screen Control
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4,4 Search

Click Video Management, then select Search.

C& Video View 3 Intelligent Video / Search / Face Search
T Export
Q Device Management > Search Type Face Search A
Device” -
[+ Decoding On The Wall >
Channel” -
Q Search “ % -0n-
Start Time 2022-08-03 00:00:00
Face Search End Time™ 2022-08-03 235859
Vehicle Retrieval Gender Unlimited -
Target Comparison Age Unlimited hd
Figure 4- 30 Search
4.4.1 Face Search
Step 1: Click Video Management > Search, then select Face Search.
Cd Video View 3 Intelligent Video / Search / Face Search
T Export
Ed Device Management > Search Type Face Search -
Device” -
LTJ  Decoding On The Wal >
(+) Decoding On The Wall
Channel” -
@ search ™ Start Time* 2022-08-03 00:00:00
Face Search End Time”™ 2022-08-03 23:58:59
Vehicle Retrieval Gender Unlimited -
Target Comparison Age Unlimited -
Slear{:h For Pictures With Mauth Mask Unlimited =
Pictures
Pers_nnnel Frequency Glasses Unlimited -
Retrigval
Hat Unlimited hd
&
Hair Uniimited hd
List Library -

Figure 4- 31 Face Search
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Parameter Description
Search Type Set Search type as Face Search or Target Overall Search.
Device Selecta device.
Channel Select an option for channel from list and click Ok.
Start Time Set start time.
End Time Set end time.
Gender Set gender as Unknown, Male, or Female.

Set age as per list: under 18, 18 to 25 years old, 26 to 30 years old, 31 to 35 years old,

Age 36 to 40 years old, 41 to 50 years old, and 51 years old and above.

Mouth Mask Set to Unknown, Unlimited, Wear mask, and No.

Glasses Set to Unlimited, Unknown, Have, and No.
Hat Set to Unknown, Wear a Hat, and No.
Hair Set to Unlimited, Unknown, long hair, and short hair.
List Library Select an option from List and click OK.

Table 4- 13 Face Search

Step 2: Click Search to complete.

Export

Step 1: Click Video Management > Search > Face Search, then select Export.

Expaort x

Encrypt or not R Mo
File Format EXCEL -

Data to Export Selected (max 100 records)

Start Position 1

Total Records -Erti

Cancel

Figure 4- 32 Export
Step 2: Click OK to save and exit.
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Vehicle Retrieval (AS1700)

Click Video Management > Search, then select Vehicle Retrieval.

Cd Video View % Intelligent Video / Search / Vehicle Retrieval
g T Export

Ed Device Management > Device v

Channel” -
Eij Decoding On The Wall >

Start Time™ 2022-08-03 00:00:00

Search v End Time™ 2022-08-03 23:59:59
Search

face Sednh UnknownPlate

Target Comparison Vehicle Brands: Unlimited -
Fs,ieciz‘r’::” Szl Vehicle Sub- Unlimited -
Personnel Frequency Model:
Retrieval
Year Model Unlimited -
& Car Type Unlimited -
Car Color Uniimited i
Special Car Unlimited -
Plate Color Unknown A
Type Of Plate Unlimited hd
Plate Chscured Unlimited i
Annual Logo Unlimited hd
Figure 4- 33 Vehicle Retrieval
Parameter Description
Device Select Device.
Channel Select an option from the list and slick OK.
Start/ End Time Set Start/End Time.

Search Unknown Plate | Select Search Unknown Plate as requirement.
Plate Number Mention Plate Number.
Vehicle Brands Select Unlimited.
Vehicle Sub-Model Select Unlimited.

Year Model Set year as Unlimited, Unknown and 2013 to 2021.
Car tvpe Mention Car type as Unknown, Van, Car, Medium Bus, Motorcycle, SUV, Bus,
yp Unlimited, Small truck, and Truck.
Car Color Set Car color from list as: Unlimited, Unknown, Red, Green, Black, Purple,
White, Brown, blue, Pink, Yellow, and Gray.
Special Car Set as Unlimited, Not Special car, and School Bus.
Set as Unlimited, White, Yellow, Green, Blue, Black, Gradient green, Yellow and
Plate Color

Green, Red and Gray.
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Parameter Description

Set Type of plate as: Personalized License Plate, Single Yellow Card, Single-
Layer Military Card, Single Layer Blue card, Double-Decker Military Card,

Type of Plate Double Yellow card, Single Layer Black Card, White Armed Police, White Police
Sign, Unknown, and Unlimited.
Plate Obscured Set as Unlimited, Unobstructed License Plate, and Hide the License Plate.
Annual Logo Set as Unlimited, None, and Yes.
Table 4- 14 Vehicle retrieval
Export

Click Video Management > Search > Vehicle Retrieval, then select Export.

Target Comparision (AS1700)

Step 1: Click Video Management > Search, then select Target Comparison.

L3 Video View e Intelligent Video / Search { Target Comparison

EY Device Management >
Eij Decoding On The Wall >

Search v

Face Search

Vehicle Retrieval

Search For Pictures With
Pictures

Figure 4- 34 Target Comparison

Step 2: Upload the personnel photos to be compared and click Compare.

Search for Pictures with Pictures

Step 1: Click Video Management > Search, then select Search for Pictures with Pictures.

Cd‘ Video View 5 Intelligent Video / Search / Search For Pictures With Pictures

I Export
EY Device Management >

Eij Decoding On The Wall b

;

Face Search

Device” -
Vehicle Retrigval

Channel” -
Target Comparison

Start Time™ 2022-08-03 00:00:00
Personnel Frequency End Time™ 2022-08-03 23:59:59

Retriewval

Figure 4- 35 Search for Pictures with Pictures

Step 2: Fill the parameters like Device, Channel, Start/End Time, and Similarity, click Search to finish.
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Export

Click Video Management > Search > Search for Pictures with Pictures, then select Export.

Personnel Frequency Retrieval (NVR800)

Step 1: Click Video Management > Search, then select Personnel Frequency Retrieval.

L_Q"I Video View 3 Intelligent Video / Search ! Personnel Frequency Retrieval
3 Refresh
Ed' Device Management > NVRE00* -
Channel” hd
Lt Decoding On The Wall >
List Library -
e ¥ Start Time” 2022-08-03 00:00:00
Face Search End Time” 2022-08-03 23:59:59
Vehicle Retrieval Min Interval(s) 0
Target Comparison Similarity 85
Slearch For Pictures With Gender S
Pictures
' Age =
Mouth Mazk -
&
Hair Siyle hd
Glasses -
Hat -
Maximum Display | 100
CQuantity
Figure 4- 36 Personnel Frequency Retrieval
Parameter Description
NVR800 Select the device.
Channel Select Channel as all or single and click OK.
List Library Select list library from list either all or in single and click OK.
Start Time Set start time.
End Time Set end time.
Min Interval(s) Set the Min Intervals(s).
Similarity Enter or Set the Similarity.
Gender Set gender as Unknown, Male, or Female.
Set age as per list: under 18, 18 to 25 years old, 26 to 30 years old, 31 to 35
Age years old, 36 to 40 years old, 41 to 50 years old, and 51 years old and
above.
Mouth Mask Set to Unknown, Unlimited, Wear mask, and No.
Hair Style Set to Unlimited, Unknown, long hair, and short hair.
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Parameter Description
Glasses Set to Unlimited, Unknown, Have, and No.
Hat Set to Unknown, Wear a Hat, and No.

Maximum Display Quantity | Seta Maximum Display Quantity.

Table 4- 15 Personnel Frequency Retrieval

Step 2: Click Search to complete.

Intelligent

Click Video Management, then select Intelligent.

CE video View 5 Intelligent Video / Intelligent / Algorithm Model
Eon Device Management N Camera Name Algorithm Model | ——— £ Q ¢
Lt) Decoding On The Wall > T Refresh Get Algorithm Pattern

IP Address Camera Mame Channel Code Algorithm Model
@ Search >
5 Intelligent ~

Target Intelligence

Figure 4- 37 Intelligent

Algorithm Model (AS1700 Supported)

Click Video Management> Intelligent, then select Algorithm Model.

Get Algorithm Pattern

COperations

Click Video Management> Intelligent > Algorithm Model, then select Get Algorithm Model.

Target Intelligence

Click Video Management> Intelligent, then select Target Intelligence.

3 video View > Intelligent Video / Intelligent / Target Intelligence

O 4 Target Parameters. Mask Recognition Target Recognition

E"“ Device Mahiagement 2 Parameter Configuration

Detection Mode:

Capture Mode

Target Capture Target Froperties
T8 Decoding On The Wall >
Object Dete.. ~

Alarm Detection Interval (s) Overall Sensitivity Of Target Detection

@ Search >
1 1 1

Target Detection Sensitivity

Intelligent Advanced Parameters

Send Target Matting ‘Send Target Global Matting ‘Send Panorama Target Brightness Compensation

Algorithm Model

Number Of Pictures 1~ | Number Of Pictures

Behavior Analysis 1 1 1 1
Crowd Situation Regional Setings
General Intelligence Video g Crossed Not Seribed
Vehicle Intelligence
Intelligent Application Schedulle Seftings

SFNew  @Delete Al

start Time End i Dat Mod Operat

Figure 4- 38 Target Intelligence
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Target Parameters

In this, parameters like Parameter Configuration, Advanced Parameter, Regional Settings, and
Schedule Settings are included and can be operated according to requirement.

® Parameter Configuration

‘ Target Parameters Mask Recognition

Parameter Configuration
Target Capture Target Properties
Alarm Detection Interval (s) Target Detection Sensi

1

Target Recognition

Detection Mode Capture Mode

Object Dete... ~ Optimization ~
itivity Overall Sensitivity Of Target Detection

1

Target Minimum Size

26

Maximum Target Size

27

Figure 4-39 Parameter Configuration

Parameter
Target Capture

Target Properties
Detection Mode

Capture Mode
Alarm Detection Interval
Target Detection Sensitivity

Overall Sensitivity of Target
Detection

Target Minimum Size

Maximum Target Size

Description
Select Target capture as requirement.
Select Target properties as requirement.

Set Detection mode to Object detection, Overall Target Detection,
and Target and Overall Target detection.

Set Capture Mode to Optimization, Speed, and Timing.
Set a number to Alarm detection as requirement.

Set a Target Detection Sensitivity.
Set an Overall Sensitivity of Target Detection.

Set a range to Target Minimum Size.

Set a range to Maximum Target Size.

Table 4- 16 Parameter Configuration

® Advanced Parameters

Advanced Parameters

Send Targe! Matting Send Target Global Matting

Number OF Pictures 1 Number Of Piciu

Target Image Capture Quality

1 1

Image Capture Quality Of Target

Send Panorama Target Brighiness Compensation
res
Panoramic Image Capture Quality

1

Target Compensalion Coefficient

1

Target Exposure Duration (minutes)

1

Figure 4- 40 Advanced Parameter

Parameter
Send Target Matting
Send Target Global Matting
Send Panorama
Target Brightness Compensation
Target Image Capture Quality
Image Capture Quality of Target

Panoramic Image Capture Quality

Target Compensation Coefficient

Target Exposure Duration (minutes)

Description
Set Send Target Matting by selecting Number of Pictures.
Select Number of pictures to Send Target Global Matting.
Select panorama as requirement.
Select Target Brightness Compensation as requirement.
Set Target Image Capture Quality.
Set Image Capture Quality of Target.
Set Panoramic Image Capture Quality.
Set Target Compensation Coefficient.

Set Target Exposure Duration (minutes).

Table 4- 17 Advanced Parameter
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® Regional Settings

Fegional Settings

Video LineDrawing, Crossed Mot Scribed

Figure 4- 41 Regional Settings
In Regional Settings select Video Line Drawing as Crossed or Not Scribed.
® Schedule Setting

Start Time End Time Date Mode Operations

Every Day - No Cycle - [}

Every Day - No Cycle - o

Figure 4- 42 Schedule Setting
® New
Click New to add new schedule for Start time, End Time, Date, Mode, and Operations.

® Delete All

Click Delete All to delete all schedule, if to delete individual one click ¥ to complete delete option.

Mask Recognition

® Parameter Configuration

Parameter Configuration

Alarm Tvpe Close -

Figure 4- 43 Parameter Configuration
Set Alarm Type to Close, No Mask, and Have a Mask.
® Audible Alert

Audible Alert

Audio Alarm Audio Output Count

Figure 4- 44 Audible Alert
Set Audible Alert in options like Audio Alarm, Audio Output, and Count.
® LightFlashing Alarm

Light Flashing Alarm

Light Flashing Alarm Light Flashing Frequency Light Flashing Time

Low Freque... = 1

Figure 4- 45 Light Flashing Alarm

Parameter Description
Light Flashing Alarm Set Light Flashing Alarm if require.

Set Light flashing Frequency as Low Frequency, Hight Frequency,

Light flashing Frequency Medium Frequency, and Steady On.

Page |168 Copyright©2022 ZKTECO CO., LTD. All rights reserved.



ZKBio CVSecurity User Manual

Parameter Description

Light flashing time Set Light flashing time if require.
Figure 4- 46 Light Flashing Alarm

® Schedule Settings

Schedule Settings
T#New  Delete All

Start Time End Time Date Maode Operations

Every Day 4 No Cycle x (7]

Figure 4- 47 Schedule Settings
® New
Click New to add new schedule for Start time, End Time, Date, Mode, and Operations.

® Delete All

Click Delete All to delete all schedule, if to delete individual one Click ¥ to complete delete option.

Target Recognition
® Parameter Configuration
It includes Enable Target recognition, Target Parameter Model, Target Recognition Model, and Usage
Mode.

Parameter Configuration

Enable Target Recognition
Target Parameter Model
Target Recoonition Model

Usage Mode Target Feature Colla... -

Figure 4- 48 Parameter Configuration

Click OK to save and exit.
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Behavior Analysis (AS1700 Supported)
IGT Alarm Config
1 1GT Alarm Config
Enable Eehavioural Enable Disahle
Send Metadata Enable Disable
Perimeter Enhance Enable Disable
Alert Inhibition Enable Disahle
Alarm Pic Ailnfo ) Enable Disable
Shadow Removal Mode Weak Shadow -
Detection Sensitivity Low Sensitivity -
Background Update Rate Loy -
Min Target Size 5 x (B
Max Target Size 5 = |5
Figure 4- 49 IGT Alarm Configuration
Intrusion Detection
® Parameter Configuration
Parameter Configuration

Target Detect: Pedestrian Motor Vehicles Mon-motorized Vehicles

Alarm Detection Interval (s) Recognize Mode Sensitivity

1 Center A 1

Figure 4- 50 Parameter Configuration
Set Target Detect as Pedestrian, Motor vehicles, and Non-motorized Vehicles.
Set Alarm Detection Interval(s).
Set Recognize Mode as Center, Bottom, and Top.
Set Sensitivity as requirement.

® Audible Alert

Audible Alert

Audio Alarm Audio Output

Enable Disable >

Figure 4- 51 Audible Alert
Set Audio Alarm to Enable or Disable.
Set Audio Output.
Set Count for Audible Alert.
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® LightFlashing Alarm

Light Flashing Alarm

Light Flashing Alarm Light Flaghing Frequency Light Flashing Time

Enable Disable Low Frequency - 1

Figure 4- 52 Light Flashing Alarm
Set Light Flashing Alarm to Enable or Disable.

Set Light Flashing Frequency to Low Frequency, Medium frequency, High frequency, and Steady
On.

Set Light Flashing time as required.
® Regional Settings
Regional Settings

Video LineDrawing Crossed Mot Scribed

Figure 4- 53 Regional Settings
Set Video Line Drawing as Crossed or Not Scribed.

® Schedule Settings

Schedule Settings
THNew  WDelete All

Start Time End Time Date Mode QOperations

Figure 4- 54 Schedule Settings
® New
Click New to add new schedule for Start time, End Time, Date, Mode, and Operations.

® Delete All
Click Delete All to delete all schedule, if to delete individual one-click ® to complete delete option.
Perimeter Line

® Parameter Configuration

Parameter Configuration

Target Detect: Pedestrian Motor Vehicles Mon-motorized Vehicles
Alarm Detection Interval (g) Recognize Mode Sensitivity
1 Center . 1

Figure 4- 55 Parameter Configuration
Set Target Detect as Pedestrian, Motor vehicles, and Non-motorized Vehicles.
Set Alarm Detection Interval(s).
Set Recognize Mode as Center, Bottom, and Top.

Set Sensitivity as requirement.
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® Audible Alert

Audible Alert

Audio Alarm Audio Output Count

Enable Disable > 1

Figure 4- 56 Audible Alert
Set Audio Alarm to Enable or Disable.
Set Audio Output.
Set Count for Audible Alert.
® LightFlashing Alarm

Light Flashing Alarm

Light Flashing Alarm Light Flashing Frequency Light Flashing Time

Enable Disable Low Frequency ¥ 1

Figure 4- 57 Light Flashing Alarm
Set Light Flashing Alarm to Enable or Disable.

Set Light Flashing Frequency to Low Frequency, Medium frequency, High frequency, and Steady
On.

Set Light Flashing time as required.
® Regional Settings
Fegional Settings

Video LineDrawing Crossed Mot Scribed

Figure 4- 58 Regional Settings
Set Video Line Drawing as Crossed or Not Scribed.

® Schedule Settings

Schedule Settings
THNew  @Delete All

Start Time End Time Date Mode Operations

Figure 4- 59 Schedule Settings
® New
Click New to add new schedule for Start time, End Time, Date, Mode, and Operations.

® Delete All

Click Delete All to delete all schedule, if to delete individual one Click ¥ to complete delete option.
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Region Entrance Detection
® Parameter Configuration

Parameter Configuration

Target Detect: Pedestrian Motor Vehicles Mon-motorized Vehicles
Alarm Detection Interval (g) Recognize Mode Sensitivity
1 Center . 1

Figure 4- 60 Parameter Configuration
Set Target Detect as Pedestrian, Motor vehicles, and Non-motorized Vehicles.
Set Alarm Detection Interval(s).
Set Recognize Mode as Center, Bottom, and Top.
Set Sensitivity as requirement.

® Audible Alert

Audible Alert

Audio Alarm Audio Output Count

Enable Disable > 1

Figure 4- 61 Audible Alert
Set Audio Alarm to Enable or Disable.
Set Audio Output.
Set Count for Audible Alert.
® LightFlashing Alarm

Light Flashing Alarm

Light Flashing Alarm Light Flaghing Frequency Light Flashing Time

Enable Disable Low Frequency - 1

Figure 4- 62 Light Flashing Alarm
Set Light Flashing Alarm to Enable or Disable.

Set Light Flashing Frequency to Low Frequency, Medium frequency, High frequency, and Steady
On.

Set Light Flashing time as required.
® Regional Settings

Regional Settings

Video LineDrawing Croszed Not Scribed

Figure 4- 63 Regional Settings
Set Video Line Drawing as Crossed or Not Scribed.

® Schedule Settings

Schedule Settings
THNew  WDelete All

Start Time End Time Date Mode QOperations

Figure 4- 64 Schedule Settings
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® New
Click New to add new schedule for Start time, End Time, Date, Mode, and Operations.

® Delete All
Click Delete All to delete all schedule, if to delete individual one Click [T complete delete option.
Region Exiting

® Parameter Configuration

Parameter Configuration

Target Detect: Fedestrian Motor Vehicles Mon-motorized Vehicles
Alarm Detection Interval (g) Recognize Mode Sensitivity
1 Center . 1

Figure 4- 65 Parameter Configuration
Set Target Detect as Pedestrian, Motor vehicles, and Non-motorized Vehicles.
Set Alarm Detection Interval(s).
Set Recognize Mode as Center, Bottom, and Top.
Set Sensitivity as requirement.
® Audible Alert

Audible Alert

Audio Alarm Audio Output Count

Enable Disable > 1

Figure 4- 66 Audible Alert
Set Audio Alarm to Enable or Disable.
Set Audio Output.
Set Count for Audible Alert.
® LightFlashing Alarm

Light Flashing Alarm

Light Flashing Alarm Light Flaghing Frequency Light Flashing Time

Enable Disable Low Frequency - 1

Figure 4- 67 Light Flashing Alarm
Set Light Flashing Alarm to Enable or Disable.

Set Light Flashing Frequency to Low Frequency, Medium frequency, High frequency, and Steady
On.

Set Light Flashing time as required.

® Regional Settings
Fegional Settings

Video LineDrawing Crossed Mot Scribed

Figure 4- 68 Regional Settings

Set Video Line Drawing as Crossed or Not Scribed.
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® Schedule Settings

Schedule Settings
THNew  WDelete All

Start Time End Time Date Mode QOperations

Figure 4- 69 Schedule Settings
® New
Click New to add new schedule for Start time, End Time, Date, Mode, and Operations.

® Delete All

Click Delete All to delete all schedule, if to delete individual one Click [T complete delete option.

Object Left

® Parameter Configuration

Parameter Configuration

Alarm Detection Interval (s) Recognize Mode Sensitivity Alarm Tolerance Time(second)

1 Center ol 1 3

Figure 4- 70 Parameter Configuration
Set Alarm Detection Interval(s).
Set Recognize Mode as Center, Bottom, and Top.
Set Sensitivity as requirement.
Set Alarm Tolerance Time(second).

® Audible Alert

Audible Alert

Audio Alarm Audio Output Count

Enable Disable x 1

Figure 4- 71 Audible Alert
Set Audio Alarm to Enable or Disable.
Set Audio Output.
Set Count for Audible Alert.
® LightFlashing Alarm

Light Flashing Alarm

Light Flashing Alarm Light Flashing Frequency Light Flashing Time
Enable Disable Low Freguency ¥ 1
Figure 4-72

Figure 4-64 Light Flashing Alarm
Set Light Flashing Alarm to Enable or Disable.

Set Light Flashing Frequency to Low Frequency, Medium frequency, High frequency, and Steady
On.

Set Light Flashing time as required.
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® Regional Settings
Fegional Settings

Video LineDrawing Crossed Mot Scribed

Figure 4- 73 Regional Settings.
Set Video Line Drawing as Crossed or Not Scribed.

® Schedule Settings

Schedule Setfings
THNew  WDelete Al

Start Time End Time Date Mode Operations

Figure 4- 74 Schedule Settings
® New
Click New to add new schedule for Start time, End Time, Date, Mode, and Operations.

® Delete All

Click Delete All to delete all schedule, if to delete individual one-click ¥ to complete delete option.

Object Remove

® Parameter Configuration

Parameter Configuration

Alarm Detection Interval {s) Recognize Mode Sensitivity
1 Center . 1
Figure 4- 75 Parameter Configuration
Set Alarm Detection Interval(s).
Set Recognize Mode as Center, Bottom, and Top.
Set Sensitivity as requirement.

® Audible Alert

Audible Alert

Audio Alarm Audio Output Count

Enable Disable x 1

Figure 4- 76 Audible Alert
Set Audio Alarm to Enable or Disable.
Set Audio Output.
Set Count for Audible Alert.
® LightFlashing Alarm

Light Flashing Alarm

Light Flashing Alarm Light Flaghing Frequency Light Flashing Time

Enable Disable Low Frequency - 1

Figure 4- 77 Light Flashing Alarm
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Set Light Flashing Alarm to Enable or Disable.

Set Light Flashing Frequency to Low Frequency, Medium frequency, High frequency, and Steady
On.

Set Light Flashing time as required.

® Regional Settings
Fegional Settings

Video LineDrawing Crossed Mot Scribed

Figure 4- 78 Regional Settings.
Set Video Line Drawing as Crossed or Not Scribed.

® Schedule Settings

Schedule Setfings
THNew  WDelete Al

Start Time End Time Date Mode Operations

Figure 4- 79 Schedule Settings
® New
Click New to add new schedule for Start time, End Time, Date, Mode, and Operations.

® Delete All

Click Delete All to delete all schedule, if to delete individual one Click ® to complete delete option.

Loitering
® Parameter Configuration

Parameter Configuration

Target Detect: Pedestrian Motor Vehicles Non-motorized Vehicles
Alarm Detection Interval (s} Recognize Mode Sensitivity Alarm Tolerance Time(second)

1 Center - 1 1

Figure 4- 80 Parameter Configuration
Set Target Detect as Pedestrian, Motor vehicles, and Non-motorized Vehicles.
Set Alarm Detection Interval(s).
Set Recognize Mode as Center, Bottom, and Top.
Set Sensitivity as requirement.
Set Alarm Tolerance Time(second).

® Audible Alert

Audible Alert

Audio Alarm Audio Output Count

Enable Disable > 1

Figure 4- 81 Audible Alert
Set Audio Alarm to Enable or Disable.

Set Audio Output.
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Set Count for Audible Alert.
® LightFlashing Alarm

Light Flashing Alarm

Light Flashing Alarm Light Flaghing Frequency Light Flashing Time

Enable Disable Low Frequency - 1

Figure 4- 82 Light Flashing Alarm
Set Light Flashing Alarm to Enable or Disable.

Set Light Flashing Frequency to Low Frequency, Medium frequency, High frequency, and Steady
On.

Set Light Flashing time as required.
® Regional Settings
Fegional Settings

Video LineDrawing, Crossed Mot Scribed

Figure 4- 83 Regional Settings
Set Video Line Drawing as Crossed or Not Scribed.

® Schedule Settings

Schedule Settings
“HNew TiDelete All

Start Time End Time Date Mode Operations

Figure 4- 84 Schedule Settings
® New
Click New to add new schedule for Start time, End Time, Date, Mode, and Operations.

® Delete All
Click Delete All to delete all schedule, if to delete individual one Click b ¢ complete delete option.
Fast Move

® Parameter Configuration

FParameter Configuration

Target Detect Pedestrian Motor Vehicles MNorn-motorized Vehicles
Alarm Detection Interval (5) Recognize Mode Sensitivity
1 Center ¥ 1

Figure 4- 85 Fast Move
Set Alarm Detection Interval(s).
Set Recognize Mode as Center, Bottom, and Top.

Set Sensitivity as requirement.

Page |178 Copyright©2022 ZKTECO CO., LTD. All rights reserved.



ZKBio CVSecurity User Manual

® Audible Alert

Audible Alert

Audio Alarm Audio Output Count

Enable Disable > 1

Figure 4- 86 Audible Alert
Set Audio Alarm to Enable or Disable.
Set Audio Output.
Set Count for Audible Alert.
® LightFlashing Alarm

Light Flashing Alarm

Light Flashing Alarm Light Flashing Frequency Light Flashing Time

Enable Disable Low Frequency ® 1

Figure 4- 87 Light Flashing Alarm
Set Light Flashing Alarm to Enable or Disable.

Set Light Flashing Frequency to Low Frequency, Medium frequency, High frequency, and Steady
On.

Set Light Flashing time as required.
® Regional Settings

Fegional Settings

Video LineDrawing Crossed Mot Scribed

Figure 4- 88 Regional Settings
Set Video Line Drawing as Crossed or Not Scribed.

® Schedule Settings

Schedule Setfings
THNew  WDelete Al

Start Time End Time Date Mode Operations

Figure 4- 89 Schedule Settings
® New
Click New to add new schedule for Start time, End Time, Date, Mode, and Operations.

® Delete All

Click Delete All to delete all schedule, if to delete individual one Click ¥ to complete delete option.

Electric Bike

® Parameter Configuration

Farameter Configuration

Alarm Detection Interval (s) Recognize Mode Sensitivity

1 Center ™ 1
Figure 4- 90 Parameter Configuration
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Set Alarm Detection Interval(s).

Set Recognize Mode as Center, Bottom, and Top.
Set Sensitivity as requirement.

® Audible Alert

Audible Alert

Audio Alarm Audio Output Count

Enable Disable x 1

Figure 4- 91 Audible Alert
Set Audio Alarm to Enable or Disable.
Set Audio Output.
Set Count for Audible Alert.
® LightFlashing Alarm

Light Flashing Alarm

Light Flashing Alarm Light Flaghing Frequency Light Flashing Time

Enable Disable Low Frequency - 1

Figure 4- 92 Light Flashing Alarm
Set Light Flashing Alarm to Enable or Disable.

Set Light Flashing Frequency to Low Frequency, Medium frequency, High frequency, and Steady
On.

Set Light Flashing time as required.
® Regional Settings
Regional Settings

Video LineDrawing Crossed Mot Scribed

Figure 4- 93 Regional Settings
Set Video Line Drawing as Crossed or Not Scribed.

® Schedule Settings

Schedule Settings
ZFNew TiDelete All

Start Time End Time Date Mode Operations

Figure 4- 94 Schedule Settings
® New
Click New to add new schedule for Start time, End Time, Date, Mode, and Operations.

® Delete All

Click Delete All to delete all schedule, if to delete individual one Click ¥ to complete delete option.
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Crowd Situation

Intelligent Video / Intelligent / Crowd Situation

8

Video View >

Queve Lengn Fopuiation Lensity Heat wiap On bty vetection
B Dovice Managoment >
Lero Cleanng enable stansncs Keset
G2 Decoding On The Wall >
@ i . Alarm Detection Interval ts) Alorm Number
. d

5 Imtelligent ~
Autible Al

Algorithm Model Audio Alarm
Target Intelligence
Eiehmvior Anahyats) Light Mashing Alarm

=)

Ge

Vight Flashing Alarm

Vehicle Intellige

Intalligant Application

Figure 4- 95 Crowd Situation
Line Crossing Status
® Parameter Configuration
1 Line Crossing Statistics
Parameter Configuration
Enable Line Crossing Statistics Zero Clearing Enable Statistics Reset
)

Alarm Detection Interval (s) Alarm Number

1 1

Figure 4- 96 Parameter Configuration

Set Parameters like Enable Line Crossing Statistics, Zero Cleaning Enable, Statistics Reset, Alarm
Detection Interval(s), and Alarm Number.

® Audible Alert
Audible Alert

Audio Alarm

Figure 4- 97 Audio Alert

® LightFlashing Alarm

Light Flashing Alarm

Light Flashing Alarm Light Flaghing Frequency Light Flashing Time
1

Enable Disable Low Frequency =

Figure 4- 98 Light Flashing Alarm
Set Light Flashing Alarm to Enable or Disable.
Set Light Flashing Frequency to Low Frequency, Medium frequency, High frequency, and Steady
On.
Set Light Flashing time as required.
® Regional Settings
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Regional Settings

Video LineDrawing Crossed Mot Scribed

Figure 4- 99 Regional Settings.
Set Video Line Drawing as Crossed or Not Scribed.

® Schedule Settings

Schedule Settings
THNew  WDelete All

Start Time End Time Date Mode QOperations

Figure 4- 100 Schedule Settings
® New
Click New to add new schedule for Start time, End Time, Date, Mode, and Operations.

® Delete All

Click Delete All to delete all schedule, if to delete individual one-click ® to complete delete option.

Queue Length

® Parameter Configuration

Parameter Configuration

Enable Queue Length

Alarm Detection Interval (s) Single Processing Time Alarm Thresheld(minute) Sensitivity

1 1 1 1

Figure 4- 101 Queue Length

Set Parameters like Enable Queue Length, Alarm Detection Interval(s), Single Processing Time,
Alarm Threshold(minute), and Sensitivity.

® Audible Alert
Audible Alert

Audio Alarm

Figure 4- 102 Audio Alert
® LightFlashing Alarm

Light Flashing Alarm

Light Flashing Alarm Light Flaghing Frequency Light Flashing Time

Enable Disable Low Frequency - 1

Figure 4- 103 Light Flashing Alarm
Set Light Flashing Alarm to Enable or Disable.

Set Light Flashing Frequency to Low Frequency, Medium frequency, High frequency, and Steady
On.

Set Light Flashing time as required.

® Regional Settings
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Fegional Settings

Video LineDrawing Crossed Mot Scribed

Figure 4- 104 Regional Settings
Set Video Line Drawing as Crossed or Not Scribed.

® Schedule Settings

Schedule Setfings
THNew  WDelete Al

Start Time End Time Date Mode Operations

Figure 4- 105 Schedule Settings
® New
Click New to add new schedule for Start time, End Time, Date, Mode, and Operations.

® Delete All

Click Delete All to delete all schedule, if to delete individual one Click ¥ to complete delete option.

Population Density

® Parameter Configuration

Parameter Configuration

Enable Population Density

Alarm Detection Interval (s) Alarm Threshold {people) Sensitivity

1 1 1

Figure 4- 106 Parameter Configuration

Set Parameters like Enable Population Density, Alarm Detection Interval(s), Alarm
Threshold(people), and Sensitivity.

® Audible Alert
Audible Alert

Audio Alarm

Figure 4- 107 Audible Alert
® LightFlashing Alarm

Light Flashing Alarm
Light Flashing Alarm Light Flashing Frequency Light Flashing Time

Enable Disable Low Frequency ¥ 1

Figure 4- 108 Light Flashing Alarm
Set Light Flashing Alarm to Enable or Disable.

Set Light Flashing Frequency to Low Frequency, Medium frequency, High frequency, and Steady
On.

Set Light Flashing time as required.

Page |183 Copyright©2022 ZKTECO CO., LTD. All rights reserved.



ZKBio CVSecurity User Manual

® Regional Settings
Fegional Settings

Video LineDrawing Crossed Mot Scribed

Figure 4- 109 Regional Settings
Set Video Line Drawing as Crossed or Not Scribed.

® Schedule Settings

Schedule Settings
THVew  [Delste Al

Start Time End Time Date Mode Operations

Figure 4- 110 Schedule Settings
® New
Click New to add new schedule for Start time, End Time, Date, Mode, and Operations.

® Delete All

Click Delete All to delete all schedule, if to delete individual one Click TR complete delete option.

Heat Map
® Parameter Configuration

Parameter Configuration

Enable Heat Map Send Metadata

Figure 4- 111 Parameter Configuration
Set Parameters Like Enable Heat Map and Send Metadata.
® Regional Settings

Fegional Settings

Video LineDrawing Crossed Mot Scribed

Figure 4- 112 Regional Settings

Set Video Line Drawing as Crossed or Not Scribed.
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Off Duty Detection

ZKBio CVSecurity i 38 © admint ~

£ video view N Intelligent Video / Intelligent / Crowd Situation

P < Line Crossing Statistics Queue Length Population Density Heat Map Off Duty Detection »
EQ Device Management >

P
Parameter Configuration

Enable Off Duty Detection Is Metadata Superimposed On The Alarm Snapshot?
EL] Decoding On The Wall >
Number Of Posts Departurs Time(s) Alarm Detection Interval (s)
@ search >
1 1 1
Intelligent v Audible Alert
Audio Alam

Algorithm Model
Target Intelligence

Light Flashing Alam

Behavior Analysis
Light Flashing Alarm

General Intelligence .
9 Regional Setlings

Vehicle Intelligence Video LineDrawing Crossed Not Scribed

Inteligent Application
Schedule Settings

TFNew  WDelete All

Start Time End Time Date Mode Operations

@ statisties >
2. video Patrol N

IZ] Maintenance Configur... >

Figure 4- 113 Regional Settings

® Parameter Configuration

Parameter Configuration

Enable Off Duty Detection Iz Metadata Superimpesed On The Alarm Snapshot?
Number Of Posts Departure Time(s) Alarm Detection Interval (s)
1 1 z |

Figure 4- 114 Parameter Configuration

Set Parameters like Enable Off Duty Detection, Is Metadata Superimposed on The Alarm Snapshot,
Number of Posts, Departure Time, and Alarm Detection Interval(s).

® Audible Alert
Audible Alert

Audio Alarm

Figure 4- 115 Audio Alert

® LightFlashing Alarm

Light Flashing Alarm

Light Flashing Alarm Light Flaghing Frequency Light Flashing Time

Enable Disable Low Frequency - 1

Figure 4- 116 Light Flashing Alarm
Set Light Flashing Alarm to Enable or Disable.

Set Light Flashing Frequency to Low Frequency, Medium frequency, High frequency, and Steady
On.

Set Light Flashing time as required.
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® Regional Settings
Fegional Settings

Video LineDrawing Crossed Mot Scribed

Figure 4- 117 Regional Settings
Set Video Line Drawing as Crossed or Not Scribed.

® Schedule Settings

Schedule Setfings
THNew  WDelete Al

Start Time End Time Date Mode Operations

Figure 4- 118 Schedule Settings
® New
Click New to add new schedule for Start time, End Time, Date, Mode, and Operations.

® Delete All

Click Delete All to delete all schedule, if to delete individual one Click TR complete delete option.

Click OK to save and exit.

General Intelligence (AS1700/ZKNVR Supported)

1JZKBio CVSecurity i 38
Cd video View > Intelligent Mideo f Intelligent f General Intelligence
A K
]
E& Device Management b4
@ Decoding On The Wall >
@ Search >

" Intelligent v

larget Inteligence
Behavior Analysis

Crowd Situation

“ehicle Intelligence

Figure 4- 119 General Intelligence

® Privacy Protection Setting
Privacy Protection Setlings

Privacy Protection Settings Enabls Disable

Figure 4- 120 Privacy Protection Setting

Set Privacy Protection Setting as Enable or Disable.
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® Parameter Configuration

Parameter Configuration

Motion Detect: Enable Disable
Alarm Detection Interval (s) Sensifivity

1 1

Figure 4- 121 Parameter Configuration

® Audible Alert
Audible Alert

Audio Alarm

Figure 4- 122 Audible Alert
® LightFlashing Alarm

Light Flashing Alarm

Light Flashing Alarm Light Flaghing Frequency Light Flashing Time

Enable Disable Low Frequency - 1

Figure 4- 123 Light Flashing Alarm
Set Light Flashing Alarm to Enable or Disable.

Set Light Flashing Frequency to Low Frequency, Medium frequency, High frequency, and Steady
On.

Set Light Flashing time as required.
® Regional Settings
Fegional Settings

Video LineDrawing Crossed Mot Scribed

Figure 4- 124 Regional Settings
Set Video Line Drawing as Crossed or Not Scribed.

® Schedule Settings

Schedule Settings
THNew  WDelete All

Start Time End Time Date Mode Operations

Figure 4- 125 Schedule Settings
® New
Click New to add new schedule for Start time, End Time, Date, Mode, and Operations.

® Delete All

Click Delete All to delete all schedule, if to delete individual one Click ¥ to complete delete option.
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Lens Blocking
® Parameter Configuration

Parameter Configuration

Lens Blacking: Enable Disable
Alarm Detection Interval (s) Sensifivity
1 1

Figure 4- 126 Parameter Configuration
Set Parameters like Enable or Disable Lens Blocking, Alarm Detection Interval(s), and Sensitivity.

® Audible Alert

Audible Alert

Audio Alarm Audio Output Count

Enable Disable x 1

Figure 4- 127 Audible Alert
Set Audio Alarm to Enable or Disable.
Set Audio Output.
Set Count for Audible Alert.
® LightFlashing Alarm

Light Flashing Alarm

Light Flashing Alarm Light Flashing Frequency Light Flashing Time

Enable Disable Low Frequency ¥ 1

Figure 4- 128 Light Flashing Alarm
Set Light Flashing Alarm to Enable or Disable.

Set Light Flashing Frequency to Low Frequency, Medium frequency, High frequency, and Steady
On.

Set Light Flashing time as required.

® Regional Settings

Fegional Settings

Video Preview

Figure 4- 129 Regional Settings
® Schedule Settings

Schedule Settings
THNew  WDelete All

Start Time End Time Date Mode QOperations

Figure 4- 130 Schedule Settings
® New
Click New to add new schedule for Start time, End Time, Date, Mode, and Operations.

® Delete All
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Click Delete All to delete all schedule, if to delete individual one Click U o complete delete option.

Sound Detect

® Rise Audio

Rize Audio

Enable Rise Audio: Enable Disable Enable Alarm Audio Enable Disable

Sensitivity: |1 Audio Output | ———— - Count 1

THNew  EDelete Al
Start Time End Time Date Mode Operations

Figure 4- 131 Rise Audio
Set Rise Audio and Alarm Audio as Enable or Disable.
Set Sensitivity, Audio Output and Count.
® New
Click New to add new schedule for Start time, End Time, Date, Mode, and Operations.

® Delete All

Click Delete All to delete all schedule, if to delete individual one Click ¥ to complete delete option.

® Decline Audio

Decline Audio

Enable Decline Audio: Enabla Disable Enable Alarm Audio: Enable Disable

Sensitivity: Audio Qutput: | ———— - Count: 1

¥New TiDelete All
Start Time End Time Date Mode Operations

Figure 4- 132 Decline Audio
Set Decline Audio and Alarm Audio as Enable or Disable.
Set Sensitivity, Audio Output and Count.
® New
Click New to add new schedule for Start time, End Time, Date, Mode, and Operations.

® Delete All

Click Delete All to delete all schedule, if to delete individual one Click [T complete delete option.

Click OK to save and exit.
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4.5.6 Vehicle Intelligence (AS1700 Supported)

q Video View > Intelligent Video / Intelligent / Vehicle Intelligence
Q Device Management ¥
A1 Decoding On The Wall >

@ Search >

e Intelligent v

Algorithm Model
Target Intelligence
Behavior Analysis
Crowd Situation

General Intelligence

Vehicle Intelligence

Intallimant Analicotion

&

Figure 4- 133 Vehicle Intelligence

4.5.7 Intelligent Application

It Includes Mixed Detection and Live Alarm.
(JZKBio CVSecurity 1 &

C& Video View 5 Intelligent Video / Intelligent / Intelligent Application

Device Management »

=4
[Y) Decoding On The Wall >

@ Search >

e‘ Intelligent v

Algorithm Model
Target Intelligence
Behavior Analysis
Crowd Situation
General Intelligence

Vehicle Intelligence
Intelligent Application

Figure 4- 134 Intelligent Application
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® Mixed Detection

Click on Mixed Detection.

Mixed Detection 2022-08-04 14:36:10 ODject{peopie) Targatipeapie) Hon Mator wenicis(set
Thursday o®o o 0 0
Device List ‘Target Recognition £

Not Installed Or Failed To Load.

11 The Installation ks Not Successtul. Flease Contact Tachnical Support To Get The Fiugin

1§ The Instalistion Is Not Successhul, Please Contact Technical Support To Get The Plugin If The Plugin Hes Besn Installed, Please Try To Restarl The Browser And Relry The Current Operation

Overall Target/Non Mator Vehicle Detection

Vehicle Detection

Figure 4- 135 Mixed Detection
® Device List
It will disaplays the list of devices which are connected to the software.
® Target Recognition
This function will help you to recognition of the seleted target parking vehicles.
® Live Alarm

Click On Live Alarm.

Device hd Alarm Type hd Alarm Type Category Face Recognition... - Event Level UrgentImportant,... -

&1 Full Screen {5 Pause Refresh
Figure 4- 136 Live Alarm
® Full Screen
View the video in the full screen.

® Pause Alarm.

This function will help you to pause the alarm.
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4.6 Statistics

4.6.1 Face Analysis

Click Statistics > Face Analysis, then select Statistical Period as Daily, Weekly, Monthly, or Quarterly.

In this module, you can access the data for the type of personnel or person as dd, aa, VIP, or VIP,
Forbidden list, pass list, and Stranger to get data to follow the options.

(JZKBio CVSecurity i %
Cd Video View > Intelligent Video / Statistics / Face Analysis
[ Decoding On The Wall >
@ Search > - @ vie @ VP @ ForbiddenList @ Pass Uist [ Strangsr
Count
{F intelligent > 1
@ Statistics v
08
Face Report 0
06
Cross-Line Statistics Number Of People
o b
Heat Map
04
Object Statistics. 07
edd
Alarm Report g 2
b5, ®aa o
Patrol Report vip 0
evip
Patrol Alarm ; 2
® Forbidden List 0
L i ————————— Hour
00 01 02 03 04 05 06 07 08 09 10 11 @ PassList 07 18 19 20 21 22 23
® Stranger o

Figure 4- 137 Face Analysis

Device Select the desired device.
Channel Select the channel.
Statistical Period Choose your required statistical time period.
Confirm Click confirm to view a detailed copy of the types of people or persons.

Table 4- 18 Face Analysis

4.6.1.7 Export

Export selected personnel information in the area, you can export Excel, PDF, CSV format.

Export b

File Format EXCEL -

BTN conce
s

Figure 4- 138 Export
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4.6.2 Face Report

Click Statistics > Face Report, then select Statistical Period as Daily, Weekly, Monthly, or Quarterly.

In this module, you can access the data for the type of personnel or person as Unknown, Juvenile (17
years old and below), Youth (18 to 35 years old), Middle Aged (36 to 59 years old), or Elderly (Over 60
years old) to get data to follow the options.

[(JZKBio CVSecurity =
Cd  Video View > Intelligent Video / Stafistics / Face Report
E? Device Management > Device ~  Chamnel ~  Statistical Period |Montnly ~ || 2022-08-03 @ _Expoi‘t
) Decoding On The Wall >
@ search >
{Z Intelligent 5 Elderly(Over 60 Years Old) Unknown
0% =
@ statistics v _ Unknown
0%
Face Analysis
Face Report 0

Number Of People

Number Of People

Cross-Line Statistics Middle Aged(36-59 Yea... A
0% )
Heat Map

Object Statistics

Alarm Report
Patrol Report
Patrol Alarm
Unknown Juvenile(17 Years Old And Below) Youth(18-35 Vears Old)  Middle Aged(36-59 Vears Old) Unknown Man  Woman
0 0 0 0 0

Elderly{Over 60 Years Old)

0

Figure 4- 139 Face Report

Device Select the desired device.
Channel Select the channel.
Statistical Period Choose your required statistical time period.
Confirm Click confirm to view a detailed copy of the types of people or persons.
Start Time Select the desired time.

Table 4- 19 Face Report

4.6.2.7 Export

Export selected personnel information in the area; you can export Excel, PDF, CSV format.

Export ®

File Format |EXCEL -

[

Figure 4- 140 Export
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Cross-Line Statistics

Click Statistics > Cross Line Statistics then select Statistical Period as Daily, Weekly, Monthly, or
Quarterly.

In this module, you can access the data for the type of personnel or person as the number of people
entering or leaving starting time to get data to follow the options.

ZKBio CVSecurity I ]
0 video View 5 Intelligent Video | Statistics / Cross-Line Statistics
EF Device Menagement % o -~ ch = smm:awm Start Time | 2022.08.03 I:
B Decoding On The Wall > Numper” Period  Number Of Peopie )
@ Ssearch >
(& Intelligent >
Statistics v
Face Report
Patrol Repart No data
Figure 4- 141 Cross-Line Statistics
Parameters Description
Device Select the desired device.
Channel Select the required channel.
Statistical Period Choose your required statistical time period.
Confirm Click confirm to view a detailed copy of the types of people or persons.
Over Line Select the number of people entering or leaving.
Start Time Select the desired time.
Table 4- 20 Cross-Line Statistics
Export

Export selected personnel information in the area; you can export Excel, PDF, CSV format.
Export .4

File Format EXCEL -

Cancel
N

Figure 4- 142 Export
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Heat Map

Click Statistics > Heat Map then select Statistical Period as Daily, Weekly, Monthly, or Quarterly.

In this module, you can access the data for the type of personnel or person as Time Heat Map and
image Heat Map to follow the options.

Video View

Dacoding On

2 B B 4

Search

G

Intelligent

Statistics

Face Analysis

Face Report

Intelligent Video / Statist

Device Management > Device

TheWall >

Cross-Line Stafistics

Object Statistics

Alarm Report

Parameters
Device
Channel
Statistical Period
Confirm
Heat Map Type
Start Time

Export

cs / Heat Map

Fenod Dai +  Siart Time | 2022-08-03 Hest Map Type | Time Heat Map

Figure 4- 143 Heat Map

Description
Select the desired device.
Select the required channel.
Choose your required statistical time period.
Click confirm to view a detailed copy of the types of Maps.
Select the list of Heat Map types.

Select the desired time.
Table 4- 21 Heat Map

Export selected personnel information in the area, you can export Excel, PDF, CSV format.

File Format

Page |195

Export .4

EXCEL hd

Cancel
N

Figure 4- 144 Export
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4.6.5 Object Statistics

Click Statistics > Face Report, then select Statistical Period as Daily, Weekly, Monthly, or Quarterly.

(JZKBio CVSecurity i 88
Cd Video View N igent Video / Statistics / Object
BB Devies Managemnt 5 Device + | Channel v | statistical Period |weekly + | (20220803 m
3 Decoding On The Wall >
@ Search >
{F Intelligent >
@ statistics ~
Face Analysis
Face Report
Cross-Line Statistics
Heat Map b

Alarm Report
Patrol Report

Patrol Alarm

Figure 4- 145 Object Statistics

Device Select the desired device.

Channel Select the channel.

Statistical Period | Choose your required statistical time period.

Confirm Click confirm to view a detailed copy of the types of people or persons.

Table 4-22 Object Statistics

4.6.5.1 Export

Export selected personnel information in the area, you can export Excel, PDF, CSV format.

Export x

File Format | EXCEL hd

[

Figure 4- 146 Export
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Click Statistics > Alarm Report then select Alarm Type.

Alarm Report

In this module, you can access the data for the type of personnel or person can select the start time and
end time the serial number of the video channel, and different alarm types to filter the report.

(JZKBio CVSecurity

el 8 4

e}

5

]

Video View >

Device Management >

Decoding On The Wall >

Search >
Intelligent >
Statistics v

Face Analysis
Face Report
Cross-Line Statistics
Heat Map

Object Statistics

Patrol Report

Export

®

Intelligent Video / Statistics / Alarm Report

Note: If You Need To Search For Historical Alarms Of NVR80O Mask Recognition Alarms/high-frequency Personnel Alarms, Please Enable The Alarm Linkage Capture Function Of The Alarm Type Corresponding To NVR

Device - Channel - Time From | 2022-07-2 | To |2022-08-0 JAlarm Type |+ Type Details -] Gl &

T Export

Alarm Name Channel Name Snapshot Photo

Fanorama

Alarm Time Event Level List Library Name Similarity ~ Operations

No data

Figure 4- 147 Alarm Report

Export selected personnel information in the area; you can export Excel, PDF, or CSV format.
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Start Position 1

Total Records 50

Cancel

Figure 4- 148 Export

Export *
Encrypt or not Yes Mo
File Format EXCEL bd
Data to Export Selected (max 100 records)

Copyright©2022 ZKTECO CO., LTD. All rights reserved.



ZKBio CVSecurity

User Manual

Patrol Report

Click Statistics > Patrol Report, then select Plan Name.

In this module, you can access the data for the type of personnel or person as dd, aa, vip, or VIP,
Forbidden list, pass list, and Stranger to get data to follow the options.

iJZKBio CVSecurity i %
Video View >
= Device Management > P aime
[(*) Decoding OnThe Wall > 5 Refresh
Plan Name
@ Search >
{Z Intelligent 5
Statistics ~

Face Analysis
Face Report

Cross-Line Statistics &
Heat Map

Object Statistics

Alarm Report

Patrol Alarm

Export

Intelligent Video { Statistics / Patrol Report

Reporter Q ¢

2 Export

Time Reporter Patrol Group Name Task Time Period Status Report Content

No data

Figure 4- 149 Patrol Report

Export selected personnel information in the area; you can export Excel, PDF, CSV format.

Page |198

Export x

Encrypt or not Yes No
File Format EXCEL L
Data to Export Selected (max 100 records)
Start Position 1

Total Records 50

Cancel

Figure 4- 150 Export
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Patrol Alarm

Click Statistics > Face Analysis, then select Statistical Period as Daily, Weekly, Monthly, or Quarterly.

In this module, you can access the data for the type of personnel or person as dd, aa, vip, or VIP,
Forbidden list, pass list, and Stranger to get data to follow the options.

(JZKBio CVSecurity i %
Cd video View > Intelligent Video / Statistics / Patrol Alarm
EY Device Management > i | Reparer Q ¢
L*] Decoding On The Wall > 3 Refresh T Export
Plan Name Time Reporter Patrol Group Name Task Time Period Alarm Level View The P_ Report Content

@ Search >
(3’ Intelligent >

Statistics ~

Face Analysis

Face Report

Cross-Line Statistics &
Heat Map

Object Statistics

Alarm Report

Patrol Report No data

Figure 4- 151 Patrol Alarm

Export

Export selected personnel information in the area; you can export Excel, PDF, CSV format.

Export *
Encrypt or not Yes Mo
File Format EXCEL bd
Data to Export Selected (max 100 records)

Start Position 1

Total Records 50

Cancel

Figure 4- 152 Export
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4.7 Video Patrol

Click > Video Patrol > Patrol Group

On the preset path, you can check the punch-in by a real-time preview of the camera remotely
to achieve the same patrol task as the traditional punch-in effect.

Patrol Group

Create a patrol group to add patrol personnel.

&)

Video View

il

Device Management

|5]

Decoding on the wall

Search

9

{3 Intelligent
@ Statistics

Video Patrol

Patrol Plan

Real-time patrol

[E] Maintenance configura...

>

>

New

Intelligent Video / Video Patrol / Patrol Group

Patrol Group Patrol group user
Patrol group name Q © User name Q ¢
G Refresh =+ New [ Delete G Refresh W Delete user
Patrol group name Remarks Operations Username  First Name
i MEMINLE 2 & test-1
2313 12312 2 & iofen
ces 2365 2 &
13 50 rows per page JumpTo 1 11 Page 1-2 50 rows per page Jump To 1 i1 Page

Figure 4- 153 Patrol Group

Click Video Patrol> patrol group> New to enter the new editing interface:

Mew x

Patrol group name™

Remarks

Cancel

Figure 4- 154 New Patrol Group

Patrol Group Name: Enter the name of the patrol group for easy searching and management non-

repeatable.

Remarks: Text notes of the patrol group.

Delete

Select the patrol group name and click this button to delete it.
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4.7.1.2 Add Patrol Group User

In the patrol group list, click Add User to enter and select to add group members.

Qo

Alternatve Selacta0(0)

Username First Nams  Last Name Ussrname First Name  Last Name
| test

| testcol Colombia

50 rows per page ~

Figure 4- 155 Add Patrol Group User

Select the required patrol users and click the OK button to complete the addition. The added users will
be displayed in the group member list on the right.

Note: Patrol users are users of the system. For adding users to the system, please refer to Adding Users.

4.7.1.4 Delete User

Select the Username and click this button to delete it.

4.7.2 Patrol Plan

Set a patrol plan for the patrol team.

Cg Video View > Intelligent Video f Video Patrol / Patrol Plan
B3 DeviceManagement 5 P ] Q @
[t Decoding on the wall 5 ‘G Refresh T+ New [ Delete
a [ Planname Start date End date Patrol group name Number of i cameras o
Search >
55 2022-01-27  2022-02-03 R 1 2w ‘
{% Intelligent >
22222 2022-01-27  2022-02-03 W 1 2 w
@ Statistics > ] aa 2022-01-27  2022-02-03 it 1 2 m
<
£ Video Patrol - 33 2022-01-27  2022-02-03 W 1 Z W
e o 2z 2022-01-25  2022-02-01  #E 2 2 W
atrol Group
Patrol Plan | lestgses 2022-01-24  2022-01-31 @ 1 2 |
Realtime patrol [ testggoe 2022-01-24  2022-01-31 @ i 2}
. gegg 2022-01-20  2022-01-27 W 1 2w
O & 2022-01-20  2022-01-27 W ] 2 w
m i 2022-01-20  2022-01-27 Wt 3 2 w
o 2 2022-01-19  2022-01-26  {WGE 1 2 W =
@ Maintenance configura... 3 €« ¢« 120 > »n 50 rows perpage ~ JumpTo 1 /1 Page  Total of 20 records

Figure 4- 156 Patrol Plan
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4.7.2.1 New

Click Video Patrol> patrol plan> New to enter the new editing interface:

New x
Plan name” | | Patrol Group* | H -
Start date™ 2022-02-07 End date® 2022-02-14
@ Delete W Delete all

o 2 4 ] g 10 1z 14 16 18 20 2z 24
Mo

o 2 4 B g 10 1z 1a 16 18 20 2z 24
Tu

o 2 4 B g 10 1z 14 16 18 20 2z 24
We

o Z 4 B 8 10 12 14 16 18 20 22 24
Th

o 2 4 B 8 10 12 1a 16 18 20 22 24
Fr

o 5 4 B 8 10 12 14 16 18 20 22 24
Sa

o 2 4 B 8 10 12 14 16 18 20 22 24
Su

Next Step Cancel

Figure 4- 157 New

The fields are described as follows:

Plan Name Give the plan a name, make it easy to view and find, not repeatable
Patrol Group Optional created patrol group.
Start Date Set the start date of the patrol. The start date must not be less than the end date.
End Date Set the end date of the patrol. The start date must not be less than the end date.
Patrol Time aDrzlgS;utrl)w:Otrizzg.bar to select the time period that needs to be patrolled. Multiple copies

Table 4- 22 New

New x
Plan name™ " Patrol Group* i -
Start date® 2022-0207 Copy to Select Al
B Delete T Delete all Mo Tu We
Th Fr Sa
0 z 1 [ 3 10 12 14
Mo I u ®
0 2 4 B a 10 12 1¢ OK  Cancel
Tu
0 z 4 [ 8 10 12 14 16 18 20 2z 24
‘We
0 z 1 [ 3 10 12 14 16 18 20 2z 24
Th
o 2 4 B a8 10 12 14 16 16 20 22 24
Fr
0 z 4 6 & 10 12 14 16 18 20 2z 24
Sa
0 z 1 [ 3 10 12 14 16 18 20 2z 24
Su
Next Siep Cancel

Figure 4- 158 New
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After editing this page, click Next to enter the camera selection interface:

| Number of interactive

Channel Name

Alternative

Channel Name

10.8.14.109

192 168 213.166

ev2001

210-kai

213.246-1
1-40

Patrol .

30

30

30

30

30

30

30

Patrol Plan ®

Selected(1)
IP Address Channel Name Patrol ... IP Address

10.8.14.109 10.8.14.107 30 10.8.14 107 |
192.168 213 166
10.8.16.120
192.168 213 180
108 14.112
108 14.114

10.8. 14.110 -

50 rows per page

Cancel |

Figure 4- 159 New

Number of interactive Cameras: Set the number of cameras that need to be chick-in, (like “5” means
that Chick-in must be completed on 5 cameras during this patrol plan, this number must be less than or
equal to the number of cameras you have chosen)

Channel Name: Search the channel

Device List: Select the equipment on the map that needs to be patrolled. The device list shows only
the devices that have been added to the current map, if you want to add a device, go to Device Add

Note: You can set the length of time you need to watch each camera by clicking on the cruise time,

which is 30 seconds by default

Delete

Select the Patrol Plan to be deleted and click the Delete button

——

Prompt

Ara you sure you want to perform the delete

operation?

cCancel

Figure 4- 160 Prompt

Note: Ongoing or pause plans cannot be deleted, please complete the plan first.
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Real-Time Patrol

Online patrols are only available if the patrolman is logged into the system.

r& Video View > Intelligent Video / Video Patrol / Real-time patrol
Video operation Patrol Plan
Ed Device Management >
11 O Plan name Start date End date Patrol Group Total number of Number of interactive cameras
&) Decoding on the wall .
Not started In progress videos
@ search > (L — 2022-02-07 2022-02-14 i 1 1
W 10814107
(& Intelligent S e End
@ statistics S Today's patrol task list
€ Op.. Tasklist
Video Patrol ~
04:00-08:12(11)
Patrol Group
Patrol Plan Start patrol

@ Maintenance configura... 3

Figure 4- 161 Real-Time Monitoring

Video operation

-Ig 0
|
i

Mot started In progress

FPause End

Figure 4- 162 Video Operation

View different states of the Patrol plan

Today's patrol task list
Op... Task list

] 04:00-08:12(11)

Figure 4- 163 Today's Patrol Task List

Patrol plan status

Not starfed
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Displaying the patrol plan, click =/

to patrol
Patrol Plan:
Patrol Plan
Plan name Start date End date Patrol Group Total number of videos Number of interactive cameras Patrol plan status
n 2022-02-07 2022-02-14 ki 1 1
Video Device
W 10814107

Patrol Window:

Mot started

()
),

Start patrol

Figure 4- 164 Patrol Plan

Show patrol plan, video device, and patrol window in this area.

/‘
(»)

_—

Start patrol

User Manual

At cruising time patrolman should Check-in if required.

1

® @ 0] 00:00:13
Figure 4- 165 Patrol Window
Prompt

Are you sure to punch card

Cancel

Figure 4- 166

Figure 4-156 Patrol Window

The check-in button blinks continuously when the check-in point is required.
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Click El to report the alarm.

Alarm report x
PatrolAlarm_name” 1
w [
Reporter” test-1
Channel Name 10.8.14.107
Alarm level e -

Capture a pheto™

Report content™

Figure 4- 167 Alarm Report

Click @ to Pause the plan

Video Device

¥ 10814107 D

®

Start patrol

Figure 4- 168 Video Device
After that, it automatically switches to the next camera.

When all the cameras have been cruised, a Report Window will pop up.

Report patrol report x
PatrolAlarm_name” 11
Reporter test-1

Report content™

Figure 4- 169 Report Patrol Report
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Submit the report to finish the patrol plan.

Patrol Plan
Plan name Start date End date Patrol Group Total number of videos Number of interactive cameras Patrol plan status
A% 2022-02-07 2022-02-14 e 1 1 End

Video Device

10.8 14107

Patrol completed

Total number of Number of alarms Number of check- Number of

videos ins missed cards

1 0 1 0

Figure 4- 170 Patrol Completed

Maintenance Configuration (AS1700 Supported)

Developer Log

Click Intelligent Video > Maintenance Configuration, then select One-Click Collection.

Users can download all system logs and system information to get Click on the One-Click Collection
option.

iJZKBio CVSecurity i %

L8 video View 5 Intelligent Video / Maintenance Configuration / Developer Log
E;‘ Device Management >

) Decoding On The Wall >

@ Search >
(_5,‘ Intelligent >
(B Statistics >
2 Video Patrol 3

. & (Download All System Logs, System Information, Efc )
Maintenance Configur...

Client Request Log
CU Request

Parameters

Figure 4- 171 One-Click Collection

Page |207 Copyright©2022 ZKTECO CO., LTD. All rights reserved.



ZKBio CVSecurity

Client Request Log

Clear All Data

Click Clear All Data to pop up the prompt and click OK to clear all Data Operations.

(JZKBio CVSecurity i 38

8

Video View

)

Device Management

Decoding On The Wall

12]

©

Search

Ed

)

Intelligent

®

Statistics

Video Patrol

[*

Maintenance Configur...

Developer Log

CU Request

Parameters

Export

= Intelligent Video / Maintenance Configuration / Client Request Log

Path |\7 1 Reguest Result | ———— - IP Address Q <&

3 Refresh W Clear All Data T Export

Creation Time Path Reguest Result Time Consuming IP Address

No data

Figure 4- 172 Client Request Log

Export selected personnel information in the area; you can export Excel, PDF, CSV format.
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Export x

Encrypt or not Yes No
File Format EXCEL b
Data to Export Selected {max 100 records)

Start Position 1

Total Records 50

Cancel

Figure 4- 173 Export
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CU Request

Clear All Data

Click Intelligent Video > Clear All Data to pop up the prompt and click OK to clear all Data Operations.

(D ZKBic CVSecurity

&)

Video View

)

Device Management

|5]

Decoding On The Wall

o

Search

{Z Intelligent

@

Statistics

£ Video Patrol

< Maintenance Configur...

Developer Log

Client Request Log

Parameters

Export

>

>

>

%

Intelligent Video / Maintenance Configuration / CU Reguest

Device P ||

G Refresh

Creation Time

Path

W Clear All Data T Export

Client Ip

Request Parameter ClientIp

Device IF Path

Figure 4- 174 Clear all Data

No data

Request Result | -

Request Result

Time Consuming

Export selected personnel information in the area; you can export Excel, PDF, CSV format.
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Encrypt or not

File Format

Data to Export

Export

Yes No
EXCEL -
Selected (max 100 records)
Start Position 1

Total Records 50

Cancel

Figure 4- 175 Export
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4.8.4 Parameters

Click Intelligent Video > Parameters, then Set up all the settings, then Click OK.

[JZKBio CVSecurity = # O s
A Video View ,  Intelligent Vicea / Maintenance Configuration | Parameters
B Device Managemant > CU Server Parameler Settings
CU Server Parameter Settings
Srowser Canirals
G Decoding On The Wall 3 Log Paramater Ssttings
CUServer HTTP Ul
@ search > hatp27 158098
(& inteiigent 5 CuSserver ws ur
w127 0.0.1 58008 Mabsacket
Statistic
@ e ? Server 1P
£ Video Patrol > jeaan
10205
E Maintenance Configur...
WS stat
Daveloper Log « Connect

Client Request Log
CU Request

Browser Controls
Parameters

Currant Version : Not installed Or Failad To Load. [
Fllé Storage Locaton

e v e

Log Parameter Settings

Debug iog
Ne
Access log

02l video intercom 3

Figure 4- 176 Parameters

Set Up CU server HTTP Url and WS Url and enter Server IP address

CU Server Parameter Settings then can view WS state.

Browser Controls Set up the File Storage location and change and restore the path

Log Parameter Settings Set Up the debug log and Access log, and select Yes/No.
Table 4- 23 Parameters
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4.9 Video Intercom

4.9.1 Video Intercom equipment

It mainly introduces the visual intercom application of the platform and the Access Control machine,
mainly used for offices, and the front desk can realize the opening of the door and other applications
through the visual intercom.

Operation Guide:

Step1: Add access control devices. Go to Access Control Module, Search, and add devices.

Search No device found? Download Search Tools to Lecal Disk
Searched devices count:12
Total Progress | 00 517 CoVees OO e

IP Address | Device Type | : Serial Number | | ®

x)

IP Address MAC Address Subnet Mask Gateway Add... Serial Number  Device Type  Set Server Operations

T e T S 1 S DS PSSV PR B R IV Auu mvuny o Auwsss
10.8.14.225 00:17:61:20:03:2D 255.255.255.0 10.8.14.1 3010163300070 ZTHCA460 hitp://10.8.14.12:808 Add Modify IP Address
10.8.14.228 00:17:61:11:96:6D 255.255.255.0 10.8.14.1 4366182900001 inBIO260 Pro hitps://10.8.15.99:80 is device has been added
10.8.14.250 00:17:61:C2:DD:BA 255.255.255.0 10.8.14.1 3650155000020 inBIO460 Pro  hitp://10.8.14.15:808 Modify 1P Address
10.8.14.31 00:17:61:10:2b:a8  255.255.254.0 10.8.14.1 CMN30422170003 Modify 1P Address
10.8.14.50 00:17:61:12:B2:37 255.255.255.0 10.8.14.1 BRID201660125 inBIO460 Pro hitp://10.8.14.197:80 Modify 1P Address

10.8.14 55 00:17:61:C3'FD:18 2552552550 108 141 3764164400001 (C3-400Pro https://10.8.15.99:80 This device has been added

192.168.134.105 255.255.255.0 192.168.134.1 5758204800001 xFace600 This device has been added

A\ The current system communication port is 8088, please make sure the device is set comectly.

Figure 4- 177 Add AC Devices

Step 2: After adding, the device will automatically add to Video Management-Video Intercom, and
you can do a Preview.

Intelligent Video / Video intercom { Video intercom equipment

Name | ey 2

& Refresh

i Device Name Serial Number Area Name IP Address Port Type Operations
108 14.158 CKJX201460010 Area Name 10.8.14.158 &0 ®
10.8.14.207 CKJX201460013 Area Name 10.8.14.207 &0

192.168.161.65 7299212900009  Area Name 192.168.161.65 &0

@ @ @

192.168 134.105 5758204800001  Area Name 192.168.134.105 80

Figure 4- 178 Video Intercom Devices
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Figure 4- 179 Video Preview
Step 3: When someone presses the doorbell button on the device, the platform automatically pops up

the call interface. You can click oto answer.

Incoming call request: 192.168.134.105

Figure 4- 180 Incoming Call
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Incoming call request: 192 168 134 105

AP

/o)
l\g /‘

)
° l\!:!) 00:10

Figure 4- 181 Answering

(P
@/: Capture a screenshot and will pop up the notification below.

Information X

Snap a screenshot successfully Cpen Folder

Figure 4- 182 Snapshot

O : End the call

m)
= :Open the door.
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Call records

Go to Video Intercom-Call records, you can view the report and see a record of all the answers, you can
export the reports via excel/pdf/cvs/txt.

(JZKBio CVSecurity =
L_Q"l Video View > Intelligent Video / Video intercom / Call records
E.\vl Device Management 5 Time From  2022-04-11 00:00:00 To 2022-07-1123:59:59 Device Name Call type 4 Wore ~ ) s
Lt] Decoding On The Wall > O Refresh W Clear All Data T Export
Call time Start Time End Time Call duration Area ... Device Name Operator Media File
@ Search >
Answered 2022-07-11 14:08: 2022-07-11 14:08: 2022-07-11 14:13; 249 Area Nam 192.168 134 105 admin
{_9,3' Intelligent >
Cancelled 2022-07-11 14:08 2022-07-11 14:08: 0 Area Nam 192.168.134.105
@ Statistics > No one heard 2022-07-11 14:07 2022-07-11 14:07: 0 Area Mam 192.168.134.105
& . Rejected 2022-07-11 14:06 2022-07-11 14:07: 0 Area Nam 192 168 134 105 admin
-, Video Patrol > |€
No one heard 2022-07-11 14:06 2022-07-11 14:06: 0 Area Nam 192 168 134 105
Video intercom ~
No one heard 2022-07-11 14:06 2022-07-11 14:06: 0 Area Nam 192 168 134 105
Video intercom equipment
Rejected 2022-07-11 14:05 2022-07-11 14:05. 0 Area Mam 192.168.134.105 admin
Answered 2022-07-11 13:58: 2022-07-11 13:58. 2022-07-11 14:00: 132 Area Nam 192.168.134.105 admin
Cancelled 2022-07-11 13:58 2022-07-11 13:58: 0 Area Nam 192.168 134 105
No one heard 2022-07-11 13:50 2022-07-11 13:50: 0 Area Nam 192 168 134 105
No one heard 2022-07-11 13:44 2022-07-11 13:45. 0 Area Mam 192.168.134.105
Cancelled 2022-07-11 13:36 2022-07-11 13:36: 0 Area Nam 192.168.134.105

Figure 4- 183 Call Records
Note: How to set the device?

Please Go to Device > System > Video Intercom Parameters, to set the intercom server address.
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Intelligent Analysits

The Intelligent Analysits module focuses on intelligent analysits business, and realizes design
concepts such as enabling application, data analysis, process management and access control linkage
based on scene application and data display through the perception and analysis ability of intelligent
NVR or Intelligent cameras, providing intelligent and convenient intelligent analysits solutions for small
and micro customers.

The whole module includes three menus: scenario application, business configuration and report.
Scene application includes target search, People Control, Tailing Detection, Perimeter Protection,
attendance checking, and people counting functions.

5.1 Scene Application

Target Search

Taking personnel name, ID and certificate number as retrieval conditions or uploading personnel
pictures, the intelligent analysits event records of personnel within a certain time range are searched
and the corresponding trend report is generated.

Personnel Information Query Intelligent Analysits Events

Step 1: In the Intelligent Scenario module, select Scenario Application > Target Search.

Step 2: In the target search interface, fill in the time period and data source, enter the name or job
number of the person in the search box and click Retrieval to find the target.

Intelligent Scene / Scene Applicatian J Target Search

Time Frame Data Modules Thresholds

2021-12-19 15:15:07 - | 2021-12-20 15:15:07

Gender Glasses Mask Upper Color Lower Color

Unlimited Unlimited Unlimited Urlimited Unlimited

Please enter your name or job number

Trend Report More.

No data

Figure 5- 1 Target Search

Step 3: After the retrieval, the retrieval results appear, as shown in Figure 5-2.
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Scene / Scene

() Search Result

! Target Search

1 Generate Track Report

Query Criteria Time Sort =

su22.02:25 25008 5022.02.25 220042 sozp0205 220042 50220225 215758 20235205751 50220225 203840 020225 258 2me2s mrses
* o
First Name  Unknovn
Gender Uninovn g d
Label No.  Unknown -—
B72.0225 185800 220225 165128 20220225 184050 220225 104040 2220025 02818
L Depariment Unknown
i =
Time Frame  2022.02.08 143
Unknown
Modules
20220225 182819 ;2228 182810 0220228 182452 220225 182452 22202 28 182638 220226 182034 20220225 182034 20220228 182200 2220228 182158
Page 1 () total 6 pages in
Paoe total
L o—0—0—0—0—0—=0 o0—=0 0—O0—0—10—0—20
" o0 o000

Figure 5- 2 Object Lookup Retrieval Results

Step 4: In the retrieval result, you can click Generate Trend Report in the upper right corner of the
interface to export the trend report in PDF format, as shown in Figure 5-4.

Scene / Scene ! Target Search

(<) Trend Report [7] Export Trend Report

Header Information Target Detail
Report Name Trend report about Stranger at 20220712 Nariie Unknown
Creater admin Gender Unknown

Time Period Jul 11, 2022 5:34:21 PM - Jul 12, 2022 5:34:21 PM
Report Time 2022-07-12 17:37:00

Record Type  Video Recerd Inteligent Scene Record
Report Describe

Personnel ID  Unknowm

i Department Unknown
Trend Detail
] Q
]
23
0O—0—0—0—00_ Q ] Q O—Q; o

=
Point Location:IPC 10.8.12.211

Record Detail

m
®
©
m

‘
¥
i

1]

T

Figure 5- 4 Trend Report

Intelligent Analysits detection based on video face recognition function, need to set specific function
detection time period (CBL223-C01 /ZKIVA-Edge T1 supported).
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Personnel Control

Through the construction of various types of key personnel to monitor the face database, the front-end
camera is used for face capture, comparison and recognition, and an early warning is issued when the
database hits.

Note: If you use Face recognition camera, such as CBL223-C01.please access the CBL223-C01 web page
and make sure you have enabled the facial recognition function. Then follow the IPC Connection-
Target list library to sync the list library to camera.

| A App Home @ admin v

2Face Library Management 4, Linkage Policy

Network Facial recognition (first enable face detection)

>

larm interval(s; 3 Save
Result anonymization

ction may result in security risks)

O

(*Disabling this fun:
[ uality filter for face images
O

Whitelist links signal output

(* Enable for access control scenarios: links signal output when
similarity exceeds threshold. Disable for alarm scenarios: links signal
output when similarity is below threshold.)

[J  Fast whitelist match (configurable hit box color when enabled)

Figure 5- 5 Facial Recognition Interface

Personnel List Setting

Introduces the operation of the personnel list library creation function set in the People Control pre-set.

Step 1:In the Personnel module, select Personnel Management > List Library.

Step 2: Click Add, configure the relevant parameters, and complete the new list library.

New X

Personnal list name”™

Personnal list type* | -------—- -

Description

Cancel

Figure 5- 6 Added Personnel List Library Interface

Step 3: Click the "Add Person" button on the right side of the list database information to add the
personnel registered to the system to the list database, as shown in Figure 5-7.
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Add Personnel x |
Personnel ID | Name Department Name Q ¢
Alternative Selected(0)

Personne...

2

1

First Name Department Name Personne... First Name Department Name
1 Department Name
Soluctien
>>
>
<
<<
No data
50 rows per page
Cancel

Figure 5- 7 Add People to The List

Personnel Control

Introduce the operation Steps to realize the People Control function.

Step 1: Introduce the operation Steps to realize the People Control function,

Step 2: Click the New button on the application configuration interface, and in the pop-up new
function pop-up window, select the Personnel Control option page, and set the corresponding
control detection conditions, as shown in Figure 5-8. For parameter descriptions, please refer to Table

5-1 shown.

MNew x

Device Name™ 1221141111 -

1 Personnel Control Tailing Detection Perimeter Protection Atter ¥
Effective Time Period 1 -
Control Target Stranger [®d Banned List Pass List
Enabled
A Fles 5 re
ﬁ Ela e
oK Cancel

Figure 5- 8 Added Personnel Control

Field Name

Device Name

Page |218

Field Definition

Select the camera device for face control detection.
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Effective Time The People Control strategy detection period. Only the time period list can test the
Period content of "16.4 Pre-settings".

People Control strategy event record detection control target. For the specific list,

Control Target please refer to the "16.5.1 Personnel List Settings" section.

Enable Enable status switch of People Control policy.

Table 5- 1 Personnel Control Setting Parameter Description
Step 3: Click OK to save the settings.

Result Verification

Step 1:In the Intelligent Analysits module, select Scene Application > Personnel Control.

Step 2: The information displayed on the Personnel Control interface is the real-time monitoring
information of the control settings that have taken effect in the system, as shown in Figure 5-9, and the
interface description is shown in Table 5-2.

Intelligent Scene / Scene Application / Personnel Control

Today Data = Trend of total snapshots

Today’s Totality Allow i
Stranger Block |
Allow list real-time events Stranger real-time events Block list real-time events
il 2022-07-13 09:56:04
« /_\
: 0%
Unknown
Details Info
ST
g 2022-07-13 09:52:10 Stranger

No relevant data is available o ".‘ 0% Mo relevant data is available
Unknown
Det; i

7&")\"&!2
Figure 5- 9 Personnel Control Real-Time Monitoring Dashboard

Field Name Field Definition

Relevant data of personnel management and control on the day, including today’s
Today's data data of the total number of snapshots, strangers, banned lists, and allowed lists,
and the data is updated in real time.

The total number
of snapshots and
the situation

The curve chart visually displays the occurrence trend of People Control events,
including four-time dimensions of day, week, month, and year.

Shows the real-time events of allowed/strangers/banned list personnel in real

time.
Allowed/ e Each personnel control record includes the time of occurrence, snapshot
Strangers/ photos, registered photos, similarity, library name, name, viewing related and
Forbidden List other elements.
Real-time Events e Click the record area, support the pop-up box to view the event details of the
record, click to view related, support to view other snapshot records of the
person.

Table 5- 2 Parameter Personnel Control Real-Time Monitoring Dashboard

Right click the Capture pictures of strangers, you can Quickly find through pictures or add personnel.
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Stranger real-time events

2022-07-13 15:08:40 Stranger

*,
Fea

Liokooeyn
Q Quickly find through pictures

194 Add personnel

2022-07-13 15:04:06 Stranger

Unknown
Details Info

Figure 5- 10 Stranger Real time

Quickly find through pictures: Ability to quickly search for personnel trajectories through captured
pictures.

Click Quickly Find Through Pictures, would be redirected to the target search interface for image
search to generate the trajectory.

Intelligent Scene / Scene Application / Target Search

&n Target Search

Time Frame Data Modules Thresholds 50
2022-07-12 15:15:16 - |2022-07-13 15:15:16 hd h oy 4 ==
0 25 50 75
Gender Glasses Mask Upper Color Lower Color
Unlimited v Unlimited v Unlimited v Unlimited v Unlimited v
« Bl oo
Trend Report More. .
Create Time Repori Name Report Describe Creater Operate
2022-07-12 17:37:00 Trend report about Stranger at 20220712 admin Details

Figure 5- 11 Target Search Interface
Add Personnel: Quickly add captured faces to list library.

Add personnel x
PersonnellList” Pass List ks
Personnel ID* 8000035
Department” Department Name -
First Mame® Rose
Mobile Phone |343543)

Figure 5- 12 Add Personnel Option
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Note: The system will automatically detect whether the captured face photo is up to standard, and the
pixel is not clear will prompt the addition to fail.

Add personnel x

PersonnelList” Pass List - h'\/\
Personnel 107 83000035 10:0
i
Department -
First Name™ ,)
Mobile Phone Face detection failed due to:Picture resolution below
20000 pixels

Figure 5- 13 Add Personnel Option

Tailing Detection

The video face recognition is linked with the door opening event record of the Access Control module,
and the Intelligent camera captures the face and compares it to determine the identity and job number
of the person and compare it with the job number of the access control event. Entering, the snapshot
cannot confirm the identity of the stranger, and realizes the key monitoring and prevention of Tailing
Detection (CBL223-C01/ZKIVA-Edge T1 supported).

Tailing Detection

please enable CBL223-C01 or ZKIVA-EdgeT1 face recognition function, and sync the face library, please
refer to People Control.

Step 1: In the Intelligent Analysits module, select Service Configuration > Application
Configuration.

MNew x
. i
Device Name 122114111 -
H
c) Personnel Control Tailing Detection Perimeter Protection Atter ¥ #
Effeciive Time Period Default Time Period -
Bind Door 10.8.14.1251 hd £
Following of direction e In Out
Eound Barrier Gate 10.8.14.183-1-Out ¥
Enabled 2 é
&::__—_.: #
A\ Please confirm ti
£

Cancel ¢

Figure 5- 14 New Tailing Detection Settings

Parameter Name Parameter Description
Device Name Select the camera to set the Tailing Detection function.

Set the effective time period of the Tailing Detection function, and the time

Effective Time Period period list can refer to the content in "16.4 Pre-settings".
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Binding Door Select the door information bound to the camera with the Tailing

idin ; . :
Binding Doo Detection function.

Monitoring Direction | Set the direction of entrance and exit to be monitored.

Select the channel information that the Tailing Detection function is bound to

Binding Channel the camera.

Enable The Tailing Detection settings enable switch.
Table 5- 3 Description of Tailing Detection Parameters

Step 2: Click OK to save the settings.

Result Verification

Step 1:In the Intelligent Analysits module, select Scene Application > Tailing Detection.

Step 2: Perform real-time monitoring and viewing of relevant records according to the Tailing
Detection doors, as shown in Figure 5-15.

(JZKBio CVSecurity i 3¢ @ zomin -
% Scene Application > Inteliigent Scene / Scene Application | Key Access Control 2022-03-22 Tuesday 10:27.03
E2 Device Management >

& Service Configuration >

Report >

Tail Details
ime: 2022-03-2122.27:01
Device: Tth floor

i
10.8.14.154-1

Traffic Situation

StrangerAt2022-03-21 22:27-01From7th
fior Enter. No related access control
incidents found

L Recently zoran A2022-03-17 10.53.22Pass
‘ ThroughNormal Verfy OpenOpaned This Door
—

Not Configured
74
—

Hot Configured

Figure 5- 15 Tailing Detection Interface

Perimeter Protection

Through the intelligent camera crossline analysis function, Perimeter Protections are delineated in the
anti-crossing areas in passages, boundaries, entrances and exits, and alarms are triggered when
crossing the fence. The crossing fence realizes the empowerment and supplementation of equipment
such as access gates, physical fences, and security gates, and analyzes and warns illegal crossing
behaviors through computer vision.

Step 1: Access the camera web page, set the line statistics, and draw lines, as shown in Figure 5-16.
Note:

1. Please refer to the hardware suggestion list to check the supported camera. access the
web page and select “Tripwire” to set the line crossing.
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Global Configuration  Intrusion  Loitering | Tripwie | Enter  Exit  Fast Movement

1.Area Seitings 2.Alert Plan

3.Linkage Policy

| Detection Settings

Alarm check interval ()

Recognition mode Center
Sensitivity 50
Detection object [ Pedestrian Motor vehicle Non-motor vehicle

(Note: Intelligent 2

sis supports only full images. Cropped images are not supported.)

(Note: The tripwire crossing direction follows the right-hand ruls. That is, when you stretch your palm outward with the four fingers following the
tripwire drawing direction, the direction your thumb points is called the positive direction, and the oppesite is the negative direction.)

| Detection Areas

g praw [ Measure Pixels

(Before switching the page, dlick Save to save the area that you drew.)

Name
No Name Status Operation
e «© t
Save (Note: Enable global configuration before saving the settings.)

Figure 5- 16 Set the Camera Line Crossing to Draw the Line
2. About the ZKIVA-Edge T1 setting, please refer to Perimeter alarm setting.
Step 2: In the Intelligent Scenario module, select Service Configuration > Application Configuration.

Step 3: In the application configuration interface, click New button, select the Perimeter Protection
tab, and set the relevant parameters, as shown in Figure 5-17. For parameter descriptions, please refer
to Table 5-4.

New % |

Device Name™

1 Personnel Control

Effective Time Period

Enabled

66-174-11 -

Tailing Detection Perimeter Protection

Default Time Period A

-
i

Alter »

Cancel

Figure 5- 17 New Perimeter Protection Settings

Parameter Name Parameter Description

Device Name Select the camera to set the line-crossing function.
Effective Time Period

Enable

Set the effective time period of the perimeter protection function

The Tailing Detection settings enable switch.

Table 5- 4 Cross Fence Parameter Settings

Step 4: Click OK to save the settings.
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5.1.4.1 Result Verification
Operating Steps:
Step 1:In the Intelligent Analysits module, select Scene Application > Perimeter Protection.

Step 2: View real-time monitoring data on this interface, as shown in Figure 5-18.

Scene / Scene ication / B cli

Event Details 77 "%’ Statistics Today

%,
EventType  Perimeter Protection o

i)
' i Count Today.

297

Event Level Exception

AlarmTime  2022-07-13 14:12:11

Dealt Count

EventArea  Area Name
-y 0

IP Address 10866134

Capluring 78w

Device Treatment Rate

® @ (5] @

Average Response Time

OhOm

Event Fraquent TOP 5 Day v O Regional Distribution pay v O
| ¥ 2071207

[ @ AreaName

a5 4 0ize7

1 i 0/207

B R 0/207

= 0/297

Figure 5- 18 Perimeter Protection Dashboard

(v)

: Real-time preview the video.

g
: Playback the linkage video.

E : Check the snap picture.

: Check the event details.

Event Details X

Processing records

Event Type Perimeter Protection
Event Level Exceplion

Alarm Time Jul 13, 2022 2:54:42 PM

Occurrence
Area Name

Capturing n "
Device & YT
No relevant data is available

IP Address  10.8.66.134

Figure 5- 19 Perimeter Protection Event Details

~ -
Click ,you can deal with and mark the event.
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Audit Event x

TEST

Add Templates + Collapse Templates

Resolved or processed = Someone has been sent to the scene to confirm

False alarm, no abnormal condition x
Relevant personnel have been informed by email x=

The screenshot has been saved x 123 % TEST

Figure 5- 20 Perimeter Protection Audit Event

\

After auditing the events, the icon will mark to H sysmbol.

Intelligent Scene / Scene Application / Perimeter Protection

Event Details T ‘lﬁ% Statistics Today

EventType  Perimeter Protection o

Count Today.
EventLevel  Exception 327
AlarmTime ~ 2022-07-13 14:57:02
EventArea  Area Name :Ea“ olin
IP Address 10.8.66.134
- Capturing TEADLE
L™ 2 5 Device o Treatment Rate
8 =
A =y > a
« o 0.31%
- e 3 e =
11 HE ki | H i (Al R E 1 gEp Average Response Time
" | | 14 ! 1 "
| . | : Oh 6m
W . i = _ i WS b b -
Event Fraguent TOP 5 pay ~+ O Regional Distribution pay ~ &
THE 319/319
@ Ares Name

< 0/319

gl L3 0319

Figure 5- 21 Perimeter Protection Event Interface

5.1.5 Attandance Checking Detection

Through the intelligent camera people counting function to realize the monitoring and alarm of
leaving work and leaving the post, by demarcating the monitoring area, setting the monitoring of
leaving work and leaving the post, the camera calculates the number of people in the area in real time,
and triggers the alarm of leaving work and leaving work when no one is on duty. This function is mainly
used for monitoring security Business scenarios that need to be always on duty, such as rooms,
monitoring rooms, and sentry posts.

Preconditions:

The camera supports (D series) and the Crowd Density function parameter is enabled. See Crowd
Density (Please refer to the hardware suggestion list to check the supported devices).

Page |225 Copyright©2022 ZKTECO CO., LTD. All rights reserved.



ZKBio CVSecurity User Manual

Attandance Checking

Step 1: Log in to the camera settings interface, select the Crowd Density tab in the Advanced
Configuration > Intelligent Analysis > General Intelligence interface, and check to enable the
Crowd Density function, as shown in Figure 5-22.

dio/lmage -
s efocus

3Linkage Policy

| Detection Settings

License status: Not involving
[ Enable

Common Intelligence i {5y Sensitivity 4
Alarm check interval (s)

Alarm threshold (users) 4

| Detection Areas

 Draw

Name GuardArea

No. Name Operation

GuardArea i

Figure 5- 22 Crowd Density Monitoring with Built-In Camera

Step 2: In Intelligent Analysits module, choose Service Configuration > Application
Configuration > New. Select Attendance Checking.

New x
Device Name™ 1221111111 -
1 Tailing Detection Perimeter Protection Attendance Checking Detection 3
Effective Time Period Default Time Period -
Enabled
Duty plan Shift schedule
1 - management
Cancel
Figure 5- 23 Add Attandance Checking
Parameter Name Parameter Description
Device Name Select the camera to set the cross-limit bar function.
Effective Time Period Set the effective time period of the attendance checking.
Enable Enable attendance checking detection.
Duty Plan Click shift schedule management to set the duty plan.

Table 5- 5 Resignation Parameter Description

Step 4: Click OK to save the settings.
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5.1.5.2 Result Verification
Operating Steps:

Step 1: In the Intelligent Analysits module, select Scene Application > Attendance Checking
Detection.

Step 2: The relevant data can be viewed in this real-time monitoring interface, as shown in Figure 5-24.

Departure Stuation Today

Foint Location  AUESTERISE
Leave Frequency” 0

Total Attendance 0

Checking Time™

Departure Rate” 0%

Last Leave®

Generale a layoff report

Close

Figure 5- 24 Attandance Checking Dashboard

Step 3: Click the On Guard icon, you can check the departure situation today, and generate the off-
duty report.

Intelligent Scene / Scene Application / Attendance Checking Detection

(%) Dismissal report [i1] Export out-of-job out-of-job report
Header Information Post situation
Report Name: Dismissal report on vy 202207 13144525 Foint Location [ o
Creater admin Leave Frequency 0
Total Attendance o
Report Time 2022-07-13 14:45:40.955 Checking Time
Report Describe Departure Rate 0%

Last Leave

< Longest Leave

Detection bar graph

A

Record Detail

Figure 5- 25 Report

5.1.6 People Counting

Counting the number of people entering and leaving the area through the crossing line statistics
function of the Intelligent camera, entering +1, going out -1, setting the area capacity, calculating the
number of people in the area, dynamically displaying whether the area can enter the state, and
realizing its business needs, especially to meet the current epidemic situation. In the context, the
passenger flow control of supermarket stores.
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5.1.6.1 Result Verification
Operating Steps:
Step 1:In the Intelligent Analysits module, select Scene Application > People Counting.

Step 2: The relevant dynamic data can be viewed in the real-time monitoring interface of regional
people statistics, as shown in Figure 5-43,

Intelligent Scene / Scene Application / People Counting

Current Range: 2 "
- 2022-07-13 15:41:20 @ @

View Mode ~

Sl Maximum Area Capacity - 12 ‘
Over-limit Number ‘ !
2 ' \ /i R 116%
‘ Current Area Population : 14

—— | L | —
Please wait in line..
3 o Sorry. the service is temporarily suspended as the current number ' ) -
of people has exceeded the limit. Please cooperate.

Please wear face mask.

Please wash your hands frequently.

Figure 5- 26 People Counting Dashboard

You can change the icon that fits this area, click the icon that you can change it.

Icon Slogan™ | Please wear face mask

Figure 5- 27 Icon Setting

Also you can check the Peak periods of passenger flow and footfall.
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Intelligent Scene / Scene Application / People Counting

Current Range: 2

2022-07-13 15:50:59

View Mode ~

- | \ \. Maximum Area Capacity : 12
Over-limit Number \ ﬂ"lr |
\ W G 116
« 2
Current Area Population - 14

& Statistics B Event Chart
Trend map of the number of people in the area 2022-07-01 Current Passenger Flow: 0 |
s
2:14
Figure 5- 28 Passenger Flow Statistics
Live Alarm

Alarm events generated by all devices in the Intelligent Analysits module.

My Dashboard

Users can customize the personal data dashboard according to conditions.

Step 1: Go to Intelligent Analysits > Service Configuration > Dashboard Configuration.

Step 2: Click New Button, according to the condition to set the dashboard.

New x
Configuration NMame* Today's not processed eve Add Filter Audit Event -
Limit Count” 10 Is it public? O Yes (®) No
Condition
B4 Audit Event Unprocessed -

Cancel

Figure 5- 29 New My Dashboard
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Parameter Parameter description
Configuration Name User-defined the dashboard name.

Add Filter According to your dashboard to add the filter events

Limit Count The number that needs to be displayed
Is it public? Is it an individual view or can be seen by everyone
Condition Configure the condition according to the filter

Table 5- 6 Parameter dashboard

Go to Scene Application > My Dashboard to check the dashboard.

3% e admin v
Intelligent Scene / Scene Application / My Dashboard
Dashboard configuration Today's not proces... ~
Today's not processed events Y W
Image Person Name Eveni Name Occurred Time Area Operations
A
&‘i Unknown Intrusion detectio 2022-07-13 16:17:43 Area Name @
=
m;!‘ Unknown Zone enter detect 2022-07-13 16:17:40 Area Name e
4
. Unknown Stranger Abnorme 2022-07-13 16:17:20 Area Name &
._ Unknown Stranger Abnorme 2022-07-13 16:17:20 Area Name @
ot record of people in thefl [ Yesterday's latest personnel capture record or [ Today's earliest personnel capture record o £ Yesterday's latest snapshot record of the o

Siranger 4
222219 - Q

Stranger Stranger
Jant 20:28.41 07:37.04
is Stranger
\able 2024:33
hhnard

personnel in the allowed list database

Siranger h 1225
07:2551 O 183153

Stranger
07:37:28

Figure 5- 30 My Dashboard
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5.2 Device Management

Two device addition methods are supported, one is IPC directly connecting to ZKBio CVSecurity
through SDK, and the other is ZKIVA-Edge connection.

5.2.1 IPC Connection (Currently, Only Support HWSDK Camera Connection, Please

Check the Hardware Suggestion List)

Step 1: Go to Intelligent Analysits > Device Management > Camera, you can click Search or New to
add the HWSDK Camera.

Device Name™ |h=.r,t

IP Address” |10 g

Port* | 6061

User name* |adm|r:
SDK Password” [rameees

Area Name™ | Area Name

| canca

Figure 5- 31 Add Camera

Step 2: Click = , access the camera’s web page to set the intelligent function.

P1Z General Network/Time

vaey @ Q ®™w
40 r ar ®E
Ly 4 DO S0

Mode

Speed -9
1 2 3 4 5 6 7 8 910

Figure 5- 32 Access IPC Web Page

Click this button to support directly adding IPC to NVR as a storage application.
(NVR needs to be added to the Video Management module in advance).
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Video storage

I Primary Device® | ZKNVR-ZKNVR

Figure 5- 33 Video Storage

After the completion, the Storege status would be change to & .

Sl R Click this button to modify camera SDK password.

Modify SDK connection password

User name” | admin

SDKPassword” | 3 |

New Password® | ‘

Confirm Password™ | ‘

T T

Figure 5- 34 Modify Sdk Password

Ed Target List Library

Click this button to sync the face library (only CBL223-C01 supported), please
select a list lirabry, and sync.

Target List Library

Device Name | 10BAAE = | Name of the list ibrary | a < Personnel ID | | Name | Status - Q<
‘T Refresh [ s Selact list library Resync PersonnellList I W Delete 3 Refresh E Resync T Delete
1 List Library... List Library... Numberof .. Operations | Personne.. First Name Status Description
| Forbidden List Banned listlib 4 & ] 32001 zzz Succeec
| Pass List Allow List Libr. 54 a* - 32004 Xuyang Succeet

i 3200334 W W Failed unknown_error

] 3200333 zzz Failed Commen error.
1< < 1-2 bY > 50 rows per page ~ Total of 2 records 1€ < 1-4 > 3l 50 rows per page ~ Total of 4 records

Figure 5- 35 Sync Xface Library

O Synchronize Time . . . .
Click this button to Sync time to device.
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Reboot Device:
It will reboot the selected device.
Synchronize Devices:

Synchronize data of the system to the device. Select device, click Synchronize All Data to Devices and
click OK to complete synchronization.

Note: Synchronize Devices will delete all data in the device first (except transactions), and thus
download all settings again. Please keep the internet connection stable and avoid power down
situations. If the device is working normally, please use this function with caution. Execute it in rare user
situations to avoid impact on normal use of the device.

5.2.2 ZKIVA-Edge Connection (Currently, Only Support ZKIVA-Edge T1 Connection)

(Smart Box)

Step 1: Go to Intelligent Analysits > Device Management > Smart Box, click New to add the Edge.

Device Name® |Tes1

IP Address” |192 -168 .34 .43
User Name® |admir|

Password® |.......

Device Model* |ZKIVA-Edge-X

Area Name” |A.rea Name

T o I

Figure 5- 36 Add ZKIVA-Edge

Step 2: Please add camera via RTSP. Select an Edge, click New on the right page, enter the details of the
camera ‘s RTSP Stream.

Channel Name® Iiﬁf |
Main Stream* | rtsp'!!nsemame:pm;swnmﬂ

Area Name™ |Afea Name - |

A\ Example of RTSP video stream on ZKTeco device
risp: | (@IP-554/Li 1/Mediat

Please confirm the video stream format for other manufacturers”
equipment

[ carei

Figure 5- 37 Add Camera to ZKIVA-Edge
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Note: RTSP Format

a. ZKBio X series: rtsp://username:password@IP:554/LiveMedia/ch1/Media1l.

b. ZKIPC series: rtsp://sername:password@IP:554/ch01.

c. Other Branchs: Please contact the vendor to get the corresponding RTSP format.
Result:

After adding, you can check the status and preview the video.

Channel ¥

Channel Name | | Morer Q &

O Refresh  =# New £ Edit B Delete @& Video storage

Channel Name IP Address Main Stream Area Name Storage St... Operation

B6.156z 10.8.66.156 risp:/fadmin:admini23 . @10.8.66.156:554/Live Area Name Online @
B66-174-11 10.8.66.174 rtsp:/fadmin:admini23.@10.8.66.174:554/Live Area Name Online (=4 ®
12.211-t1111 10212211 rtsp:/fadmin:admini123.@10.8.12.211:554/Livel Area Name Online =] ®

Figure 5- 38 Check the Status

Figure 5- 39 Preview
Step 3: Click a camera, click 2 to config the channel.
ZKIVA-Edge T1: Support 2 intelligences: Face Recognition and Perimeter Alarm.

ZKIVA -Edge T1(16CH): Supports up to 16 channels, and can be intelligently functioned with 16
channels (16 face recognition or 16 perimeter protection, or 8 faces + 8 perimeters, etc.)

Channel Config x
Channel Model® | Perimeter Alarm -
Perimeter ling Face Recognition libed
drawing Perimeter Alarm

Figure 5- 40 Channel Config
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Perimeter Alarm: Based on Line crossing, it implements the functions of intrusion detection and
perimeter protection.

Face Recognition: Based on the face recognition function, it realizes the classification and linkage
management of personnel identification of different list databases

Face Recognition
Channel Config x

Channel Model™ Face Recognition -

Figure 5- 41 Face Recognition Config

The Configuration of The Target List Library

Step 1: Select an Edge, click Target List Library, select list library, and sync the personnel.

Note: Please go to Personnel module to creat the list library firstly.

Target List Library ®
Device Name | 12.220 - Library Name a < Personnel ID Mame Status | —— ¥, Q <
O Refresh [ Select Personnel List 3 Refresh T Delete Personnel & Resync
List Library List Library Number of Operations Personne First Name Status  Description
Pass List Allow List Libr 54 3* 71202 karad71202 Failed Pass List karad71202 Delivery failed Reason for T
Forbidden List Banned list lib 4 & 71201 karad71201 Failed Pass List kara071201 Delivery failed Reason for f
2841 LEC Failed Pass List LEQ Delivery failed Reason for failure:N
47474747 higher Succeet
7060722 Failed Pass List Delivery failed Reason for failure:No fac
706086 Leo Failed FPass List Lec Delivery failed Reason for failure:N
70605 karad70605 Failed Pass List karadT0805 Delivery failed Reason for f
70603 karal70603 Failed Pass List kara0T0803 Delivery failed Reason for f
70604 kara070604 Failed  Pass List kara070604 Delivery failed Reason for f
12 TRRNT karaN7NRNT Failad Pacs |ict karaNTNANT Nalivary failad Bassnan far §
Figure 5-42

Step 2: Select an Edge, click Active Report to report the picute to ZKIVA-Edge, as shown in Figure 5-43.
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Active Report

Server Address™ ‘ hitps:/10.8.12.63:899%/upload/T 1/report

Resend Interval® ‘ 1

Resend times® ‘ 3

Date Type”™ ‘ Capture+ldentification

Report Feature
Report Picture
Report Panorama

| cancer |

Figure 5- 43 Active Report

Paramater Description
Server Address Enter the address of the server to report
Resend Interval(s) Sets the resend interval for the same event
Resend Times Sets the number of resendings for the same event
Date Type Set the reporting .d'ata"type, and the option supports "capture, recognition,
capture + recognition
Report Feature Select whether to enable character reporting
Report Picture Select whether to enable report images
Report Panorama Select whether to enable report panoramas

Table 5- 7 Active Reporting Parameter Description

Result:

Please refer to the setting, after config, please check the people control dashboard.

[JZKBio CVSecurity 1 % 6 zomin
B Scene Applicati - igent Scene / Scene Appli 1 Personnel Control
Today Data 20220712 Tuesday 13555 Trend of total snapshots re—
R &'
Target Search s
Todays Totaity, Allow list :
Personnel Control a 361 o 0
Tailing Detection 40
N = Stranger Block list 20 =
Perimeter Protection 8 361 @ 0 P F L N\
Attendance Checking 0:00 200 400 6:00 8:00 10:00 1200 1400 1600 1800  20:00 2200
Detection
People Counting Allow list real-time events Stranger real-time events Block list real-time events
v
Uiva oo 20220712 16:3359 w
o
My Dashboard -fo‘%\
N
Unknown
Details Info
0. . — - 0
v
20220712 16:3324 W
No relevant data is available 1 =\°% No relevant data is available
1 i
52 Device Management > ‘\ N
Details Info
Service Configuration 3 a e el 4

Figure 5- 44 People Control
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5.2.2.3 Perimeter Alarm

drawing {Go draw a line)

oc W cao

Channel Config x
Channel Model® | Perimeter Alarm -
Perimeter line Crossed Mot scribed

Figure 5-45

Figure 5-45 Channel Configuration option

Step 1: Go to Channel Config and select Perimeter Alarm, click Go draw a line.

Result:

Channel Canfin

Figure 5- 46 Draw A Line

Please refer to Perimeter Protection setting, after setting, please go to Perimeter Protection to check

the dashboard.
[ZKBio CVSecurity EH @ aomin -
B3 Scene Application «  Inteliigent Scene / Scens Application / Perimeter Protaction
Target Search Event Details 7 Statistics Today e
Personnel Control EventType  Perimeter Protection Count Today
Tailing Detection Eventlevel Exception 254
= Alarm Time 2022-07-12 16:51:20
e - 0 i
e nce L
Detection 2 PAddress  10.8.66.134
People Counting Capturing -
Device Treatment Rate
Live Alarm 0
My Dashboard
14 o -4 -1 LY Average Response Time
Event Frequent TOP 5 Day ~ O Regional Distribution Day v O
em - 254254
o i 0254 B
52 Device Management > 1088 =
B Service Configuration 3 ! a
o
[ Report H -
Figure 5- 47 Perimeter Protection Interface
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It will reboot the selected device.

It will synchronize device time with server’s current time.

Synchronize data of the system to the device. Select device, click Synchronize Devices and click OK to
complete synchronization.

Note: Synchronize Devices will delete all data in the device first (except transactions), and thus
download all settings again. Please keep the internet connection stable and avoid power down
situations. If the device is working normally, please use this function with caution. Execute it in rare user
situations to avoid impact on normal use of the device.

This option will help you to delete all recorded faces.

Service Configuration

Timezone

Step 1:In the Intelligent Analysits module, select Service Configuration > Time Zones.

Step 2: Click the New button and set the daily time period in the pop-up time period new function
pop-up window, as shown in Figure 5-48.

Time Zone Name™

Remarks

W Delete all

Tu

Th

Fr

Su

Cancel

Figure 5- 48 Time Period Configuration

Step 3: Click OK to save the settings.

Delete

In the Intelligent Analysits > Service Configuration > Time zone, select the time zone to be deleted
and click Delete or Delete icon button under Operations. Click OK to delete.
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Prompt

Are you sure you want to perform the delete
operation?

o IR

Figure 5-49 Delete Time Zone

5.3.2 Application Configuration

Operating Steps:

Step 1: In the Intelligent Analysits module, select Service Configuration > Application
Configuration.

New *x
Device Name® 122114111 d
1 Personnel Control Tailing Detection Perimeter Protection Alfter »
Effeciive Time Period | Default Time Period A |
Bind Door |10.8.14.125-1 -
Following of direction & In () Out
Bound Barrier Gate 10.8.14.183-1-0ut  ~ |

Enabled

A Please confirm that the device has enabled face parameters and face recognition

‘& Please confirm that the device has 1ssued the target list library

saveandnew [l ok NI

Figure 5- 50 New Tailing Detection Settings

Device Name Select the camera to set the Tailing Detection function.

Effective Time  Set the effective time period of the Tailing Detection function, and the time period

Period list can refer to the content in "16.4 Pre-settings".
- Binding Door Select the door information bound to the camera with the Tailing
Binding Door ; .
Detection function.
Monitoring Set the direction of entrance and exit to be monitored.
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Direction

Select the channel information that the Tailing Detection function is bound to the

Binding Channel
camera.

Enable The Tailing Detection settings enable switch.
Table 5- 8 Description of Tailing Detection Parameters

Step 2: Click OK to save the settings.

Delete

In the Intelligent Analysits > Service Configuration > Application Configuration, select the Device
to be deleted and click Delete or Delete icon button under Operations. Click OK to delete.

Regional Occupancy Control Configuration

Step 1: Access the camera background, and set the line statistics to draw lines.

Alarm threshold 65535

§ oraw Lines
{ Draw & Diraction & Delete

(Before switching the page, click Save to save the area that you drew.

| Detection Areas
& Draw Area
(Before switching the page, dlick Save to save the area that you drew.)

Name Areal

No. Name Operation
Arcal 1

Figure 5- 51 Enable Head Count

Step 2: In the Intelligent Analysits module, choose Service configuration > Regional Occupancy
Control Configuration.

Step 3: Click the New button to set the parameters of the statistical range of the number of people, as
shown in Figure 5-52. For parameter descriptions, please refer to Table 5-9.

New X

i |

Area Name:”

Area Device:* v
Reset Strategy: Do not Clear hd
Max. Capacity:*

Remarks:

Cancel

Figure 5- 52 Added Parameter Interface for Statistical Range
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ID Custom statistics range number.
Area name User-defined the area name.
Area device Select the device which is used to people counting.
Data statistics automatic clearing strategy setting, providing options of "no
Reset strategy 9 9y 9 P 9 op

clearing" and " clearing at 00:00".

Maximum Capacity = The maximum number of personnel allowed in the custom statistics area.

Remarks Customize the note information.

Table 5- 9 Description of New Parameters in Statistical Range

Step 4: Click OK to save the settings.

5.3.3.1 Delete

In the Intelligent Analysits > Service Configuration > Regional Occupancy Control Configuration,
select the region to be deleted and click Delete or Delete icon button under Operations. Click OK to
delete.

5.3.4 Live Alarm Configuration

Alarm events generated by all devices in the Intelligent Analysits Module

Step 1: In the Intelligent Analysits module, select Service Configuration > Live Alarm
Configuration.

Step 2: Click the New button and set the live alarm in the pop-up alarm new function pop-up window.

Live Alarm
Configuration:*

Ewvent Type:

Figure 5- 53 Add Live Alarm Configuration

Configuration Name User-defined the dashboard name.
Live Alarm Enter the live alarm name
Event Type Enter the event type
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Table 5- 10 Parameter Live Alarm Configuration

5.3.4.1 Delete

In the Intelligent Analysits > Service Configuration > Live Alarm Configuration, select the Live
alarm and click Delete or Delete icon button under Operations. Click OK to delete.

Prompt

Are you sure you want to perform the delete
fion?

Cancel

Figure 5- 54 Delete Live Alarm Configuration

5.3.5 Custom lcon

—ok W oo |

Figure 5- 55 New Custom Icon

5.3.6 Dashboard Configuration

Users can customize the personal data dashboard according to conditions.
Operation Guide:
Step 1: Go to Intelligent Analysits > Service Configuration > Dashboard Configuration.

Step 2: Click New Button, according to the condition to set the dashboard, as shown in Figure 5-56. For
parameter descriptions, please refer to Table 5-11.
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New x
Configuration Mame™ I:roda_r;n_t processed eEI Add Filter i_AE!_rt_EEﬂ A |
Limit Count® |1G Is it public? O Yes (s) No .
Condition
Audit Event Unprocessed v

saveandnew ll ok TR

Figure 5- 56 New My Dashboard

Configuration Name User-defined the dashboard name.
Add Filter According to your dashboard to add the filter events
Limit Count The number that needs to be displayed
Is it public? Is it an individual view or can be seen by everyone
Condition Configure the condition according to the filter

Table 5- 11 Parameter Dashboard

5.3.6.1 Delete

In the Intelligent Analysits > Service Configuration > Dashboard Configuration, select the
dashboard name and click Delete or Delete icon button under Operations. Click OK to delete.

Prompt

Are you sure you want to perform the delete
operation?

Figure 5- 57 Delete Dashboard Configuration
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Parameters

Step 1: Go to Intelligent Analysits >Service Configuration >Parameter.

JZKBio CVSecurity i 8

E D N Intelligent Scens [ Service Configuration ! Farameter

© Device Management > ; - : -
Privacy protection configuration

| Service Configuration
Enable allow list privacy protection

Time Fones Wes Mz

Application Configuration Enable block list privacy protection
Regional Occupancy Contral s M

Configuration

Custom leon

Live Alarm Configuration Algorithm service configuration

o

Enable face comparison service

w} Yes Mo

Enable structured analysis service for people goals

Yes Mz

Linkage alarm configuration

Alarm event type

Whether to enable pop-up alarm

ez Mz

Alarm menitoring recipient email

Figure 5- 58 Parameters

Privacy protection configuration

Enable the privacy protection list for Allow list and Block List

Algorithum configuration

Enable the algorithm service configuration for face comprasion and structured analysis for people goals

Linkage alarm configuration

If alarm event occurs on this door, whether there will be alarm sound reminder for vehicle detection
When any Linkage is happening, whom to notify via email.
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Reports

All Records

Step 1: Go to Intelligent Analysits >Reports >All Records.
Step 2: We can check all the records as a list orimages format.

Step 3: On the All Records screen, click Export, enter the user password in the displayed security
verification dialog box, and Click OK. Select whether to encrypt the file and the file format to export
and Click OK.

iJZKBio CVSecurity i &
B scene Application 5 Intelligent Scene / Report | All Records
e g Time Feriod | 202207-28 15:26:32 | To | 2022.07-20 16:26:32 Event Type v | Device Name Selection | More- Q &£
E Service Configuration 5 5 Refrash Lists T Expert
Event Type  EventLevel  Event Time Device Name Aras Name Captursd L. Audit Event  Operations
Repart -

Eniry&Exit Records
Trend Report
Live Alarm Query

Dismissal report

Figure 5- 59 All Records

Step 1: Go to Intelligent Analysits >Reports >Entry & Exit Records.
Step 2: We can check all the records of entry and exit as a list format.

Step 3: On the All Records screen, click Export, enter the user password in the displayed security
verification dialog box, and Click OK. Select whether to encrypt the file and the file format to export
and Click OK.

ZKBio CVsecurity i &

E Scene Application 3 Intelligent Scene [ Report ! Entry&Exit Records
B pevice management 1 Time Period | 20 d | To|[2022-08-01 10:38:28 Area Name | Al | Moe- Q£
E Service Configuration > i Refresh T Export
Event Triggered Time Event Name  Area Name IniQut Status Device Nams
Report w
All Records

Trend Repart
Live Alarm Query

Dismissal report

Figure 5- 60 Entry and Exit Records
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Step 1: Go to Intelligent Analysits > Reports > Trend Records.
Step 2: We can check all the records of trend as a list format.

Step 3: Click Delete button under Operations. Click OK to delete.

JZKBio CVSecurity i

B scene Application g Intelligent Scene / Report / Trend Report
E Device Management 5 Time Period | 2022-07-01 10:41:27 To | 2022-08-01 10:41:27 Report Name I| | Creater 5
(B service Configuration > {3 Refresh T Delete
Create Time Report Name Report Description Creater Operations
! Report w
All Records

Entry&Exit Records

Live Alarm Query

Dismissal report

Figure 5- 61 Trends Records

Step 1: Go to Intelligent Analysits >Reports >Live Alarm Query.
Step 2: We can check all the records of live alarm query as a list format.

Step 3: On the All Records screen, click Export, enter the user password in the displayed security
verification dialog box, and Click OK. Select whether to encrypt the file and the file format to export

and Click OK.

JZKBio CVSecurity  # #

E Scene Application 3 Intelligent Scens | Report ! Live Alarm Query
°  Device Management 5 Time Period | 2022-07-31 10:43:57 To | 2022-08-01 10:43:57 Live Alarm Configuration |— x G |
Service Configuration 3 i Refresh = Lists T Expert
Event Type Event Level Event Time Device Name Area Name Captured |. Audit Event  Operations
Report v
All Recaords

Entry&Exit Records

Trend Report

Dismissal report

Figure 5- 62 Live Alarm Query
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Step 1: Go to Intelligent Analysits >Reports > Dismissal Records.
Step 2: We can check all the records of dismissal as a list format.

Step 3: Click Delete button under Operations. Click OK to delete.

1JZKBio CVSecurity = 3
E Scene Application 3 Intelligent Scens ! Report / Dismissal report
Device Management 5 Time Period | 2022-07-01 10:45:55 To |2022-08-01 10:48:55 Report Name I| Creater Q &
5 Service Configuration ¥ { Refresh W Delets
= Create Time Report Name Report Des... Creater Operaticns
Report o
All Records

Eniry&Exit Records
Trend Report

Live Alarm Query

Figure 5- 63 Dismissal Report
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Attendance Management

6.1 Operation Scenario

Attendance, also known as time management, carries out attendance function operations such as
scheduling for employees, and helps enterprises effectively collect attendance data of employees,
enter abnormal attendance data, and calculate attendance results.

Operation Flow

Introduce the configuration process of attendance management business.

The attendance management business configuration process is shown in Figure 6-1.

Add Attendance b Set Attendance
me Anendance Person : A Devtces Rule/ Holiday/ Set TimeTable
Leave type

Y
h 4

Y

F'y

Eception (Appended
Attendance Report |[#—— Ag::ji?:e < Receipt/ Leave/ Scheé:iclli{ EE;SeodnurE]l and R Set shift
Overtime/ Adjust Shift) P

Figure 6- 1 Attendance Configuration Process

Attendance Management

By Area

This action is used to define which persons in the Attendance area can be attended. Only those who are
added to the area can be attended.

This paper introduces the configuration Steps of manually setting regional attendance personnel in.

Add Area Personnel

Step 1: In Attendance module, select "Attendance Management > Setting Personnel by Region", select
the region to be set in the list on the left, and then click "Add Regional Personnel” on the right.

Step 2: Add personnel information in the pop-up Add Personnel window, as shown in Figure 6-2.
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Add Personnel(Area Name) x
Personnel ID Name Q &
" 2% [ subordinate Level Contained  Alternative Selected(0)
[E) Department Name Personnel ID  First Name Department Personnel ID  First Name Department
[ Soluction
No data
0 50 rows per page "
Cancel

Figure 6- 2 Add by Area

Step 3: Click OK to complete the configuration of adding attendance personnel in the area.
Delete Area Personnel
Step 1: On the Area interface, select the required ID from the list.

Step 2: Click Delete or click on the (i icon.to delete the selected ID.
Step 3: Click Delete, to ensure and delete the selected ID from the list.

Prompt

Are pou sure you want to perform the delete

operatcn !

4 Cange

Figure 6- 3 Deleting People

Export
You can export all transactions in Excel, PDF, CSV format.

Export N

Figure 6- 4 Export People
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6.3.1.4 Import
You can import all transactions in Excel, PDF, CSV format.

Import Area Personnel:

Import Persormed *
Fie Formal (#) Excel
Seleci File m Mot Uploaded

Figure 6- 5 Adding People Import Area

Import and Delete Area Personnel:

Impor Persornel o
Fie Formal (%) Excal
Select Fike [ Hot Uptaaded
The first line of the daia format is table name, the second line = header, the third
= K e or PO

ok I

Figure 6- 6 Import Personnel
Download Import Template:

You can download the entire file in Excel, PDF, CSV format.

6.3.1.5 Private Message

Private Message o
SktS Conlent”
Slart Tima*
ShS Durnfian (Mnetes|” |E|:|

| o

Figure 6- 7 Private Message
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Attendance Device Description (Attendance Device)

This paper introduces adding attendance device and setting communication parameters of connecting
device, including the settings in the system and attendance device. After successful communication,
you can view the information of connected devices, monitor the machines remotely, synchronize data
and other operations.

Use Attendance Machine as Attendance Data Source

You need to set up the communication of the device first:

1.  Open "Communication Settings > Network Settings" on the attendance device and configure
the device network information in the pop-up "Network Settings" window.

2. Open "Communication Settings > Cloud Service Settings" and configure cloud server
information in the pop-up "Cloud Server Settings" window.
Authorized Device

This paper introduces the configuration Steps of adding attendance device in by authorization.

Step 1: In the Attendance module, select Attendance Management > Attendance Device, and click
"Authorized device".

Step 2: In the Authorized Devices window that pops up, add attendance devices, as shown in Figure
6-8.

Authorized Device

IP Address Serial Number

IP Address Serial Number Operafions

Figure 6- 8 Device Authorization Add Interface

Step 3: In the Add window that pops up, configure the device information, as shown in Figure 6-9, and
the key parameters are described in Table 6-1.

Device Name® CIZW202560100

Serial Number™ CIZW202560100

IP Address 10 .8 B LR R
Attendance Area” Area Principal

Time zone® (UTC+8)Beijing, Chines
Registration Machine ™

AN

Figure 6- 9 Adding Device Setup Interface
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Parameter Description
Attendance Area The device is divided into regions to realize the management of regional data.

If it is not checked, the user data uploaded by the device will not be processed

Whethe;ﬂziﬁierz]g;ster the (if the attendance record of the device is checked or not, it will be processed);
Check, and the user data uploaded by the device will be processed.
Table 6- 1 Description of Key Parameters.
Delete

Step 1: On the Device interface, select the required Device Name from the list.

Step 2: Click Delete or click on the i icon.to delete the selected Device.

Step 3: Click Delete, to ensure and delete the selected Device from the list.

Device Control
® Upgrade Firmware

Tick the device that needs to be upgraded, click Upgrade firmware to enter edit interface, then click
Browse to select firmware upgrade file (named emfw.cfg) provided by Access software, and click OK to
start upgrading.

& Note: The user shall not upgrade firmware without authorization. Contact the distributor before
upgrading firmware or upgrade it following the instructions of the distributor. Unauthorized upgrade
may affect normal operations.

® Reboot Device
It will reboot the selected device.
® Public Message

You can set public message in the device so that the device can display short messages on the page
(Not all the devices support this function).

® Disable/Enable

Select device, click Disable/Enable to stop/start using the device. When communication between the
device and the system is interrupted or device fails, the device may automatically appear in disabled
status. After adjusting local network or device, click Enable to reconnect the device and restore device
communication.

® Synchronize Software Data to Devices

Synchronize data of the system to the device. Select device, click Synchronize All Data to Devices and
click OK to complete synchronization.

® Authorize Area

It can reach certain areas within a period of time after being authenticated.

View and Get Information
® Get Device Option

It gets the common parameters of the device. For example, get the firmware version after the device is
updated.

® Get the specified personnel data

Renew the current number of personnel, fingerprints, finger vein and face templates in the device. The
final value will be displayed in the device list.
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® Attendance Data Checking

Select the device to proofread data, select the proofing date, the software issues a command to
proofread the software and device attendance data.

® Re-Upload Data
To re-upload the data from the device.
® View Device Parameters

To view the parameters and the specification of the device.

Clear Device Data
® C(Clear unexecuted device commands

Select the device to be cleared. It clears the unexecuted operation command issued by the software in
the setting.

® (Clear the attendance photos

This function will clear all the attendance photo records from the device.

® (Clear the attendance transactions

Select the device. This function will clear all the attendance data records from the device.
® C(Clear equipment personnel

This function will clear all the equipment personnel records from the device.

Attendance Point

This paper introduces the configuration Steps of using Access Control machine as attendance data
sourcein.

New

Step 1: In the Attendance module, select Attendance Management > Attendance Points, and click
New.

Step 2: Add Access Control attendance points in the pop-up Add window, as shown in Figure 6-10.
Please refer to Table 6-2 for explanations of key parameters.

New xX
Attendance Point Name”™
Device Module® e -
Area Name” Area Name hd
Cancel

Figure 6- 10 Adding Attendance Point Interface

Parameter Description
Device Module Device module for setting attendance record source.
Area Name The area to which the device belongs.
Door List You need to set the door corresponding to the attendance record source.
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Step 3: Click OK.

Table 6- 2 Parameter Description

Step 4: Select "Detailed Report > Original Record Table" and click Synchronous Attendance Point

Record.

Step 5: Select the time node and attendance point to be synchronized in the pop-up Synchronize
Attendance Point Record window, as shown in Figure 6-11.

Step 6: Click OK.

Export

Synchronize attendance records x
Start Time 2021-12-18 00:00:00
End Time 2021-12-18 23:59:59
Attendance Point List Please select the attendan
Cancel

Figure 6- 11 Record of Synchronized Attendance Points

You can export all transactions in Excel, PDF, CSV format.

Delete

Step 1: On the Attendance Point interface, select the required Attendance Point Name from the list.

Step 2: Click Delete or click on the (@ icon.to delete the selected Attendance Point.

Step 3: Click Delete, to ensure and delete the selected Attendance Point from the list.

Roll Call

The procedure of identifying the availability by calling out a list of names

ZKBio CVSecurity
Attendance Management .
By Area
Aftendance Device

Aftendance Point

Command From Server

Device Operation Log
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#* e a
Attendance Management ! Roll Ca
202 To | 2022-0 o &
P Subordinate Level £ Mo Check-in Person
[} Depanmant hame Parsannel 1D First Mame Dipariment Number ; L N

[® D=velopment
® br

B testd

Figure 6- 12 Roll Call
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Command from Server

Clear Command List

Step 1: You can clear command as required. Click Clear Command after selecting the corresponding
ID.

i1JZKBio CVSecurity o £ B =zimin -
Attendance Management - Altandance §f Attendance Managemant ! Command Fram Server
By Arza Subrmit Time: From Ta Serial M Ressud - Q@
Aftendance Device
} e d x
Aftendance Point
] onten mediately Cmd  Submit Time Return Time Returned Vi

Roll C3!

Diewice Dperation Log

Figure 6- 13 Roll Call Clear Command List
Export
You can export all transactions in Excel, PDF, CSV format.
Device Operation Log
For communication between the system and device, data uploading, configuration downloading,

device and system parameters shall be set. Users can edit access controllers within relevant levels in the
current system; users can only add or delete devices in Device Management if needed.

(ZKBio CVSecurity i = O st <
Attendance Management Attendance / Attendance Management | Device Operation Log
By Ara Tir n | 202 0 | Ta |20 23:50.59 Device SN Qg <

Aftendance Device

Aftendancs Point

Oparation Time Operational Canlenl Oparation Object Description Operatibn Object Descriptian 2 Opetation Object Description 3

Redl Cal

Command From Server

Figure 6- 14 Device operation Log

Export

You can export all transactions in Excel, PDF, CSV format.

Page |255 Copyright©2022 ZKTECO CO., LTD. All rights reserved.



ZKBio CVSecurity User Manual

Attendance Setting

Attendance settings affect attendance results, is the core of attendance calculation logic, including
attendance rules settings, holiday settings, fake settings.

Attendance Rule Setting

Because the attendance system is different in each company, it is necessary to manually set attendance
rules to ensure the accuracy of the final attendance calculation. The setting of attendance rules is the
main way to reflect the attendance system of enterprises.

This paper introduces the configuration Steps of attendance rules in.

Basic Rule Setting

Step 1:In the Attendance module, select Attendance Settings > Attendance Rules.

Step 2: In the Attendance Rule interface, fill in the attendance rules as required, as shown in Figure 6-15,
and the basic rule parameter description is shown in Table 6-3.

Attendance [ Attendance Setting / Attendance Rules

Basic Rule Setting
Non-Leave Calculation Setting

Timetable Annual Leave Balance Setting

shit Check-In Rule Real Time Roll Call Setting
The Earliest Rule - Employee Self-Service Lagin

Persorinel Schedule

Group Schedule Check-Out Rule

Schedule Details The Latest Rute -

Attendance calculation result for cross-day shift

First Day -

Overtime Statistics

Yes b

Late and Early Leave Counted as Absent

No L

Intelligent Matching Shift Rule

Least Abnormal -

Missing Check-In count as

Absent - | B Minutes

Figure 6- 15 Attendance Rules

Non-Leave Calculation Setting

Step 1: In the Attendance module, select Attendance Settings > Attendance Rules>Non-Leave
Calculation Setting.

Step 2: In the Attendance Rule interface, fill in the attendance rules as required, as shown in Figure 6-16,
and the Non-Leave Calculation description is shown in Table 6-3.
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Non-Leave Calculation Setting

Mo Chedk-In

Onwertime

Adjust Resl

Holiday

Minimum Unit*

Rounding Control*

Up §Carry)

Report Display Symbol*

Figure 6- 16 Attendance Rules Settings

Annual Leave Balance Setting

Step 1: In the Attendance module, select Attendance Settings > Attendance Rules>Annual Leave

Balance Setting.

Step 2: In the Attendance Rule interface, fill in the attendance rules as required, as shown in Figure 6-17,
and the Annual Leave Balance description is shown in Table 6-3.

Annual Leave Balance Setting

Annual Leave Clearing and Issuing Date

Ewery year | { - | Monh

Figure 6- 17 Annual Leave balance Setting

Page |257

Copyright©2022 ZKTECO CO., LTD

. Allrights reserved.



ZKBio CVSecurity User Manual

Real Time Roll Call Setting

Step 1: In the Attendance module, select Attendance Settings > Attendance Rules>Real Time Roll
Call Setting.

Step 2: In the Attendance Rule interface, fill in the attendance rules as required, as shown in Figure 6-18,
and the Real Time Roll Call description is shown in Table 6-3.

Real Time Roll Call Setting

Figure 6- 18 Roll Call Real Time

Employee Self-Service Login

Step 1: In the Attendance module, select Attendance Settings > Attendance Rules>Employee Self
Service Login Setting.

Step 2: In the Attendance Rule interface, fill in the attendance rules as required, as shown in Figure 6-
16.2, and the Employee Self Service Login description is shown in Table 6-3.

Employee Self-Service Login

Whether to enable employee self-service login

Figure 6- 19 Roll Call Real Time

Parameter Specific Parameters Description
e The earliest (by default, the first punch-in record is taken
Work check-in and card within the valid card taking range)
collection rules ¢ Nearby (take the clock-in record closest to working hours
within the valid card-taking range).
o Latest (by default, the last punch-in record is taken within
Rules for sign-out and card the valid card taking range)
collection after aet off work | ® Nearby (take the clock-in record closest to the
9 attandance checking time within the valid card-taking
range).
BasicRule The shortest attendance
period should be greater 120 (default); Range: 10 to 999; Required
than (10 minutes)
The longest attendance
period should be less than = 600 (default); Range: 10 to 1440; Required
(1440 minutes)
The shift time period spans  * On the first day, if there is a cross-day, count the working
days, and thepattendgnce hours in the effective shift on the second day to the first
. day.
Iculat It
calcuiation resufts ¢ On the second day, if there is a cross-day, the working
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Parameter

Non-Pseudo
Class
Calculation
Settings
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Specific Parameters

Being late and leaving early
is absenteeism

Statistical overtime

Minimum overtime time
per time (minutes)

Exact number of decimal
points

Failure to
recorded as

sign in s

Unsigned refund as

Minimum
unit

Set up various

states of non-

fake  classes Rounding

(including control

being late,

leaving early,

not signing in, Report

etc.) .
presentati
on
symbol

Description

hours in the effective shift on the first day are counted to
the second day.

¢ No (default)
o If yes, there are cases of being late and leaving early, and
this period is recorded as absenteeism.

e Yes (default)
e No; If the first switch of overtime statistics is set to No,
overtime will not be calculated.

This parameter is applied to overtime rule duration
statistics. If overtime duration is less than the set minimum
overtime duration, it will not be reflected in attendance
statistics.

1 (default), 2.

Three ways:

e Absence

¢ Be late

e Incomplete

Description:

e When you are late, you should set the number of minutes
you are late.

e Absence and incompleteness are not valid attendance,
but absence is absenteeism and incompleteness is
absenteeism. Statistics attendance by setting basic rules
in monthly detailed reports and other related reports.

Three ways:

e Absence

e Belate

e Incomplete

Description

e When you are late, you should set the number of minutes
you are late.

e Absence and incompleteness are not valid attendance,
but absence is absenteeism and incompleteness is
absenteeism. Statistics attendance by setting basic rules
in monthly detailed reports and other related reports.

Calculate the smallest unit of this arix

e Down (discard): discard the decimal part, as long as the
integer.

¢ Rounding: If the first decimal place is greater than 5, the
integer will be added with 1, otherwise, the integer will
be taken.

o Up (carry): With decimal, discard decimal, integer plus 1

Symbols for associated report presentation
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Set the annual
leave clearing
date

There are three
ways to calculate
the proportional
duration:

e Down (discard):
discard the
decimal part, as
long as the
integer.

¢ Rounding: If the
first decimal
place is greater
than 5, the
integer will be
added with 1,
otherwise, the
integer will be
taken.

e Up (carry): With
decimal, discard
decimal, integer
plus 1

Set annual leave
days according to
length of service,
which  can be
added by symbols

Description

Description

e Using the annual leave balance
function requires setting the entry
time for each person; When the
induction time is not set, the
remaining annual leave in the
personnel annual leave balance
table is displayed as blank.

e If the current date is greater than the
clearing and issuing date, the
revised content will take effect the
following year; If the current date is
less than the zero-clearing issue
date, the annual leave will be
cleared and reissued when the zero-
clearing issue date is reached.

For example
Zhang San joined the company on
September 1 last year
Setting of annual leave balance
The clearing and issuing date is
January 1 of each year; According to
the proportion of work rounded
calculation; There are 3 days” annual
leave when the length of service is less
than or equal to 1 year, and 5 days”
annual leave when the length of
service is less than or equal to 3 years

Annual leave entitlement calculation

It enjoyed 4/12 x3 = 1.0 days from

September 01 to December 31 last

year

This year's 01-01 to 12-31 enjoys 4.0

days (this year's 01-01 to 08-31 enjoys

8/12 x3 = 2.0 days + this year’s 09-01

to 12-31 enjoys 4/12 x5 = 2. 0 days)

Turn on the real-time roll call function, and the sign-in status of personnel will be
displayed in the “sign-in Table" under the report.

The frequency of setting attendance points to obtain records includes (10 seconds/time,

20 seconds/time, 30 seconds/time, 1 minute/time ~ 8 minutes/time).

Table 6- 3 Description of Basic Rule Parameters

Parameter Specific Parameters
Annual leave cleared and
issued date
Calculated according to the
proportion of  working
hours

Setting of

Annual
Leave
Balance
Rules of annual leave
duration

Real-Time

RollCall
Setting
Employee
Self Service
Login
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Holidays
This paper introduces the configuration Steps of manually adding holidays in.

New

Step 1:In the Attendance module, select "Attendance Settings > Holidays" and click New.

Step 2: Configure holiday information in the pop-up Add window.

New X
Name* |
Start Time”™ 2021-12-18
Number of Days”
Remarks
Cancel

Figure 6- 20 New Holidays
Step 3: Click OK.

Delete

Step 1: On the Holiday interface, select the required Holiday Name from the list.

Step 2: Click Delete or click on the (i icon.to delete the selected Holiday list.
Step 3: Click Delete, to ensure and delete the selected Holiday from the list.

Page |261 Copyright©2022 ZKTECO CO., LTD. All rights reserved.



ZKBio CVSecurity

User Manual

Leave Type

This paper introduces the configuration Steps of adding Leave Type.

New

Step 1: In the Attendance module, select Attendance Settings > Leave Type and click Add.

Step 2: Configure fake information in the pop-up Add window, as shown in Figure 6-21. Please refer to
Table 6-4 for explanations of key parameters.

Parameter

Name

Whether To Deduct
Working Hours

Minimum Unit

Rounding Control

Report Presentation
Symbol

Step 3: Click OK.

Delete

New X

Name”*
Whether to substract work Yes v
hours*
Minimum Unit” minute v
Rounding Control* Down (Discard) b4
Report Display Symbol”

Cancel

Figure 6-21 New Leave Type

Description
Character length 30, required.

Whether the working hours should be deducted for setting this kind of leave, for
example, maternity leave/marriage leave/annual leave are all legal holidays, and
the working hours are not deducted.

Calculate the smallest unit for this alias.

Down (discard): discard the decimal part, as long as the integer; Rounding: If the
first decimal place is greater than 5, the integer will be added with 1, otherwise,
the integer will be taken; Up (carry): There are decimals, decimals are discarded,
integers are added by 1.

Symbols for the presentation of the associated report.

Table 6- 4 Description of Key Parameters

Step 1:In the Leave Type interface, select the required Leave from the list.

Step 2: Click Delete or click on the (@ icon.to delete the required Leave from the list.

Step 3: Click Delete, to ensure and delete the selected Leave from the list.
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Automatic Report

The Automatic reporting feature helps you to send the reports to the designated person at the
specified time.

New

Step 1: In the Attendance module, select Attendance Settings > Automatic Report and click New.

Step 2: Click to New to configure all the details.

pe EXCEL -

i
n
=
1
1
L]

Cance

Figure 6- 22 Automatic Report

Delete

Step 1: In the Automatic Report interface, select the required File from the list.

Step 2: Click Delete or click on the (i icon.to delete the required File from the list.

Step 3: Click Delete, to ensure and delete the selected File from the list.

Enable/Disabled

Select device, click Disable/Enable to stop/start using the device. When communication between the
device and the system is interrupted or device fails, the device may automatically appear in disabled
status. After adjusting local network or device, click Enable to reconnect the device and restore device
communication.
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Process Settings

To achieve the approval function, it is necessary to maintain the relationship between
positions at all levels in the personnel module and assign them to the corresponding
personnel. Then setup the approval process for different process types and different positions.

New

Step 1:In the Attendance module, select Attendance Settings > Process Settings and click New.

Step 2: Click to New to configure all the details.

Enable/Disabled

Cance

Figure 6- 23 Processing Setting

Select device, click Disable/Enable to stop/start using the device. When communication between the
device and the system is interrupted or device fails, the device may automatically appear in disabled
status. After adjusting local network or device, click Enable to reconnect the device and restore device

communication
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Regular Shift Setting Schedule

Regular shifts can choose one or more normal time periods to form a regular shift according to laws.
Regular shifts are often used in regular occasions, such as office buildings, governments, banks, etc.

Timetable

Add Normal Timetable

This paper introduces the configuration Steps of adding normal time period to the regular shift
configuration of VAORIDA.

Step 1: In the Attendance module, select Schedule Management > Time Period and click Add
Normal Time Period.

Step 2: Configure the time period information in the Add Normal Time Period window, as shown in
Figure 6-24. Please refer to Table 6-5 for the explanation of key parameters.

New x
Name*
Check-In Time* 09 : 00 (HH:MM) Check-Out Time* 18 :/00 (HH:MM)
Before going to Work” 60 | Check-In is valid within Before Going Off Duty® 60 | Check-In is valid within
minutes minutes
After Work” 60 | Check-In is valid within After Work™ 60 | Check-In is valid within
minutes minutes
Allow Late(Minutes) 0 Allow Early 0
Leave(Minutes)
Must Check-In* Yes v Must Check-Out” Yes 24
Auto Deduct Break Time” No -z Work Time (Minutes)* 540
OnDuty 0 Check-In Minutes ago for Overtime , Minimum Overtime Minutes ' 30 , Limit the maximum

overtime hours 0
Off Duty 0 Start counting overtime minutes later , Minimum Overtime Minutes 30 , Limit the maximum

overtime hours 0

Enable Flexible Can go to work in advance. | 0 minutes

Cancel

Figure 6- 24 New Time Period

Parameter Description

Set the valid range of check-in/check-out for this time period,
and the check-in/check-out records outside this range are
invalid records. The valid sign-in time after going to work and
the valid sign-out time before going off work cannot overlap,
which must be filled in.

Before/after work,
Before/after work

Minutes allowed to be late/leave Refersto how long it is allowed to be late and leave early within
early the specified time points for going to and from work, and the
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Parameter Description

minutes allowed to be late and leave early must be within the
valid time range of sign-in and sign-out before they can take
effect.

In the selected time range, set whether you must sign in and

You must sign in/return . .
gnin/ sign out when going to and from work.

When used for attendance calculation, whether to subtract the
number of minutes defined by inter-segment deduction for this
time period.

Whether it is deducted between
segments

Start counting overtime
before/after N minutes from
work/work, with the shortest
overtime minutes and the
maximum overtime hours limited

Select whether to record the verification records before and
after work as overtime.

It refers to the flexible working parameter that people who go
to work early can get off work early and people who work at

Enable flexible hours to work night need to get off work late. When checked, you need to set
the number of minutes that can be advanced/delayed, and it
must be within the valid sign-in/sign-out time range.

Table 6- 5 Description of Key Parameters

Step 3: Click OK.
Add Flexible Timetable

Step 1: In the Attendance module, select Schedule Management > Time Period and click Add
Flexible Timetable.

Step 2: Configure the time period information in the Add Flexible Timetable window.

e s

Cancel

Figure 6- 25 Adding Flexible TimeTable

Delete

Step 1:In the Timetable interface, select the required Type from the list.

Step 2: Click Delete or click on the ( icon.to delete the required Timetable Type from the list.
Step 3: Click Delete, to ensure and delete the selected Type from the list.
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Add Regular Shift

Step 1: In the Attendance module, select ‘'Schedule Management > Shift" and click "Add Regular

Shift".

Step 2: Configure shift information in the "Add Regular Shift" window, as shown in Figure 6-26. Please
refer to Table 6-6 for explanation of key parameters.

Basic Setting

Name®
Unit”
Period Start Type”

Cycle Start Date”™

Advanced Setting

Work Type”

Overtime Mode”

Parameter

Unit

Period

Period starting type

Period start date

Type of work
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New x
I Number*
Day - Cycle(1-99)"
Period Start Date hd Cycle Shift in one Month” Yes v
2021-12-18
Normal Work hd Attendance Mode” Punch Accordingto ... ¥
Computer Automatic ... =
Cancel

Figure 6- 26 New Shift

Description

Set the unit of the cycle, and the default is "day".
There are three types of units:

e Day

o Week

e Month

Defines the number of cycles of a shift, and the cycle of the shift = cycle number *
units.

o If the unitis "day", the range is 1 to 99.

o If the unitis "week", the range is 1 to 15.

o If the unitis "month", the rangeis 1 to 12.

This field is displayed only when the cycle unit is Day,

Description

e Itis not displayed when the units are "week" and "month".

e There is cycle start date and scheduling start date, and the default is cycle start
date.

o If you select Scheduling Start Date, the start date when scheduling is the first
day of the cycle.

This field is displayed only when the cycle start type is Cycle Start Date. Define
the start date of the shift, and the date before the start date is not affected by the
shift. The default system start date is the current system date.

e Normal work: This shift is a normal work shift
e Overtime on rest days: This shift is overtime on rest days
e Overtime on holidays: This shift is overtime on holidays.
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Parameter

Attendance mode

Overtime mode

Step 3: Click OK.

Description

e Swipe the card normally according to the shift: the default item of the system,

and punch in normally according to the punch in.

Brush a valid card once a day: only need to brush the card once in the swiping
interval defined by the time period within one day, even if it is normal to punch
in.

Punch-in-free: Setting this shift can avoid punch-in.

Computer automatic calculation: It is connected with "whether the delay
counts overtime" in the time period. When "whether the delay counts
overtime" is "no", the delayed overtime is not calculated, and the overtime time
of the overtime bill is not calculated at the same time.

Overtime must be applied: delayed overtime is not calculated, only the
overtime order shall prevail; When the signing-back time is less than the end
time of overtime, the overtime time is not calculated.

Not counting overtime: overtime hours are not counted for delayed overtime
or overtime application.

Table 6- 6 Description of Key Parameters

Add Flexible Shift

Step 1: In the shift interface, click Set Time Period under the operation bar of the added regular shift,
and configure the time period information in the pop-up Set Time Period window.

Delete

=
1
[
=

W

]
1]

Figure 6- 27 Adding Flexible Shift

Step 1:In the Shift interface, select the required Shift Type from the list.

Step 2: Click Delete or click on the ( icon.to delete the required Shift Type from the list.

Step 3: Click Delete, to ensure and delete the selected Shift Type from the list.
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Clear Timetable

Set Timetable x

Timetable

Timetable Details
Cycle
Monday
Tuesday
Wednesday
Thursday
Friday
Saturday

Sunday

Close

Figure 6- 28 Adding Time Periods

Step 6: Click OK to complete the addition of time period, and the specific time period is displayed in
the time period details on the right.

Personnel Schedule

Personnel scheduling operations is completely same as group scheduling, but when
scheduling personnel, the object of choice is personnel at the top left corner of the interface.

Cycle Schedule

Step 1: In the Attendance module, select Schedule Management > Personnel Schedule and click
Cycle Schedule.

Figure 6- 29Adding Personnel Schedule
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Temporary Schedule

Step 1: In the Attendance module, select Schedule Management > Personnel Schedule and click
Temporary Schedule.

Timetzble
August 2022 TODAY
norario24h(09-00-08:59)
Monday Tuesday Wednesday Thursday Friday Saturday Sunday

Jii]

Figure 6- 30 Adding Temporary Schedule

Clear Cycle Schedule

Step 1: In the Attendance module, select Schedule Management > Personnel Schedule and then
click on the Personnel ID that you want to delete, and click Clear Cycle Schedule.

FPrompt

Figure 6- 31 Clear cycle schedule

Clear Temporary Schedule

Step 1: In the Attendance module, select Schedule Management > Personnel Schedule and then
click on the Personnel ID that you want to delete, and click Clear Temporary Schedule.

Frompt

Figure 6- 32 Clear Temporary Schedule
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Group Schedule

Grouping scheduling means grouping people, and then scheduling people in batches by grouping.

This paper introduces the configuration Steps of grouping cycle scheduling in.

Edit Personnel for Group
® New
Step 1:In the Attendance module, select Schedule> Group Schedule and click New.
Step 2: Configure the Schedule Name in the Group Schedule interface.

ey L

Figure 6- 33 Adding Elastic Time Period

Parameter Description
Name Can not contain special symbols, period name can not be duplicated, length is 30
characters, required.
Remarks Mentioning comments.

Table 6- 7 Description of Key Parameters
Step 3: Click OK.
® Delete

Step 1:In the Schedule interface, select the required Shift Type from the list.

Step 2: Click Delete or click on the ( icon.to delete the required Shift Type from the list.
Step 3: Click Delete, to ensure and delete the selected Shift Type from the list.

Browse the Group Personnel
® Delete Personnel

Step 1: In the Schedule interface, select the required Personnel ID from the list.

Step 2: Click Delete or click on the i icon.to delete the required Personnel ID from the list.
Step 3: Click Delete, to ensure and delete the selected Personnel ID from the list.
® Cycle Schedule

Step 1: In the Attendance module, select Scheduling Management > Personnel Scheduling, check
the personnel under the department that needs scheduling or the designated personnel, and click
"Periodic Scheduling".

Step 2: Configure scheduling information in the pop-up Cycle Scheduling window, as shown in Figure
6-34. Please refer to Table 6-8 for parameter description.
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Cycle Schedule X I

\
Schedule Type” Normal Schedule v
Start Time”
End Time" |

mm

Name Number  Shift Type

Fexible st 2 Flexible Shift

1 1 Regular Shift

Cancel

Figure 6- 34 Cycle Scheduling

Parameter Description

e Normal Shift Scheduling: Only one shift can be selected for normal shift
scheduling

e Intelligent scheduling: Intelligent scheduling can select multiple shifts.
Select intelligent scheduling, and the software will automatically judge the
most suitable shift according to the punch-in record for attendance
calculation.

Scheduling Type

Start Time/End Time Set which date segment the schedule works on.

Select Shift Select the shift to use for scheduling.
Table 6- 8 Description of Key Parameters of Cycle Scheduling

Step 3: Click OK to complete the configuration of personnel cycle scheduling.
® Temporary Schedule

Step 1: In the Attendance module, select ‘scheduling Management > Personnel Scheduling”, check
the personnel under the department that needs scheduling or the designated personnel, and click
"Periodic Scheduling".

Step 2: Configure scheduling information in the pop-up Temorary Schedule window, as shown in
Figure 6-35. Please refer to Table 6-9 for parameter description.

Step 3: Click OK to complete the configuration of temporary personnel scheduling
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Timetable
July 2022 . TODAY
horario24h{09:00-08:50)

Parameter

Type of Work

Attendance Mode

Overtime Mode
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bMonday Tuesday Wednesday Thursday Friday Saturday Sunday
0z

Figure 6- 35 Group Temporary schedule

Description

e Normal work: This shift is a normal work shift.
e Overtime on rest days: This shift is overtime on rest days.
¢ Overtime on holidays: This shift is overtime on holidays.

e Swipe the card normally according to the shift: the default item of the system, and
punch in normally according to the punch in

¢ Brush a valid card once a day: only need to brush the card once in the swiping
interval defined by the time period within one day, even if it is normal to punch in.

e Punch-in-free: Setting this shift can avoid swiping cards.

e Computer automatic calculation: It is connected with "whether the delay counts
overtime" in the time period. When "whether the delay counts overtime" is "no",
the delayed overtime is not calculated, and the overtime time of the overtime bill is
not calculated at the same time.

e Overtime must be applied: delayed overtime is not calculated, only the overtime
order shall prevail; When the signing-back time is less than the end time of
overtime, the overtime time is not calculated.

¢ Not counting overtime: overtime hours are not counted for delayed overtime or
overtime application.

Table 6-9 Description of Key Parameters of Temporary Scheduling
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® Clear Cycle Schedule

Step 1: In the Attendance module, select Scheduling Management > Personnel Scheduling, check
the personnel under the department that needs scheduling or the designated personnel, and click
Periodic Scheduling.

Step 2: Configure scheduling information in the pop-up Clear Cycle Schedule window.

Prompt

Figure 6- 36 Group Clear cycle Schedule

Schedule Details

After setting the attendance time period and shift, you can schedule the personnel.

Delete

Step 1: In the Schedule interface, select the required Personnel ID from the list.

Step 2: Click Delete or click on the il icon.to delete the required Personnel ID from the list.

Step 3: Click Delete, to ensure and delete the selected Personnel ID from the list.

Export

You can export all transactions in Excel, PDF, CSV format
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Exception

Appended Log

In the case of personnel going out on business or forgetting to punch in, the manual supplementary
recording of attendance records in the attendance report is called supplementary signing card, which is
generally summarized and entered by the management personnel according to the attendance results
and the attendance system of the enterprise after the attendance cycle ends.

New

Step 1: In the Attendance module, select Exception Management > Appended Log and click Add.

Step 2: Configure the card replacement information in the pop-up Add window, first select the
"Department” where the person to be resigned is located, then select the person to be resigned, and
finally enter the date and time of the card replacement.

New x
Personnel ID Mame Q ¢
Pl Subordinate Level Contained  Alternative Selected(1)
[E Department Name Personnel ID  First Name Last Name Department Personnel ID  First Name Last Name D
[F Soluction
1 Soluction 1 =11

1-1 50 rows per page

Punch Date” 2021-12-18 Remarks

Punch Time" 15:42

Cancel

Figure 6- 37 Replacement Card
Step 3: Click OK.

Delete

Step 1: In the Appended Log interface, select the required Personnel ID from the list.

Step 2: Click Delete or click on the (@ icon.to delete the required Personnel ID from the list.

Step 3: Click Delete, to ensure and delete the selected Personnel ID from the list.

Approval

Passed: The approval by the Supervisor, and more than a certain number of days approved by the
Manager.

Refused: The denial of leave by the immediate Supervisor and the Manager.
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Export

You can export all logs in Excel, PDF, CSV format.

Import

You can import all logs in Excel, PDF, CSV format.

Ask For Leave

When encountering special circumstances, people may need to take time off for different reasons, and
hope that the time off can be displayed in the system statistics.

New

Step 1: In the Attendance module, select Exception Management > Leave and click New.

Step 2: Configure the leave form information in the pop-up Add window, first select the "Department”
where the person to take leave is located, then select the leave person, finally enter the leave time, and
optionally upload the leave attachment.

New x
Personnel ID Name Q ¢
|
M Subordinate Level Contained  Allemative Selected(1)
[5) Department Name Personnel ID  First Name Last Name Department Personnel 1D First Name Last Name Dy
[ Soluction

I 1 Soluction 1 St

1-1 50 rows per page

Leave Type™ s - Leave Requisition Photo
Start Time" 2021-12-17 15:43:51
End Time" 2021-12-18 15:43:51

Remarks

Cancel

Figure 6- 38 Leave Request Form

Step 3: Click OK.

Delete

Step 1: In the Leave interface, select the required Personnel ID from the list.

Step 2: Click Delete or click on the (i icon.to delete the required Personnel ID from the list.

Step 3: Click Delete, to ensure and delete the selected Personnel ID from the list.
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Approval

Passed: The approval by the Supervisor, and more than a certain number of days approved by the
Manager.

Refused: The denial of leave by the immediate Supervisor and the Manager.

Export

You can export all logs in Excel, PDF, CSV format.

Import

You can import all logs in Excel, PDF, CSV format.

Overtime

New
Step 1:In the Attendance module, select Exception Management > Overtime and click New.

Step 2: Configure overtime form information in the pop-up Add window, first select the "Department”
where the person to work overtime is located, then select the overtime person, and finally enter
overtime hours.

New x
Personnel ID Name Q &
i ;.": *4 Subordinate Level Contained  Alternative Selected(1)
[ Department Name Personnel ID  First Name Last Name Department Personnel ID  First Name Last Name D
[E Soluction
1 Soluction 1 S

1-1 50 rows per page

Start Time" 2021-12-18 15:45:12 Overtime Duration{Minutes) (1]

End Time™ 2021-12-18 15:45.12 Remarks

Cancel

Figure 6- 39 Overtime Form

Step 3: Click OK.

Delete

Step 1: In the Overtime interface, select the required Personnel ID from the list.

Step 2: Click Delete or click on the (i icon.to delete the required Personnel ID from the list.

Step 3: Click Delete, to ensure and delete the selected Personnel ID from the list.
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Approval

Passed: The approval by the Supervisor, and more than a certain number of days approved by the
Manager.

Refused: The denial of leave by the immediate Supervisor and the Manager.

Export

You can export all logs in Excel, PDF, CSV format.

Import

You can import all logs in Excel, PDF, CSV format.

Adjust Rest

New

Step 1: In the Attendance module, select Exception Management > Leave Adjustment and click
New.

Step 2: In the pop-up Add window, configure the information of the leave adjustment form, first select
the "Department” of the person to be transferred, then select the person to be transferred, and finally
enter the leave adjustment time.

New X

Personnel ID Name Q <
& ZK Subordinate Level Contained  Alternative Selected(0)

[ Department Name Personnel ID  First Name Last Name Department Personnel ID  First Name Last Name (5[]

[F Soluction

2 1 Department
1-1 50 rows per page 5

Adjust Date” 2021-12-20 Remarks

Cancel

Figure 6- 40 Leave Adjustment Form

Step 3: Click OK.

Delete

Step 1: In the Adjust Rest interface, select the required Personnel ID from the list.

Step 2: Click Delete or click on the (i icon.to delete the required Personnel ID from the list.

Step 3: Click Delete, to ensure and delete the selected Personnel ID from the list.
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Approval

Passed: The approval by the Supervisor, and more than a certain number of days approved by the
Manager.

Refused: The denial of leave by the immediate Supervisor and the Manager.

Export

You can export all logs in Excel, PDF, CSV format.
Import

You can import all logs in Excel, PDF, CSV format.

Shift Adjustment

New

Step 1:In the Attendance module, select Exception Management > Shift Adjustment and click New.

Step 2: In the pop-up Add window, configure the shift adjustment list information, first enter the shift
adjustment "Personnel Number", then select "shift Adjustment Date", and finally select "shift
Adjustment Name".

New x
Adjust Type Adjust the personal s... ~
Personnel ID* 1
First Name
Department Name Soluction
Adjust Date™ 2021-12-18 Adjust Shift Name | -——0-n -
Remarks

Cancel

Figure 6- 41 Leave Adjustment Form

Step 3: Click OK.

Delete

Step 1:In the Adjust Shift interface, select the required Personnel ID from the list.

Step 2: Click Delete or click on the (i icon.to delete the required Personnel ID from the list.

Step 3: Click Delete, to ensure and delete the selected Personnel ID from the list.

Approval

Passed: The approval by the Supervisor, and more than a certain number of days approved by the
Manager.

Refused: The denial of leave by the immediate Supervisor and the Manager.
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Export

You can export all logs in Excel, PDF, CSV format.

Import

You can import all logs in Excel, PDF, CSV format.

Attendance Detail Report

Manual Calculation

In the Attendance Report, you can view the clock-in record of a person and check whether the
attendance status of the person is correct through attendance calculation. If it is correct, it means that
the attendance business configuration is completed.

Step 1: In Attendance Module, select Detailed Report > Manual Calculation, check the person who
needs to perform attendance calculation, and click Attendance Calculation.

Attendance Calculation x
Start Time” 2021-12-01 00:00:00
End Time” 2021-12-18 23:59:59
Including resigned personnel Yes No
Close

Figure 6- 42 Manual Calculation

Attendance Calculation

Step 1:In the Attendance Calculation window, configure the attendance calculation information, and
click Attendance Calculation.

Processing command X

Total Progress
100%
The filtration condition is ready! -~
Initialization of database has completed!
Initialization of exception data has completed!
Start calculating!

Attendance Calculation100%...
End the calculation!

Close

Figure 6- 43 Attendance Calculation
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Step 2: After the calculation is completed, you can view related reports.

Attendance TransactionTransaction

Attendance records of all employees will be displayed on this interface, including the attendance
record of uploaded attendance transactions. The record of the normal punch on the device will be
uploaded to the software as the original record. When a particular data is selected, the details will be
displayed on the right side of the page.

Step 1:In the Attendance module, select Detailed Report > Transaction.

Step 2: In the original record table interface, fill in the corresponding query information, and click the
Query symbol to complete the query of all record tables.

Personna| 1D Mams: More o &

Serial Numbar Atendance Point Allendance lime Atlendanc

Figure 6- 44 Report Query Interface

Export

Step 1: In the original record table interface, click Export, enter the user password in the pop-up
security verification, and click OK. Select whether to encrypt and export the file format, and click OK.

Export X
Encrypt or not Yes No
File Format EXCEL "
Data to Export All (max 100000 records)

Selected (max 100000 records)
Start Position 1

Total Records 100

Cancel

Figure 6- 45 Report Export Interface
Step 2: After selecting the address where the corresponding file is stored, the export of the file can be
completed.
Import U Disk Records

The “Import U disk record” feature allows you to import the device data (including access control,
parking, Facekiosk, Video records) to the transaction table.
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Synchronize attendance records

The access control records can be synchronized to attendance records through this function. Select the
start time and end time to import, check the attendance point list and click OK.

Import aitendance record from access confrol module

Start Time 2017-12-07 00:00:00
End Time 2017-12-07 23:59:00
Attendance Point List Please select the attendan

Figure 6- 46 Synchronize Attendance Records

Daily Attendance

The table shows personnel’s daily attendance status, punch time, the early leaving time, the latest time,
the detailed punch time during the selected period.

ZKBio CVSecurity i % @ aamin -
&) Attendance Management > Abendance I Attendance Delsil Repart | Daily Allendance
[ attendance Setting ¥ ¥ A el Gl o P i e
E8 Schedule > A < G Refresh T Expart
F& Exception 3 [® Depariment Name Persannel 1D First Name Last Name Department Name  Record Date Record Counis Earfiest Time Late

[® D=velopment
@ br
< B test®

Attendance Detail Report -

Manual Calculate

Transactons

Diifv Report

Figure 6- 47 Daily Attendance

Export

It will export the daily attendance record data. Currently it can be exported either in three types of file
EXCEL/PDF/CSV. You can also choose the amount of data to be exported or select the maximum
amount which supports up to 40,000 records.

Export

The File Type EXCEL File v|
Export Mode (@) All data (Can export up to 40000 data)
() Select the amount of data to export (Can expert up to 40000 data)
From the article 1 Strip, is derived 100 Data

Figure 6- 48 Export Daily Attendance
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Daily Report

This function is used to get the daily report within the specified range of date and time attendance
details of personnel, including attendance, late arrival, early leaving, overtime and so on.

(UZKBio CVSecurity i # O i >

() Attendance Management 5  Attendance | Attendance Detail Repart / Daily Report

B Attendance Setting 5 Time From | 2022-07-01 To | 20220726 Personnel £ || | Depanment Mame More - Q&

E8  Schaduls 3 Ao < T Expart

F‘@ Exception 5 ® Depanment Name Department Name  Attendan Timetable Details Punch Punch Expected!!
& DevelGpmestt 12 First Name  Last Name fidnae Wark Time Shidd

. Attendance Detail Report -

Manual Calculate

Transactons

Disily Attendsnce 1 o e P022-07-04

2022-07-05

Monthly Detsil Report

Department Name  2022-07-08 o a0
Appended Log Detais

Department Name  2022-07-07
Leave Details
i 1 ¥y Department Name  2022-07-08 0 0.0
Exception Report

e 2 2022 )

Work Time Repart

Annual Leave Balance Shest lame 2022-07-10

Figure 6- 49 Daily Report

Export

It will export the Daily report data. Currently it can be exported either in three types of file
EXCEL/PDF/CSV. You can also choose the amount of data to be exported or select the maximum
amount which supports up to 40,000 records.

Export

The File Type EXCEL File V|
Export Mode (@) All data (Can export up to 40000 data)
() Select the amount of data to export (Can export up to 40000 data)
From the article 9 Strip, is derived 100 Data

Figure 6- 50 Export Daily report
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Monthly Detail Report

This function will automatically give the report for a selected month on a daily basis. The report
includes attendance status and characters, and summarizes the actual attendance time, absence, leave,
business trips and outings in the month.

JZKBio CVSecurity i # @ =dmin -
(&) Attendance Management > Atlendance J Attendance Detsil Repart | Manthly Detail Report
Time: F T Persannel 0 [| [
@ Attendance Setting » s 202 2 = Il i g | =
E8 schedule 3 ok <
= 2 ® Depanment Name Departme. 2022-07-01 2022-07-02 2022-07-03 2022-07-04 20232-07-05
l;—'@ Exception > S Depe
[® Development A=t Na
Attendance Detail Report Depa | Rest  Res 1 i} Resi
Manual Calculste a527 Department | Rest Rest Resi Resi Rest
Transactions 686 chen Department | Resl Resl Resl Resl
Daily Atiendance 555 NS NE NS 15 NE
Daily Repont = =
5 B NS NE 15
4 Department | NS NE NE NS NS
Appended Log Details
Depa I N8 NE : N
Leave Details
23r2 ygv Department | NS NS NS NE NS
Exception Report
2 =
Work Time Report g
12136 Department | Rest Rest Resl Rest Resl

Annual Leave Balance Sheet

Figure 6- 51 Monthly Details Report

The attendance status is displayed as per following priority at the bottom of the interface.

Export

It will export the Monthly Detail Report data. Currently it can be exported either in three types of file
EXCEL/PDF/CSV. You can also choose the amount of data to be exported or select the maximum
amount which supports up to 40,000 records.

Export

The File Type EXCEL File v|
Export Mode (@) All data (Can export up to 40000 data)
() Select the amount of data to export (Can expert up to 40000 data)
From the article 1 Strip, is derived 100 Data

Figure 6- 52 Export Monthly Details Report
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Appended Log Details

Appended Log Details is to get the personnel in case the person is out on a business trip.

[JZKBio CVSecurity % & =:min -
[E) Attendance Management 5 Mlendance | Attendance Detail Report | Appended Log Details

[ Attendance Setting 5 Tirme From | 2022.08-01 000000 | To | 2022-08-09 Klame More= G0 NS

E8  Schedule 3 S N

= ; @ Depanment Name Jame Last Hame Depariment Name  Punch Time Status Remariks

l:_'m Exception ¥

[ Development
[0 Attendance Detail Report -

Manual Calculste

Transactions
Diity Attendsnce
Diity Report

Monthly Detsil Report

Figure 6- 53 Appended Log details

Export

You can export all logs in Excel, PDF, CSV format.

Leave Details

Personnel may need leave at different circumstances. They can apply and the leave will be displayed

here:
[JZKEBio CVSecurity i #
(& Attendance Management 3 Almndance | Attendance Delail Repart / Leave Delails
B Attendance Setting % Tirne: e 00 | To (202208 Personel 10 []
B8 Schedule 5 e . s
2 ; [® Deparment Mame Parsonnal 1D Fiiat Hama o
F® Exception Y
[¥ Developmant
@ ar
. Attend Datail Report
TR i 4 B3 testd

Manual Calculste £
b

Transactions

Daity Attendance
Dsity Report

Manthly Detsil Report

Appended Log Detais

Exception Report

8 admin

Department N Leave Type Start Time End Time

Figure 6- 54 Leave Details

Export

You can export all logs in Excel, PDF, CSV format.

Page |285

Copyright©2022 ZKTECO CO., LTD. All rights reserved.



ZKBio CVSecurity

User Manual

6.7.8 Exception Report

NZKBIo CVSecurity
) Atendunce Managpenent
B smendance semng 3

PR Sehedels H]
BB Esteption 3
[}  amsndanee Datail Rapert
Masecal Ccuinte
Trishletsng
Cady Arciance
Gty Raparnt
Monshiy Decad Begort
Apparded Log Detaly
Lairwe Ditain
Wik Tirme Fpart

Anrii Lesvk Eaarce o

6.7.8.1 Export

Figure 6- 55 Expception report

You can export all logs in Excel, PDF, CSV format.

6.7.9 Work Time Report

This will be the total effective time of this shift. It is automatically set by the system as per the Check-

in/out details.

[{JZKBio CVSecurity

@ Attendance Management

Attendance Sefting »
8 schedule »
E‘a Exception >

[0 Attendance Detail Report
Manual Calculste
Transactions
Dizify Attendance
Dazily Report
Monthty Detsil Repart
Appended Log Detais

Leave Detzils

Exception Report

Annual Leave Balance Shest

6.7.9.1 Export

w

®

Tirme Fromn | 2022-08-01

A K
£

[ Depsnment Name
[® Developmant
® ar

+ B testd

b3 testd
b3 testT

B =dmin -

Atlandance | Aftendance Detail Repart | Work Time Report

To | 2022-08-01 Parsannel 1D Dapairtment Name More= O &

3 Refresh T Exporl

Parsannel 10 First Mama Last Name Department .. 2022-08-01 Tatal Werk Haurs
3358 K-TEST Department Nan 0:00 000
2537 Department Man 0:00 0:00
686 chen Department Nan 0:00 0:00
555 fe Depariment Nan 0:00 0:00
5 wryy Department Nan 0:00 £:00
2 wo Department Nan 0:00 0:00
3 Department Nan 0:00 000
2222 yav Department Man 0:00 0:00
2 1sf Department Nan 0:00 0:00
12135 Depariment Nan 0:00 0:00
12134 namet fie 0:00 £:00

Figure 6- 56 Work Time Report

You can export all logs in Excel, PDF, CSV format.
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Annual Leave Balance Sheet

Altendance f Allendance Delail Reporl { Annual Leave Balance Sheel

Persannel 10 | | Department Mame M Q e
" A 4 {3 Refrash T Exporl
|_-J Depanment Name o Firsl Hame La=t Name Depariment Hire Date Woarking Years Remaining A Talal Annual

@ Development

b2 3 1 hr

4 10001 Depariment Nan
95 rimenl Nan

L chan Depariment Man

2 i ariment Nan

Lang oP1 Depariment Man

9955 K-TEST Depariment Nan

Figure 6- 57 Annual Leave Balance Sheet

Export

You can export all logs in Excel, PDF, CSV format.

Calculate Report

Leave Summary

The report summarizes the valid time for all valid leave records, leave type, within the selected date
range. Select the time range from which you want to view the leave record.

)ZKBio CVSecurity i # P—
(@ Attendance Management » Allendance | Calcubate Repart f Lesve Summary
Tirne From | 2022-07-01 00:00:00 To | 2002-07-26 23:59:5 Persannel I ] e partrment Mame More -
Attendance Sefting 4 Trene o, 202 4 i wiiny o | etk o Q <&
E8 Schedule 5 Sk ¢ Exparl
B Exception [ Deparment Name First Name Last Name Departmant M Persanal Leave(h Marriage Leave(D
HoteEcimen Counts  Duration  Counts  Durstion  Counts  Duration

[1)  Attendance Detail Report 5

Caleulate Report (¥

Monthly Staff Repont
Monthly Departmentsl Report

Roll Cafl Report

Figure 6- 58 Leave Summary Report

Export

It will export the leave summary data. Currently it can be exported either in three types of file EXCEL/
PDF/CSV. You can also choose the amount of data to be exported or select the maximum amount
which supports up to 40,000 records.
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Export

The File Type EXCEL File V|
Export Mode (@) All data (Can export up to 40000 data)
() Select the amount of data to export (Can export up to 40000 data)
From the article 9 Strip, is derived 100 Data

Figure 6- 59 Export Leave Summary Report

Monthly Staff Report

Select the Month to get the detail record of all the staff. Details include details of all personnel in the
department, attendance, late, leaving early, and so on.

NZKBio CVSecurity = = & sam
[ Atendance Management
B Aendance semng =
Ed seheduls ¥ > o P
B i B Degarirast Mane e L =i
B Deveiogment
] Asterdance Detail Beport 5 g
_ % st
Caculate Raport B

Ll SUTmaty

Wieshhi Toisz i miain] Faoen

Figure 6- 60 Monthly Staff Report

Export

You can export all logs in Excel, PDF, CSV format.

Monthly Departmental

Select the date to get the detail record of all departments. Details include details of all personnel in the
department, attendance, late, leaving early, and so on.

[[ZKBio CVSecurity - 6 iin <

dance | Calculate Repart | Monthly Departmenial Report

Q Attendance Management »

Tirme: F Te 728 Dsteiiniont Ramia |
Attendance Setting > 202 ezt Sl L J S
E8 Schedule s o < 03 Refresh T Expart
= T [® Depariment Mame Depariment ute La Early{minute) Owerlime{hou
E& Exception b :
[® Development Number Nami v Du Duration Counts  Weekd wake . Halid
® hr
[0 Attendance Detail Report > B 3 0o
< B testd
b . o
Caleulate Report w S
k3 test]
2 0.0 0 o il

Leave Summary

Menthly Staff Report

Figure 6- 61 Monthly Department Report
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Export

You can export all logs in Excel, PDF, CSV format.

Roll Call Report

The procedure of identifying the availability by calling out a list of names

[JZKBio CVSecurity i  #
@ Attendance Management » Altendance | Calculate Repart [ Roll Cail Report
= Attendance Setting % Tirne IFr 2022-08-01 00:00:00 To | 2002-08-401 Z3:59:50 Stales
B2 Schedule » ol < T Export
BB Excaption 5 [® Depaniment Name First Mame
[® Development i
M &r o :
m Attendance Detail Report »
10
©  Caleulate Report - ang
Leave Summary 3527
Monthly Staff Report A8E chen
Monthly Departmental Report 2 t=F
9900 K-TEST
12118

Departr

Departr

Dreparir

Deparir

Drepartr

Departn

Dreparir

Departr

- Qe

ment Hame Check In Time Status

Mo Check-In
ment Mamie No Check-in
menl Mame Mo Check-In
nent Hame Wo Check-in
ment Hame Mo Check-in
ment Hame Mo Chack-in
nent Hame Mo Check-In
ment Mamie No Check-in

Figure 6- 62 Roll Call Report

Export

You can export all logs in Excel, PDF, CSV format.
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7 Consumption

This module allows the user to set up a consumption system with the device and realize their functions.
The device can be set as either a “Consumer Machine”, a “Cashier Machine” or a “Subsidy Machine”. The
“Consumer machine” type combines various consumption modes to meet the diversified consumption
requirements such as fixed value mode or amount mode. The “Cashier Machine” type realizes the
device recharge and refund function. The “Subsidy machine” type is used to receive
allowances/subsidies. This module will collect the data from the device and summarize it on the various
consumption reports. It can also perform various operations like issue card, card return, card suspend
and resume, and other operations through the card reader connected to the software.

Operation Scenario:

Online consumption management controls online consumption device through software, and sets
different consumption patterns on the software side, thus realizing diversified consumption forms.
Diversified consumption reports support multi-dimensional analysis and statistics of consumption data.

Operation Flow:
This paper introduces the configuration process of online consumption management.

The configuration process of online consumption management is shown in Figure 7-1.

Set Basic
Parameter

Consumption Consumphon
Parameter Time Zone
Restaurant Meal
Information Information

=
Account
Business :
d  Restaurant |
: Information ]

Manage
Account

. Recording Time:
Counting Mode Ko
Commodity
Mode

Key-value Mode

Figure 7-1 Online Consumption Configuration Process

7.1 Consumption Basic Information

This paper introduces that before using the consumption function in, it is necessary to set the relevant
basic parameters, and then configure other functions, including Piecewise Fixed Value, Consumption
time Zone, Restaurant Information, Meal Information, Commodity Information, Key Value Information,
and Card Information.

Click Consumption, then select Consumption Basic Information.
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Piecewise Fixed Value

Piecewise Fixed value is the value and validity of a card which is supposed to be used on the consumer

device.

Click Consumption > Consumption Basic Information, then select Piecewise Fixed Value.y

I Consumption Basic Inf... vI

Consumption Time Zone

Restaurant Information
Meal Information
Commeodity Information
Key Value Information

Card Information

® Edit

Consumptien / Censumption Basic Information / Piecewise Fixed Value

MNumber

& Refresh
Number Name

1 Default 1

. Default 2

3 Default 3

(1S

Default 4

Juon

Default 5

o

Default 6

|~

Default 7

=

Default 8

Name

Amount

10.0

10.0

10.0

100

10.0

10.0

100

10.0

Is It Effective | -———— - S >
Start Time End Time Is It Effective Remarks Operations
00:00 10:00 Yes 2
10:01 14:00 Yes 2
14:01 20:00 Yes 2
20°01 23:59 Yes 2
00:00 10:00 No 2
10:01 14:00 No 2
14:01 20:00 Mo 2
20:01 2359 No 2

Figure 7-2 Piecewise Fixed Value

By default, there are eight values, click Z on the operation column to open the modification dialog

box.

Mame™

Start Time™
End Time~®
Iz It Effective
Amount”

Femarks

Edit

Default 1
00 - 00
10 © 00
Yes

10

Cancel

Figure 7-3 Edit Piecewise Fixed Value

In the dialog box, you can select the required Name, start time, End time, Is It Effective, Amount and
Remarks (optional), as shown in the above figure 3.2. After providing the information, click OK to save

and exit.
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Consumption Time Zone

By default, the system has some Consumption Time zones, you can select and edit according to your
preferences.

Click Consumption > Consumption Basic Information, then select Consumption Time Zone.

onsumption Basic Inf..| Consumption / Consumption Basic Information / Consumption Time Zone

Piecewise Fixed Value Name s It Effective - - g

5 Refresh
Restaurant Information

Name Start Time End Time Is It Effective Remarks Operations
Meal Information

Fixed Time Period 0800 09:00 Yes Z
Commodity Information

Fixed Time Period 10:00 14:00 Yes Z
Key Value Information

Fixed Time Period 17:00 19:00 Yes Z
Card Information

Fixed Time Period 20:00 23:59 Yes e

Fixed Time Period 08:00 09:00 Mo Z

Fixed Time Period 10:00 14:00 Mo d

&

Fized Time Period 17:00 19:00 No et

Fixed Time Period 20:00 2359 Mo Z

Second Batch 08:00 09:00 Yes Z

Figure 7-4 Consumption Time Zone

® Edit

Click £ onthe operation column to open the modification dialog box.

Edit *
Mame® Fixed Time Period
Start Time* 10 - 00 =
End Time® 14 - 00 =
Is It Effective Yes -
Femarks
Cancel

Figure 7-5 Edit Consumption Time Zone

In the dialog box, you can select the required Name, start time, End time, Is It Effective, Amount and
Remarks (optional), as shown in the above figure 3.2. After providing the information, click OK to save
and exit.
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Restaurant Information

By default, a Restaurant name is already added, you can edit it and add new ones.

Click Consumption > Consumption Basic Information, then select Restaurant Information.

|Consumption Baeicint. v I Consumption / Consumption Basic Information / Restaurant Information

Restaurant Number Restaurant Name Q2

Piecewise Fixed Value

Consumption Time Zone

Meal Information

T Refresh =+ New W Delete
Restaurant Nu... Restaurant Name Remarks COperations

1 Headquarters Default Data 2 1
Commodity Information

Key Value Information

Card Information
Figure 7-6 Restaurant Information

New

Click Consumption > Consumption Basic Information > Restaurant Information, then select New,
to add a new restaurant.

Mew x

Restaurant Number* I

Restaurant Name”®

Femarks

Cancel

Figure 7-7 Add New Restaurant.

Fields are as Follows:

Parameter Description

Restaurant Number
Restaurant Name

Remarks

Enter Resaurant Number.
Enter Restaurant Name.
Enter Remarks.

Table 7-1 Add New Restaurant

Click OK, to save and exit, or click Save and New for continue adding.
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Delete

Click Consumption > Consumption Basic Information > Restaurant Information, then select Delete.

Prompt

Are you sure you want to perform the delete
operation?

Cancel

Figure 7-8 Delete Restaurant Information

Meal Information

Click Consumption > Consumption Basic Information, then select Meal Information.

Consumption Basic Inf... +/ Consumption / Consumption Basic Information / Meal Information

Piecewise Fixed Value Meal Mumber “ Meal Name Is It Effective

= - a &

Consumption Time Zone
5 Refresh
Restaurant Information
Meal Number Meal Name Is It Effective Start Time End Time Remarks Operations

_ 1 Breakfast Yes 00:00 10:00 2

Commodity Information

2 Lunch Yes 10:01 14:00 z
Key Value Information
3 Dinner Yes 14:01 20:00 z
Card Information
4 Midnight Snack Yes 20:01 23:59 2z
5 Meal 05 Mo 00:00 10:00
8 Meal 06 No 10:01 14:00 z
«
1 Meal 07 Mo 14:01 20:00 Z
8 Meal 08 No 20:01 2358 z
Figure 7-9 Meal Information
Commodity Information
Click Consumption > Consumption Basic Information, then select Commodity Information.
IConsumption Basic Inf... « I Consumption / Consumption Basic Information / Commodity Information
Piecewise Fixed Value Commodity Number Commodity Name Q ¢
Consumption Time Zone
O Refresh =¥ New [ Delete
Restaurant Information
Commodity Nu... Commodity Name Unit price Discount(%) Barcode Operations

Meal Information

Key Value Information

Card Information

Figure 7-10 Commodity Information
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New

To add New Commodity Information, Click Consumption > Consumption Basic Information >
Commodity Information, then select New.

MNew x
Commodity Mumber* I
Commodity Mame™
Unit price™ 1
Discount(%a)" 0
Barcode
Cancel

Figure 7-11 Add New Commodity Information

Fields are as follows:

Parameter Description
Commodity Number = Enter Commodity number.

Commodity Name | Enter Commodity name.

Unit Price Enter unit price as required.
Discount Set Discount.
Barcode Enter the barcode.

Table 7-2 New Commodity Information

Click OK to save and exit.

Delete

Click Consumption > Consumption Basic Information > Commodity Information, then select
Delete.

Prompt

Are you sure you want to perform the delete
operation?

Cancel

Figure 7-12 Delete Commodity Information

Click OK to save and exit.
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Key Value Information

Click Consumption > Consumption Basic Information, then select Key Value Information to enter
the unit value in the consumer device as shown below:

Consumption Basic Inf... « Consumption /! Consumption Basic Information / Key Value Information

Piecewise Fixed Value Key Value Numbper || | Q <

Consumption Time Zone

O Refresh
Restaurant Information
Key Value Nu._.. Unit price Operations
Meal Information
1 0.0 a
Commeadity Information
2 0.0 Z
3 0.0 Z
Card Information
4 0.0 Z
5 0.0 Z
[} 0.0 Z
&
E] 0.0 &
g 0.0 &
E 0.0 &

Figure 7-13 Key value information

Card Information

Click Consumption > Consumption Basic Information, then select Card Information.

] |C0nsumption Basic Inf... vl Consumption / Consumption Basic Information / Card Information

Piecewise Fixed Value Card Type Number Card Type Name Discount{%}

Consumption Time Zone
O Refresh  ZF New T Delete
Restaurant Information
Card Type ... Discount Max. Daily Co... Max. Daily Co... Max. One-time... WMax. Meal Co... Max. M
Meal Information
Employee Card 10 0.0 1] 0.0 0.0 1]
Commoedity Information

Key Value Information

Figure 7-14 Card Information
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New

Click Consumption > Consumption Basic Information > Card Information, then select New.

Card Type Number*

Discount(%)"

Max. Daily Consumption |0

Amount”

Max. One-time

Consumption Amount”

Max. Meal Consumption |0

Times™

Max. Card Balance™

Available Meal

Remarks

Parameter
Card Type Number
Card Type Name

Maximum amount of
daily consumption

Maximum number of
daily consumptions

Maximum amount of
secondary consumption

Maximum amount of
meal consumption

Maximum number of
meals consumed

Minimum/Maximum
Card Balance

Effective use days

Consumption Time Zone

Available meal

Discount (percentage)
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New x

| | Card Type Name”
Consumption Time Fixed Time Period -
Zane®

Max. Daily Consumption 0

Times”™

0 Max. Meal Consumption |0
Amount®
Min. Card Balance™ 0

99999 Effective Use Of Days™ 0

b Available Device >

Cancel

Figure 7-15 New (Add Card Information)
How to set

A positive integer between 1 and 254, which cannot be repeated.
Non-special characters, maximum 4 bits.

The maximum amount consumed every day, the effective range is an integer
between 0 and 600, and 0 represents unlimited.

The maximum number of times consumed every day, the effective range is
an integer between 0 and 255, and 0 represents unlimited.

The maximum amount of each consumption, the effective range is an integer
between 0 and 600, and 0 represents unlimited.

The maximum amount consumed for each meal every day, the effective
range is an integer between 0 and 600, and 0 means unlimited.

The maximum number of times of consumption of each meal every day, the
effective range is an integer between 0 and 255, and 0 means unlimited.

Integer = 0, minimum card balance < maximum card balance, and the
maximum card balance cannot exceed the upper limit of account balance set
by parameter.

Set the effective use days of the account.

Select the consumption time batch, and the accumulation of effective time
periods of the same batch is the total effective consumption time period of
the batch.

Select the appropriate valid meal range and distribute it to the device. If not,
all valid meals will be distributed.

Select the discount percentage, which is an integer between 0 and 100.

Copyright©2022 ZKTECO CO., LTD. All rights reserved.



ZKBio CVSecurity User Manual

Parameter How to set
Available device Select the device to be distributed by the household class.
Remarks Any character, up to 50 characters.

Table 7-3 Add Card Information
Click OK to save exit.

Delete

Click Consumption > Consumption Basic Information > Card Information, then select Delete.

Prompt

Are you sure you want to perform the delete
operation?

Cancel
Figure 7-16 Delete Card Information
7.2 Consumption Device

This module is used to manage consumer devices and set basic parameters of the consumer system.

Consumption Device

Click Consumption > Consumption Device, then select Consumption Device.

D Consumption Basic Inf... > Ceonsumptien / Consumption Device / Consumption Device
| Consumption Device v| Device Name j\ | Serial Number Device Type |- 48 Q <
O Refresh @ Delete  Q Search Device Control E& View And Get Information @ Clear Device Data
Consumption Parameter Device Name  Serial Num Device Type  IP Address Status  Number Of ... Device M... Firmware Version  Push Protocel V... Operations

Figure 7-17 Consumption Device

Delete

Click Consumption > Consumption Device > Consumption Device, then select Delete.

Prompt

Are you sure you want to perform the delete
operation?

Cancel

Figure 7-18 Delete Consumption Device

Page |298 Copyright©2022 ZKTECO CO., LTD. All rights reserved.



ZKBio CVSecurity User Manual

Search

Click Consumption > Consumption Device > Consumption Device, then select Search.

Search *
Total Progress
IP Address Device Type Serial Number
IP Address Serial Number Device Model Operations

Figure 7-19 Search Consumption Device

Search Consumption Device by entering Total Progress, IP Address, Device Type, and Serial
Number.

Device Control
® Reboot Device
It will reboot the selected device.
® Synchronize Software Data to Device

Synchronize data from the software to the device

View and Get Information
® Collect All Data

Click Consumption > Consumption Device > Consumption Device > View and Get Information
then select Collect All Data.

Select a device in the device list below, click and select the device from the list, click to collect all data,

and the following dialog box will pop up. According to the operator's needs, check the data that needs

to be synchronized. Click Start and wait for the data to sync until the synchronization is complete.
Clear Device Data

Click Consumption > Consumption Device > Consumption Device, then select Clear Device Data.

® C(Clear Swipe Card Data

Click Consumption > Consumption Device > Consumption Device > Clear Device Data, then select
Clear Swipe Card Data.

The operation here is to select the device first, then you can check the type of the card record, you can
select all, click Start will clear the data of the selected card record, click Close will close the current
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dialog box, no operation.
® Clear Consumer Machine Settings

Click Consumption > Consumption Device > Consumption Device > Clear Device Data, then select
Clear Consumer Machine Settings.

® Delete Device Command

Click Consumption > Consumption Device > Consumption Device > Clear Device Data, then select
Delete Device Command.

Consumption Parameter

Parameter setting is the most basic setting in consumption management, and the parameter setting
here is taken as the global setting.

Click Consumption > Consumption Device > Consumption Device, then select Consumption
Parameter.

ZKBio CVSecurity = % @ =omin

8 Consumption Basic Inf... > ! Device ! Parameter

Consumption Device | v 1 .
Basic Settings

Gonsumption Device

Card Balance Limit
99999

Currency Unit

Card Setting

@

The consumer device version must match the card mode.
Consumption Card Ma... > sy rd

Consumption Detail >

Manual Supplement >

Single Wallet Mode (43)
Subsidy >

B B ® @

Consumption Report >

e}

Consumption Statistic... >

Figure 7-20 Consumption Parameter

Fields are as follows:

Parameter Description

Set Card balance limit for 5 characters, Card Issuing Master Sector, and Card
Issuing Sector.

Basic Setting
Currency Unit Enter Symbol and Proportion for Currency Unit.
Card Setting Set System Password and set Mode.

Table 7-4 Consumption Parameter

Click OK to save and exit.

Page |300 Copyright©2022 ZKTECO CO., LTD. All rights reserved.



ZKBio CVSecurity User Manual

7.3 Consumption Card Management

7.3.1 Card Service

Click Consumption > Consumption Card Management, then select Card Service.

Using this option, you can issue different types of cards and set their usage limits. You can also manage
the already existing cards.

The initial interface of this module is shown below:

G Consumption Basic Inf... > Consumption / Consumption Card Management / Card Service

E_f.,l Consumption Device > ® Modify card information

Card Service

[= Consumption Card Ma... +|

Card Service

Card Management

Income And Expenses

Supplementiary Card

Retumn Card

Card Consumption

Device Driver

Device driver installation status: Detected Device Driver is not installed: Driver Download

Figure 7-21 Card Service
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Card Issue
Card Issue x
Initialization
Empty Password”
Card Original Password™
Card Information
Card Type™ Ordinary Card -
Consumer Card Type™ Employee Card -
Person Name® q
Card Account® I |
Amount” 0.00
Card Cost® 0.00
Management Fee 0.00
Excess Password™ 123456
d Cancel

Figure 7-22 Card Issue

If the card is previously used before initialization, you can set blank password or keep the original
password of the card. After setting the card type and consumer card type in this wi~ ow, click the
icon beside the Person's name field and select the required personnel (you need to aaa the required
personnel in the personnel module before issuing card). Then set the Card Account, Amount, Card
Cost, Management Fee, Excess Password, click Write Card to complete.

1. Make sure the required person is already added in the personnel module before issuing card.

2. The card needs to be initialized before issuing the card.
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Return Card

Return Card x

Card Account
Personnel ID
First Name

Last Mame
Department Mame
Account Balance
Card Balance

Refund Cost

Cancel

Figure 7-23 Return Card

Return Card operation is performed to stop the card being used further in the consumption software
system.

After clicking Return card, a pop-up window will give additional information for the operation. Put the
card on the card reader, click on the card to read, the card information will be displayed, check the
information, and click OK to block or revoke the card.

To withdraw a card approval, you must have an issued card.

Enter details for Parameters Card Account, Personnel ID, First Name, Last Time, Department Name,
Account Balance, Card Balance, and Refund Cost.

Click Read Card.
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Supplementary Card

This function is used when a card is reported lost.

Supplementary Card x
Initialization
Empty Fassword™
Card Criginal Password™
Card Information
Card Type® Ordinary Card -
Consumer Card Type® Employee Card -
Person Name® q
Card Account® | | |
Amount” 0.00
Card Cost* 0.00
Management Fee 0.00
Excess Password™ 123456

1]
- |
[1=]
-]
(v}
=

Cancel

Figure 7-24 Supplementary Card

Click the " search icon beside the Person Name field and select the person who has lost the card. Click
to write the card with the same information as the lost card. After the card is issued, the balance and
other information in the original card will be written into the new card. (The used card needs to be
initialized, and the card can be set to a blank password or a card original password at the initialization
interface.)
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Top Up

«Note: Please ensure that all devices in the consumption system are online. Otherwise, the processing
result after the above operation cannot be synchronized to other devices. And the original card can still
be used for consumption, resulting in the card balance being inconsistent with the actual amount and
the account being uneven. Please be careful with Top Up

Top Up *

Card Account

Fersonnel ID

First Name

Last Mame

Department Name

Account Balance

Card Balance

Added Balance

Card Flow Number

Top Up Amount® 0.00

Cancel

Figure 7-25 Top Up

This function is used to add an extra amount to the card balance. Click the top up button to open the
Top-up interface. Put the card on the card reader, click on the card to confirm the card information.
Enter the amount you need to recharge and then click OK to execute the operation.
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Refund

Refund *®

Card Account

Personnel 1D

First Name

Last Name

Department Name

Account Balance

Card Balance

Amount After Refund

Card Flow Number

Refund Amount™ 0.00

Cancel

Figure 7-26 Refund

Refund operation is used to return a specified amount to the card. Click the refund button to open the
refund interface, put the card on the card reader, click on the Read card to confirm the card information.
Enter the amount you need to refund and click OK to execute the operation.

Card Management

Click Consumption > Consumption Card Management, then select Card Management.

This function is used to perform two operations; Logout Management Card, Non-Card Return Card,
and Export. And on this interface, you can also view the card information that has been issued till date.

D Consumption Basic Inf... > Consumption / Consumption Card Management / Card Management

d c n M,
Gl consumption Device > eearnorle Name ard Account ore Q ¢

| Consumption Card Ma... v | G Refresh () Logout Management Card 63 Non-card Return Card T Export

CardS Personnel ID  First Name Last Na Department N Department _ Card Number Card Type Card Type Name Balance Card Status Card Issue Date
ard Service

Figure 7-27 Card Management

Logout Management Card

This function is used to log out the management and the operation card. After the logout operation,
the management card or operation card will be invalid.

Click Consumption > Consumption Card Management > Card Management, then select Logout
Management Card.
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Non-card Return Card

Click Consumption > Consumption Card Management > Card Management, then select Non-card
Return Card.

Click Non-card return card, select the desired refund option and click OK. If the card is eligible for the
refund, the amount will be refunded to the card and a refund record will be generated in the system.

The card will not be used in this consumer system after the card is not returned.

&5 Note: Non-card return card Please ensure that all devices in the consumption system are online
before operation. Otherwise, the processing result after operation may not be synchronized to other
devices in time. The card can still be consumed, resulting in the card balance being inconsistent with
the actual amount and unbalanced situation. Please be careful with this!

Export
Click Consumption > Consumption Card Management > Card Management, then select Export.
It exports the current report data.

&Note: The report loss/resume card operation is performed in the card management in the Personnel
Module.

Export x
Encrypt or not Yes Mo
File Format EXCEL x
Data to Export All {max 100000 records)

Selected (max 100000 records)
Start Position 1

Total Records 100

Cancel

Figure 7-28 Export

Income and Expenses

This function will show all the payments and due amount data of all the cards in the consumption
system.

Click Consumption > Consumption Card Management, then select Income and Expenses.

5 Consumption Basic Inf... > c /e ion Card / income And Expenses

G comumponDeke 3 Operating Time From | 2022-04-29 00:00:00 | To | 2022-07-29 23:59:59 Personnel ID More~ Q &

G Refresh T Export

Personnel 11D First Name LastNa . DepartmentN.. ~ Card Num.. Type Name Type  Subsidy T.. Amount  Balance  Upload Time Operating Time serial Number Device Flow Nu

z

Record Type
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Figure 7-29 Income and Expenses

Export
Click Consumption > Consumption Card Management > Income and Expenses, then select Export.

This feature allows you to export consumption details in EXCEL, PDF, CSV format files.

Export ®
Encrypt or not Yes(e) No
File Format EXCEL -
Data to Export o All {(max 100000 records)

Selected (max 100000 records)
Start Position 1
Total Records 100

K Cancel
Figure 7-30 Export
7.4 Consumption Detail
Click Consumption, then select Consumption Detail.

Consumption Detail Report

Click Consumption > Consumption Detail, then select Consumption Detail Report.

B consumption Basic Inf... > ! Detail / Detail Report
Consumption Time From | 2022-04-29 00:00:00 To | 2022-07-29 23:50:59 Personnel ID || | More~ Q &

B Consumption Device >

Consumption Card Ma... > O Refresh 2 Export @ Error Correction ¥ Import U Disk Record
=1 Consumption Detail v

Consumption Exception
Report

Personnel ID  First Name  LastNa. Card Sta. DepartmentNu.. Department . Card Acc.. TypeNa.. AmountOf Consump.. Bala. Consumption RestaurantN_. Meal Na_. Serial Num_.  Device Flow N..  Card Flow

Figure 7-31 Consumption Detail Report
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Export

Click Consumption > Consumption Detail > Consumption Detail Report, then select Export.

Export
Encrypt or not Yes(e) No
File Format EXCEL -
Data to Export o All {(max 100000 records)

Selected (max 100000 records)
Start Position 1

Total Records 100

K Cancel

Figure 7-32 Export

Error Correction

*

Click Consumption > Consumption Detail > Consumption Detail Report, then select Error

Correction.

Import U Disk Record

Click Consumption > Consumption Detail > Consumption Detail Report, then select Import U Disk

Record.

If the equipment consumption record is found inconsistent with the software, you can export the

consumption records of the machine
Import
File Format @) et

Select File Choose File | No file chosen

Figure 7-33 Import U Disk Record
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Consumption Exception Report

Click Consumption > Consumption Detail, then select Consumption Exception Report.

([l ic Inf... > [ 1Ci Detail / C: Exception Report
@ Consumption Device N Gonsumption Time From | 2022-04-29 00:00:00 | To | 2022-07-29 23:59:59 Personnel 1D || | More Q ¢
B Consumption Card Ma... > O Refresh T Export @ Correct t

Personnel ID  First Name Last Na. Card Sta... Department Nu... Department .. Card Acc. Type Na Amount Of Consump.. Bala. Consumption Restaurant N... Meal Na... Serial Num...
I Consumption Detail v

Consumption Detail Report

Figure 7-34 Consumption Exception Report

Export

Click Consumption > Consumption Detail, then select Consumption Exception Report.

Export
Encrypt or not Yesie) No
File Format EXCEL i
Data to Export &) All (max 100000 records)

Selected (max 100000 records)
Start Position 1

Total Records 100

K Cancel

Figure 7-35 Export Consumption Exception Report

Manual Supplement

It is used to enter some consumptions record details manually in the system.
zNote: Before performing this operation, you need to have the relevant operation card.

Click Consumption, then select Manual Supplement.

™ consumption Basic Inf... > Consumption / Manual Supplement / Manual Supplement
B Consumption Device N Consumption Time From | 2022-04-28 00:00:00 To |2022-07-29 23:59:59 Personnel ID I| | More Q ¢
B Consumption Card Ma... > O Refresh = New
Personnel ID  First Name Last Na Card Account  Card Number Amount Of Consum Balance Meal Consumption Ti Creation Time
B Consumption Detail >
| % Manual Supplement v|

Figure 7-36 Manual Supplement

Card Flow

Creator
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Manual Supplement

Click Consumption > Manual Supplement, then select Manual Supplement.

You need to cross-check the relevant information of the card. When the user puts the relevant card into
the card reader, click on read card to read the detailed data such as the Card Account, Card Number,
First Name, Last Name, Personnel ID, Balance, Card Flow Number, Meal, Available Device, Consumption
Time, and Amount of Consumption.

Mew x

Card Account

Card Number

First Mame

Last Mame

Personnel 1D

Balance

Card Flow Mumber

Meal -
Available Device” -
Consumption Time®

Amount Of Consumption’ i

Cancel

Figure 7-37 New (Add new Manual supplement)

Subsidy

Click Consumption, then select Subsidy. To enter the subsidy page, you can perform different
function related to subsidy.

zNote: Before the subsidy operation, you need to add personnel in the Personnel module.

™ Consumption BasicInf... >  Consumption / Subsidy / Subsidy Management
@ Consumption Device > Personnel D | | name Whetner To Receive | ——-— ~| moer Q &
B Consumption Card Ma... > O Refresh [ Subsidy Registration & Review & One-Click Review [B Reissue The Command @ Delete X Import More

Personnel 1D First Name  LastNa.. Subsidy Amo.. Receiving Am.. Card Bala.. Whether To Receive  Whether To Pa.. Auditers  Subsidy Receive .  Effective Time Of S.. Remarks Operations

[ Consumption Detail >

& Manual Supplement >

.

Figure 7-38 Subsidy
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Subsidy Registration
Click Consumption > Subsidy > Subsidy Management, then select Subsidy Registration.
Subsidy Regisiration b4

Personnel iD° q

Subsidy Amount® llo
Effective Time Of Subsidy”

Remarks
Cancel
Figure 7-39 Subsidy Registration
Parameter Description
Personnel ID Enter Personnel ID.
Subsidy Amount Enter Subsidy amount.

Effective Time OF Subsidy ~ Mention Effective time of Subsidy.

Remarks Mention remarks if any.

Table 7-5 Subsidy Registration

Click OK to save and exit.

One- Click Review

Click Consumption > Subsidy > Subsidy Management, then select One- Click Review.

This function is mainly to review the unapproved subsidies in the system and will not deal with the
subsidy records that have been approved. During the review process, if the unapproved subsidy cannot
be approved for some reason (such as the user has already returned the card), the subsidy will not be
processed.

Prompt

Are you want to perform the One-Click Review
operation?

Cancel

Figure 7-40 One-Click Review
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Review

Click Consumption > Subsidy > Subsidy Management, then select Review.

This function is mainly to review the audit. Before performing audit, you need to select the subsidy
(select in the multi-select box). After clicking the review, an audit dialog box will pop up. The dialog box
will display the person number and name as selected by the user.

Reissue the Command

Click Consumption > Subsidy > Subsidy Management, then select Reissue the Command.

This function is primarily used to re-issue the subsidy to the subsidy machine. Select the required
subsidy(s), then click Reissue the command. The dialog box will display the person number and name
selected by the user, click OK to reissue the subsidy order to the subsidy machine.

Delete

Click Consumption > Subsidy > Subsidy Management, then select Delete.

Prompt

Are you sure you want to perform the delete
operation?

Cancel
Figure 7-41 Delete Subsidy

Import

Click Consumption > Subsidy > Subsidy Management, then select Import.

This function is used to import subsidies in batches.

Import b4

File Format Excel

Select File Vv Not Uploaded

Cancel

Figure 7-42 Import Subsidy
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More

Click Consumption > Subsidy > Subsidy Management, then select More.

In More you can operate options like Export and Download Template.

T Export

Figure 7-43 More

Export

Click Consumption > Subsidy > Subsidy Management > More, then select Export.

This function is used to export the queried subsidies.

Export x
Encrypt or not Yes MNo
File Format EXCEL ®
Data to Export ) All {max 100000 records)

Selected (max 100000 records)
Start Position 1
Total Records 100

Cancel

Figure 7-44 Export

Download Template

Click Consumption > Subsidy > Subsidy Management > More, then select Download Template.
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7.7 Consumption Report

Click Consumption, then select Consumption Report.

The statistical report consists of 9 modules: Issue Card Report, Top Up Report, Refund Report,
Subsidy Report, Report of Return Card, Card Cost Report, Card Balance Report, Non-Card Return
Card Report, and Report of Resume the Card.

m Consumption Basic Inf... > Consumption / Censumption Report / Issue Card Report
@ Consmnption Devics 5 Card Issue Date From To Personnel ID \-7_ Morer Q &
B Consumption Card Ma... > O Refresh T Export
Personnel ID  First Name Last Na.. Department .. Card Nu... Card Acc..  Card Issue Date Balance Creator

E Consumption Detail >
@ Manual Supplement >
E Subsidy >
r. ] Consumption Report | v

Top Up Report

Refund Report
Subsidy Report
Report Of Return Card

Card Cost Report No data

Card Balance Report

Non-card Return Card
Report

Report Of Resume The Card

Figure 7-45 Consumption Report

Issue Card Report
Click Consumption > Consumption Report, then select Issue Card Report.

Export

Click the Export button at the top of the list to open an export dialog box, as shown below. Click OK to
export the data according to the query conditions and export conditions. The export format type can
be selected as Excel, PDF, or CSV files.

Click Consumption > Consumption Report > Issue Card Report, then select Export.

Export x
Encrypt or not Yes No
File Format EXCEL x
Data to Export All {max 100000 records)

Selected (max 100000 records)
Start Position i
Total Records 100

Cancel

Figure 7-46 Export
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Top Up Report
Click Consumption > Consumption Report, then select Top Up Report.

Export

Click the Export button at the top of the list to open an export dialog box, as shown below. Click OK to
export the data according to the query conditions and export conditions. The export format type can
be selected as Excel, PDF, or CSV files.

Click Consumption > Consumption Report >Top UP Report, then select Export.

Export X
Encrypt or not Yes No
File Format EXCEL x
Data to Export All (max 100000 records)

Selecied (max 100000 records)
Start Position 1
Total Records 100

Cancel

Figure 7-47 Export

Refund Report
Click Consumption > Consumption Report, then select Refund Report.

Export

Click the Export button at the top of the list to open an export dialog box, as shown below. Click OK to
export the data according to the query conditions and export conditions. The export format type can
be selected as Excel, PDF, or CSV files.

Click Consumption > Consumption Report > Refund Report, then select Export.

Export X
Encrypt or not Yes No
File Format EXCEL x
Data to Export All (max 100000 records)

Selecied (max 100000 records)
Start Position 1
Total Records 100

Cancel

Figure 7-48 Export Refund Report
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Subsidy Report
Click Consumption > Consumption Report, then select Subsidy Report.

Export

Click the Export button at the top of the list to open an export dialog box, as shown below. Click OK to
export the data according to the query conditions and export conditions. The export format type can
be selected as Excel, PDF, or CSV files.

Click Consumption > Consumption Report > Subsidy Report, then select Export.

Export X
Encrypt or not Yes No
File Format EXCEL x
Data to Export All (max 100000 records)

Selecied (max 100000 records)
Start Position 1
Total Records 100

Cancel

Figure 7-49 Export Subsidy Report

Report of Return Card
Click Consumption > Consumption Report, then select Report of Return Card.

Export

Click the Export button at the top of the list to open an export dialog box, as shown below. Click OK to
export the data according to the query conditions and export conditions. The export format type can
be selected as Excel, PDF, or CSV files.

Click Consumption > Consumption Report > Report of Return Card, then select Export.

Export X
Encrypt or not Yes No
File Format EXCEL x
Data to Export All (max 100000 records)

Selecied (max 100000 records)
Start Position 1
Total Records 100

Cancel

Figure 7-50 Export Report of Return Card
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Card Cost Report
Click Consumption > Consumption Report, then select Card Cost Report.

Export

Click the Export button at the top of the list to open an export dialog box, as shown below. Click OK to
export the data according to the query conditions and export conditions. The export format type can
be selected as Excel, PDF, or CSV files.

Click Consumption > Consumption Report > Card Cost Report, then select Export.

Export X
Encrypt or not Yes No
File Format EXCEL x
Data to Export All (max 100000 records)

Selecied (max 100000 records)
Start Position 1
Total Records 100

Cancel

Figure 7-51 Export Card Cost Report

Card Balance Report
Click Consumption > Consumption Report, then select Card balance Report.

Export

Click the Export button at the top of the list to open an export dialog box, as shown below. Click OK to
export the data according to the query conditions and export conditions. The export format type can
be selected as Excel, PDF, or CSV files.

Click Consumption > Consumption Report > Card Balance Report, then select Export.

Export X
Encrypt or not Yes No
File Format EXCEL x
Data to Export All (max 100000 records)

Selecied (max 100000 records)
Start Position 1
Total Records 100

Cancel

Figure 7-52 Export Card Balance Report
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Non-Card Return Card Report
Click Consumption > Consumption Report, then select Non-Card Return Card Report.

Export

Click the Export button at the top of the list to open an export dialog box, as shown below. Click OK to
export the data according to the query conditions and export conditions. The export format type can
be selected as Excel, PDF, or CSV files.

Click Consumption > Consumption Report > Non- Card Return Card Report, then select Export.

Export X
Encrypt or not Yes No
File Format EXCEL x
Data to Export All (max 100000 records)

Selecied (max 100000 records)
Start Position 1
Total Records 100

Cancel

Figure 7-53 Export Non-Card Return Card Report

Report of Resume the Card
Click Consumption > Consumption Report, then select Report of Resume the Card.

Export

Click the Export button at the top of the list to open an export dialog box, as shown below. Click OK to
export the data according to the query conditions and export conditions. The export format type can
be selected as Excel, PDF, or CSV files.

Click Consumption > Consumption Report > Report og Resume the Card, then select Export.

Export X
Encrypt or not Yes No
File Format EXCEL x
Data to Export All (max 100000 records)

Selecied (max 100000 records)
Start Position 1
Total Records 100

Cancel

Figure 7-54 Export Report of Resume the Card
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Consumption Statistics

The statistical report contains the statistical information of consumption system module.

It includes Personal Consumption Report, Department Summary, Restaurant Summary, Device
Summary, Income and Expenses Report, and Meal Summary.

Click Consumption, then select Consumption Statistics.

4 Consumption Basic Inf... >  Consumption / Consumption Statistical Report / Personal Consumpion Report

@ Consumpiion Dssice i Start Time [2022-04-29 00:00:00] End Time | 2022-07-20 23:59:59 Name Q ¢

B Consumption Card Ma... > O Refresh 2 Export
Personne 11D FirstNa. LastNa.. Consum ption .. Total Supplementary .. Total Consum... Number Of Error Corr... Number Of Supplementary .. Total Er.. Counti.. Accou.. TotalAc.. Actual Cons.. Actual Cons.. —System Amou
[# consumption Detail >
& Manual Supplement >
& subsidy >

[@ ConsumptionReport >

Consumption Statistic... v/

Department Summary.

Rest;

Meal Summary

Figure 7-55 Consumption Statistics

Personal Consumption Report
Click Consumption > Consumption Statistics then select Personal Consumption Report.

Export

Click the Export button at the top of the list to open an export dialog box, as shown below. Click OK to
export the data according to the query conditions and export conditions. The export format type can
be selected as Excel, PDF, or CSV files.

Click Consumption > Consumption Statistics > Personal Consumption Report, then select Export.

Export x
Encrypt or not Yes No
File Format EXCEL x
Data to Export All {max 100000 records)

Selected (max 100000 records)
Start Position i
Total Records 100

Cancel

Figure 7-56 Export Personal Consumption Report
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Department Summary
Click Consumption > Consumption Statistics then select Department Summary.

Export

Click the Export button at the top of the list to open an export dialog box, as shown below. Click OK to
export the data according to the query conditions and export conditions. The export format type can
be selected as Excel, PDF, or CSV files.

Click Consumption > Consumption Statistics > Department Summary, then select Export.

Export X
Encrypt or not Yes No
File Format EXCEL x
Data to Export All (max 100000 records)

Selecied (max 100000 records)
Start Position 1
Total Records 100

Cancel

Figure 7-57 Export Department summary

Restaurant Summary
Click Consumption > Consumption Statistics then select Restaurant Summary.

Export

Click the Export button at the top of the list to open an export dialog box, as shown below. Click OK to
export the data according to the query conditions and export conditions. The export format type can
be selected as Excel, PDF, or CSV files.

Click Consumption > Consumption Statistics > Restaurant Summary, then select Export.

Export X
Encrypt or not Yes No
File Format EXCEL x
Data to Export All (max 100000 records)

Selecied (max 100000 records)
Start Position 1
Total Records 100

Cancel

Figure 7-58 Export Restaurant Summary
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Device Summary
Click Consumption > Consumption Statistics then select Device Summary.

Export

Click the Export button at the top of the list to open an export dialog box, as shown below. Click OK to
export the data according to the query conditions and export conditions. The export format type can
be selected as Excel, PDF, or CSV files.

Click Consumption > Consumption Statistics > Device Summary, then select Export.

Export X
Encrypt or not Yes No
File Format EXCEL x
Data to Export All (max 100000 records)

Selecied (max 100000 records)
Start Position 1
Total Records 100

Cancel

Figure 7-59 Export Device Summary

Income and Expenses Report
Click Consumption > Consumption Statistics then select Income and Expenes Report.

Export

Click the Export button at the top of the list to open an export dialog box, as shown below. Click OK to
export the data according to the query conditions and export conditions. The export format type can
be selected as Excel, PDF, or CSV files.

Click Consumption > Consumption Statistics > Income and Expenses Report, then select Export.

Export X
Encrypt or not Yes No
File Format EXCEL x
Data to Export All (max 100000 records)

Selecied (max 100000 records)
Start Position 1
Total Records 100

Cancel

Figure 7-60 Income and Expenses Report
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Meal Summary

Click Consumption > Consumption Statistics then select Meal Summary.

Export

Click the Export button at the top of the list to open an export dialog box, as shown below. Click OK to
export the data according to the query conditions and export conditions. The export format type can
be selected as Excel, PDF, or CSV files.

Click Consumption > Consumption Statistics > Meal Summary, then select Export.
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Export
Encrypt or not Yes No
File Format EXCEL x
Data to Export All (max 100000 records)

Selected (max 100000 records)
Start Position 1

Total Records 100
Cancel

Figure 7-61 Export Meal Summary

X
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8 Elevator Control Management

8.1 Operation Scenario

Elevator control management, also known as elevator access control management, realizes the unified
management of personnel entering and leaving the elevator through the configuration of floors and
personnel authority groups.

Elevator control solves the elevator floor arrival authority of registered personnel, that is, in a certain
period, on certain floors, authorized personnel can be verified and passed.

8.2 Operation Flow

Introduce the configuration process of Elevator control management business.

The business configuration process of Elevator control management business is shown in Figure 8-1

Start
Add Device m
Set Time
Set Access Zone
Rule
Set Holiday

Set Access
Group

Figure 8-1 Elevator Control Configuration Flow

8.3 Elevator Device

There are two ways to add Elevator Devices.

8.3.1 Manually Add Elevator Control Device (Device)

This paper introduces the configuration Steps of adding Access Control device in platform.

Through the new way, the Elevator control device is added by TCP/IP communication. After filling in
the corresponding information, Click OK to complete the addition, which is convenient to operate.
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Add device (New)

Step 1:In the Elevator Control module, select "Elevator Control device > device".

Step 2: In the device management interface, click the New button to pop up the New box.

Step 3: Fill in the corresponding parameter information in the new box. The new box of device is
shown in the figures below. Please refer to below table for parameter setting instructions.

Step 4: Click OK to complete the operation of adding Elevator control device.

TCP/ IP communication mode RS485 communication mode

Device Name™ |

Communication Type® TCPAP RS485

Mew ®

S Device Name”

Communication Type™ TCPAP (s} RS485
Epoaen Serial Port Number® coMm1 -
Communicaiion pori® 4370 9T435 Address"
Communication Password FS485 Address Code Figure oM KE
Mumber of Expansion Board [i] = 00000080
Each expansion board relay number | 18 12345867438
Mumber of negative floors o - Szud Rate’ 22400 =

Ares” Ares Mama -

Clear Data in the Device when

£dding

Ak [Clear D=

Parameter

Device Name
Communication Mode
IP Address

Communication Port

Communication Cipher

Number of Expansion
Plates

Number of Relays Per
Expansion Board

Region

Page |325

Communication Password

Mumber of Expansion Board o -
Each expansion board relay number |16

Mumiber of negative floors o -
Area” Area Mame -

Clear Dats in the Device whan
Adding

Ak [Clear Data in the De

Cancel Save and Ney K Cancel
Figure 8-2 Add Elevator Control Configuration Flow

How to set

Customize the name of this device

Choose the communication mode of TCP/IP
Fill in the IP address of Elevator control device
The default device communication port is 4370

Fill in the communication password of the device. If there is no password, it
does not need to be filled in, and it can only be added after successful
verification.

For new factory device and initialized device, the communication password is
empty. In order to ensure that the device is not used by others, the user can
enter the IP address of the device through the Web page and enter the
background to customize the verification password.

The Elevator control device can control the expansion of the number of floors

Each expansion board has 16 relays

The device is divided into regions, and the device can be filtered according to
the regions during real-time monitoring
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Parameter How to set

Delete Data in Device Set whether the original Elevator control event data in the device will be
When Adding automatically emptied after the device is added.

Table 8-2 Description of Settings for Adding Devices

Delete

Step 1: On the Device interface, select the required Device from the list.

Step 2: Click Delete or click on the (@ icon.to delete the selected Device.

Step 3: Click Delete, to ensure and delete the selected Device from the list.

Export

You can export all transactions in Excel, PDF, CSV format.

Export X
Encrypt or not Yes No
File Format EXCEL x
Data to Export All (max 100000 records)

Selecied (max 100000 records)
Start Position 1
Total Records 100

Cancel
Figure 8-3 Export Elevator Control Configuration Flow

Search And Add Elevator Control Device (Search)
This paper introduces the configuration Steps of adding Elevator control device in by searching.

Through the way of searching, the Elevator control device in the local area network is searched, and the
Elevator control device that has been searched out is directly added, which is convenient to operate.

Step 1:In the Elevator Control module, select "Elevator Control Device > Device".
Step 2: In the device management interface, click the Search button to pop up the search box.

Step 3: Click “Start Search" in the search box to display the Elevator control devices that can be added,
as shown in Figure 8-4.

Search X
No device found? Download Search Tools to Local Disk
Total Progress 100% No device found!
IP Address Device Type Serial Number
IP Address MAC Address Subnet Mask Gateway Add. Serial Number Device Type Set Server Operations

Figure 8-4 Device Search Add Interface
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Step 4: Optional: Modify the IP address of Elevator control device and click "Modify IP Address".
Modifying IP address will restart the device, and the IP address modification will be completed after
restarting.

Step 5: For the Elevator control device searched, click the Add button in the operation bar to add the
device; The device addition settings are shown in Figure 8-5, and the parameter settings are shown in
Table 8-1.

Add x
Device Name™® |
Communication Password
Mumber of Expansion Board 1] -
Each expansion board relay 16
hurmber
Araa® Area Marme -

Clear Data in the Device when
Adding

data in the des

;\é‘;?_ [Clas r

Cancel

Figure 8-5 Add Interface

Parameter How to set
Device Name Customize the name of the device.

Fill in the communication password of the device. If there is no password, it
does not need to be filled in, and it can only be added after successful
verification.

Communication Cipher = For new factory device and initialized device, the communication password is
empty. In order to ensure that the device is not used by others, the user can
enter the IP address of the device through the Web page and enter the
background to customize the verification password.

Number of Expansion

Plates Elevator control device can control the expansion of the number of floors.

Number of Relays Per

Expansion Board Each expansion board has 16 relays.

The device is divided into regions, and the device can be filtered according to

Region . . . L
9 the regions during real-time monitoring.

Delete Data in Device Set whether the original Elevator control event data in the device will be
When Adding automatically emptied after the device is added.

Table 8-1 Device Search Added Settings Description
Step 6: Click OK to complete the operation of adding Elevator control device.

Step 7: Click Close to close the Device Search Add interface.
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Control
® Upgrade Firmware

Tick the device that needs to be upgraded, click Upgrade firmware to enter edit interface, then click
Browse to select firmware upgrade file (named emfw.cfg) provided by Access software, and click OK to
start upgrading.

& Note: The user shall not upgrade firmware without authorization. Contact the distributor before
upgrading firmware or upgrade it following the instructions of the distributor. Unauthorized upgrade
may affect normal operations.

® Reboot Device

It will reboot the selected device.

® Synchronize Time

It will synchronize device time with server’s current time.
® Disable/Enable

Select device, click Disable/Enable to stop/start using the device. When communication between the
device and the system is interrupted or device fails, the device may automatically appear in disabled
status. After adjusting local network or device, click Enable to reconnect the device and restore device
communication.

® Synchronize All Data to Devices

Synchronize data of the system to the device. Select device, click Synchronize All Data to Devices and
click OK to complete synchronization.

Set Up
® Modify IP Address

Select a device and click Modify IP address to open the modification interface. It will obtain a real-time
network gateway and subnet mask from the device. (Failed to do so, you cannot modify the IP address).
Then enter a new IP address, gateway, and subnet mask. Click OK to save and quit. This function is the
similar as Modify IP Address Function in Device.

® Modify Communication Password

The system will ask for the old communication password before modifying it. After verification, input
the new password twice, and click OK to modify the communication password.

&5 Note: Communication password shouldn’t contain spaces; it is recommended to use a combination
of numbers and letters. Communication password setting can improve the device’s security. It is
recommended to set communication password for each device.

® Modify RS485 Address
Only the devices that use RS485 communication and with no DIP Switch can modify RS485 address.
® Modify the Fingerprint Identification Threshold

Users can modify the fingerprint identification thresholds in the devices; it ranges from 35 to 70 and it is
55 by default. The system will read the thresholds from the device.

® Set extended Parameters

We can set the extended parameters of device like temperature detection and mask detection

Page |328 Copyright©2022 ZKTECO CO., LTD. All rights reserved.



ZKBio CVSecurity User Manual

View/Get
® Get Device Option

It gets the common parameters of the device. For example, get the firmware version after the device is
updated.

® GetPersonnel Information

Renew the current number of personnel, fingerprints, finger vein and face templates in the device. The
final value will be displayed in the device list.

® Get Transactions

Get transactions from the device into the system. Two options are provided for this operation: Get New
Transactions and Get All Transactions.

Expanding Board

This introduces the configuration Steps of adding Expanding Board device in the platform.

Add device (New)

Step 1:In the Elevator Control module, select "Elevator Control device > Expanding Board".
Step 2: In the expanding board interface, click the New button to pop up the Newbox.

Step 3: Fill in the corresponding parameter information in the new box. The new box of device is
shown in Figure 8-4. Please refer to Table 8-2 for parameter setting instructions.

Step 4: Click OK to complete the operation of adding Expanding board interface.

Flew *
MNamea"
Cevica Mama" Click to seiact
Expansion board type” Ex-318
RS425 Address”
Cancel

Figure 8-6 Add Expanding Board

Delete

Step 1: On the Expanding Board interface, select the required Device from the list.

Step 2: Click Delete or click on the (i icon.to delete the selected Device.

Step 3: Click Delete, to ensure and delete the selected Device from the list.
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Reader

Each elevator device has a reader, the reader information can be set.

Click Elevator Device > Reader, select a reader name in the reader list:

Parameter
Device Name

Name

Operate Interval

Verification Mode

The above settings are
copied to

Edit
Device Name" 192.168.1.53
Name' 192.168.1.53-Reader
Operate Interval’ 2 second(0-
Verification Mode Card or Fingerprint Y
The above Settings are~ —eeeeeem v

Copied to

Figure 8-7 Edit Reader interface

How to set
Itis not editable.
The default format is “Device Name - Reader”, editable in 30 characters.

The interval between two verifications. The default value is 2 seconds, the
range is 0 to 254 seconds.

The default setting is “Card or Fingerprint”. The Wiegand reader supports”
Only Card”, “Only Password”, “Card or Password”, “Card and Password”, “Card
or Fingerprint”. The RS485 reader supports “Card or Fingerprint”. Make sure
the reader has a keyboard when the verification mode is “Card and Password”.

Apply the above settings to all readers within the current user’s level.
Click OK to save and exit.

Floor Floor Setting

The setting of floor parameters affects the logical judgment of Elevator control verification.

Edit

Step 1:In the Elevator Control module, select "Elevator Control device > Floor".

Step 2: In the floor management interface, click the Edit button in the floor selection operation bar to
pop up the floor parameter setting box.

Step 3: In the floor parameter setting interface, fill in the corresponding parameters according to the
addition requirements, as shown in Figure 8-5. Please refer to Table 8-3 for parameter filling

instructions.
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Parameter

Owned Device

Floor Number

Floor Name

Effective Time Period of
Floor

Time Period for
Continuously Releasing
Keys

Key Holding Time

Copy The  Above

Settings To

Edit

Device Name 92.168.1.53
Floor Number 1

Floor Name' 192.168.1.53-1
Floor Active Time Zone' 24-Hour Accessible i

Floor Passage Mode e v

Time Zone

o

Button Open Duration®

The above Settings are

Copied to

Figure 8-8 Floor Parameter Setting

How to set

Displays the basic information of this floor, and reset is not supported.

The system automatically numbers the device according to the number of
relays.

It defaults to "device Name-Floor Number", which can be repaired as needed,
and can be filled in with a maximum of 30 arbitrary characters.

When editing a floor, the effective time period of the floor is required. Only
after the effective time period of the floor is set can the close floor button be
continuously released.

It must be valid within the effective period of the floor. It is recommended to
set the continuous release period of the floor. The setting is included in the
effective period of the floor.

Used to control swiping cards or pressing fingerprints, within the range of
time, you can press the floor buttons of elevators. The default is 5 seconds, and
the range is 0-254.

Set which floors the above floor parameters also apply to. The options are: all
floors of current device and floors of all device.

Table 8-3 Instructions for Setting Floor Parameters

Step 4: Click OK to complete the operation of adding Elevator-controlled floors.

Remotely Release the Button

It determines whether the corresponding key to the selected floor can be pressed. You can customize
the key release duration (15s by default) or select Enable Intraday Passage Mode Time Zone. You can
also directly set the current status of the floor to continuously release. In this case, the floor is not
subject to restrictions of any periods, including Floor Active Time Zone, Floor Passage Mode Time Zone,
and Button Open Duration. That is, the floor will be continuously released in 24 hours every day.

Remotely Lock the Button:

This normal event is triggered if a user remotely locks a button successfully.

Page |331 Copyright©2022 ZKTECO CO., LTD. All rights reserved.



ZKBio CVSecurity User Manual

Remote Normal Opening
The person having open door permission punch effective card at the opened door to trigger this
normal event.

Enable Intraday Passage Mode Timezone

If the intraday passage mode time zone is disabled, punch effective card for five times (must be the
same user) or select Enable Intraday Passage Mode Time Zone in remote opening operation, and this
normal event is triggered.

Disable Intraday Passage Mode Timezone

In door normal open state, punch effective card for five times (must be the same user) or select Disable
Intraday Passage Mode Time Zone in remote closing operation, and this normal event is triggered.

Auxilary Input

It is mainly used to connect to devices, such as the infrared sensor or smog sensor.

Edit

Step 1: Click Elevator Device > Auxiliary Input on the Action Menu, enter into the following page.

Step 2: Click Edit to modify the parameters
Edit

Device Name®

Number®

Mame* Auxiliary Input-9
Printed Name®

Remark

Figure 8-9 Auxiliary Input Add Interface

Parameter How to set
Device Name You can customize the name according to your preference.
Number Displays the Number.
Name It displays the default name of “Auxilary Input”
Printed Name The printing name in the hardware, for example IN9.
Remark Displays the Comment.
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Event Type

Display the event types of the elevator devices.

Step 1: Click Elevator Device > Event Type, the following page is displayed:
(_* Refresh
Event Mame Event Mo Event Level Device Name Serial Mo
Mormal Punch Cpen o Mormal 192.168.90.235 0013130700074
Punch during Passage Mode Time Zone 1 Mormal 192.168.90.235 0013130700074
Open during Passage Mode Time Zone 5 Mormal 1892.168.90.235 0013130700074
Remote Release 8 Mormal 192.168.90.235 0013130700074
Remote Locking e} Mormal 192.168.90.235 0013130700074
Disable Intfraday Passage Mode Time Zone 10 Mormal 1892 168.90.235 0013130700074
Enable Intraday Passage Mode Time Zone 11 Mormal 192.168.90.235 0013130700074
Marmal Fingerprint Open 14 Mormal 192.168.90.235 0013130700074
Press Fingerprint during Passage Mode Time Zc 16 Mormal 182 168.90 235 0013130700074
Cperate Interval too Short 20 192.168.90.235 0013120700074
Button Inactive Time Zone(Punch Card) 21 Exce 1892.168.90.235 0013130700074
lllegal Time Zone 22 Exce 192.168.90.235 0013130700074
Access Denied 23 192.168.90.235 0013130700074
Disabled Card 27 C 192.168.90.235 0013120700074
Card Expired 29 Exce 192.168.90.235 0013130700074
Password Error 30 Exce 192.168.90.235 0013130700074
Press Fingerprint Interval too Short 21 182.168.90.235 0013130700074

Figure 8-10 Event Type Interface
Device Monitoring

Export

By default, it monitors all devices within the current user’s level, click Elevator Device > Device
Monitoring, and lists the operation information of devices: Device Name, Serial No., Area, Operation
Status, current status, commands List, and Related Operation.

Area Status | — [x] Device name Serial Number
L’,‘ Export
Device Name Serial Mumber Area Operation Status Current Status Commands List  Recently The Abnormal  Operations

State

192.168.214.66 0013130700074 Area Nameaa GetreaHime event MNormal 0 Mone Clear Command View Command
Figure 8-11 Device monitoring Interface
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Real Time Monitoring

Operating Steps

Click Elevator Device > Real-Time Monitoring, real-time monitor the status and real-time events of

elevator controllers in the system, including normal events and abnormal events (including alarm
events).

Area Device Name Remotely Release the Button Remately Lock the Button

Time Area Device Name Event Point Event Description Card Number  Person Reader Name Verification Mode

Name

2017-02-10 16:11:12  Area Name: 192.168.214 66(00131 192.168.214 66-2 Remote Release Other
2017-02-10 16:11:12  Area Name: 192.168.214.66(00131 192.168.214.66-1 Remote Release Other
2017-02-10 16:11:01  Area Name: 192.168.214.66(00131 192.168.214.66-Rear Disabled Card 2338484 2829(xinxiao yang 192.168.214.66-Read Card or Fingerprint
2017-02-10 16:10:47  Area Name: 192.168 214 66(00131 192.168 214 66-Rea Disabled Card 2338484 2829(xinxiao yang 192.168.214 G8-Read Card or Fingerprint
2017-02-10 16:10:44  Area Name: 192.168.214.66(00131 192.168.214.66-Rea Disabled Card 2338484 2829(xinxiao yanc 192.168.214.66-Read Card or Fingerprint

Total Received:d @Normal:2 o Exception:3 @Alarm:0 Clear Rows Data Event Description Play Audio [/|Show Photos

Figure 8-12 Real Monitoring

Remotely Release the Button

Click Remotely Release Button:

Securty Werfication x

Usar Passwond”

Cancel

Figure 8-13 Security Verification
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Input the user password (the system logging password), click Next Step:

4 [ |27 Al =
4| |77 192.168.1.53
[ 192.168.1.53-1
[T 192.168.1.53-2
| [] 192.168.1.53-3
[ 192.168.1 53-4
[ 192.168.1.53-5
[ 192.168.1.53-6
|[] 192.168.1.53-7
[ 192.168.1 53-8
[ 192.168.1.53-9
[ 192.168.1.53-10
|1 1921681 53-11
[ 192.168.1.53-12

My amm amn a4 ra an

Figure 8-14 Remotely Release Button

Select the floor, and click Next Step:
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(@ Remote release: second(1-254)
) Enable Intraday Passage Mode Time Zone

1 Sustained release button

Previous Step Complete

Figure 8-15 Remotely Release Button
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Remotely Lock the Button

Same as “Remotely Release the button”.

It determines whether the corresponding key to the selected floor can be pressed. You can customize
the key release duration (15s by default) or select Enable Intraday Passage Mode Time Zone. You can
also directly set the current status of the floor to continuously release. In this case, the floor is not
subject to restrictions of any periods, including Floor Active Time Zone, Floor Passage Mode Time Zone,
and Button Open Duration. That is, the floor will be continuously released in 24 hours every day.

To close a floor, you must first set Disable Intraday Passage Mode Time Zone to prevent the case that
the floor is opened because other continuous open periods take effect. Then, you need to set to close
the Remote Lock Button.

The floor that is set to the continuously release state is not subject to restrictions of any periods, that is,
the floor will be continuously released in 24 hours every day. To close the floor, you must select Disable
Intraday Passage Mode Time Zone.

&sNote: If a failure message is always returned for the remote release key, check whether there are too
many currently disconnected devices on the device list. If yes, check the network connection.

Select the options, click Complete to finish enabling the button.

Elevator Control Rules

Time Period SettingTime Zones

In Elevator control, time period is a very important basic concept, which is used to set the use time of
floors and specify that Elevator control can be used in effective time period.

This paper introduces the configuration Steps of manually adding time periods in.

New

Step 1:In the Elevator Control module, select "Elevator Control Rules > Time Period".
Step 2: Click Add to pop up the interface of adding time period.

Step 3: Add the interface in the time period and set the corresponding content according to the new
requirements, as shown in Figure 8-6. Please refer to Table 8-4 for parameter setting instructions.
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New X
Time Zone Name”™
Remarks
Time
Date
00 : 00 00 : 00 00 : 00 00 : 00 00 : 00 00 : 00
00 : 00 00 : 00 00 : 00 00 : 00 00 : 00 00 : 00
00 : 00 00 : 00 00 : 00 00 : 00 00 : 00 00 : 00
00 : 00 00 : 00 00 : 00 00 : 00 00 : 00 00 : 00
00 : 00 00 : 00 00 : 00 00 : 00 00 : 00 00 : 00
00 : 00 00 : 00 00 : 00 00 : 00 00 : 00 00 : 00
00 : 00 00 : 00 00 : 00 00 : 00 00 : 00 00 : 00
00 : 00 00 : 00 00 : 00 00 : 00 00 : 00 00 : 00
00 : 00 00 : 00 00 : 00 00 : 00 00 : 00 00 : 00
00 : 00 00 : 00 00 : 00 00 : 00 00 : 00 00 : 00
Copy Monday's Setting to Others Weekdays:
Cancel

Figure 8-16 New Time Period

Parameter How to set
Time Period Name Custom setting time period name for easy memory.
Remarks Custom Setting Notes Description.

. Set the start and end time in each time interval. Time period
Time Interval . ’ S

includes one week and three holiday type time intervals.
Copy Monday time to other working days = You can quickly copy Monday settings to other workdays.
Table 8-4 Description of New Parameter Settings in Time Interval

Step 4: Click OK to complete the addition of this time period.
Delete
Step 1: On the Time Zone interface, select the required time zone from the list.

Step 2: Click Delete or click on the (@ icon.to delete the selected time zone.

Step 3: Click Delete, to ensure and delete the selected time zone from the list.

Prompt

Figure 8-17 Delete Time Period
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Holiday Setting

The Elevator control time on holidays may be different from the usual Elevator control time. For simple
operation, the system supports setting the Elevator control time separately on holidays.

This paper introduces the configuration Steps of manually adding holidays in.

New

Step 1: In the Elevator Control module, select "Elevator Control Rules > Holidays".

Step 2: Click New to pop up the holiday adding interface.

Step 3: In the holiday new interface, set the corresponding content according to the new requirements,
as shown in Figure 8-7; Please refer to Table 8-5 for parameter setting instructions.

Parameter

Holiday Name
Holiday Type

Start Time/End Time

Annualized Cycle

Remarks

New xX
Holiday Name* |
Holiday Type” Holiday Type 1 -
Start Date” 2021-12-18
End Date” 2021-12-18
Recurring No -
Remarks
Cancel
Figure 8-18 New Holidays
How to set

Customize the holiday name for easy memory.

Customize the holiday type: Holiday Type 1, Holiday Type 2, Holiday Type 3.
The holiday type is set and selected in the "Time Period" addition.

Set the time range for this holiday.

Set whether this holiday cycle year by year: Yes, no.

For example, if New Year’s Day is January 1 of each year, it can be set to "Yes";
Mother’s Day is the second Sunday in May every year. If the date is uncertain, it
will be set to "No".

Custom settings description.

Table 8-5 Parameter Setting Description for Holidays

Step 4: Click OK to complete the operation of Elevator-controlled holidays.

Delete

Step 1: On the Holidays interface, select the required holidays from the list.

Step 2: Click Delete or click on the ( icon.to delete the selected holidays.

Step 3: Click Delete, to ensure and delete the selected holidays from the list.
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Elevator Levels
Elevator levels indicate that one or several selected doors can be opened by verification of a
combination of multi person within certain time zone. The combination of multi-person set in

Personnel Access Level option.

New

Step 1: Click Elevator > Access Levels > New to enter the Add Levels editing interface.

Mew x
Level Mame" [l
Time Zones” 24-Hour Accessible -
Area” Araz Mame -
Cancel

Figure 8-19 Elevator Level Add Interface

Step 2: Set each parameter: Level Name (unrepeatable), Time Zone and Area.

Step 3: Click OK, the system prompts” Add floors to the current elevator control level immediately”,
click OK to add floors, click Cancel to return the elevator levels list. The added level is displayed in the
list.

Prompt

Add floors to the current elevator control level
immediately?

Figure 8-20 Elevator Level Cancel Interface
Add Floor

Floor Mumber Floor Name
The current query conditions: None
Altemative Selecied(0)
Floar Numbear Flioor Name Floor Number Floor Name
1 192.168.1.53-1
192 1681532
3 152.168.1.53-3
4 192.168.1.534
142.168.1.53.5

162.168.1.535

@

T 192.168.1.53-T

From 1Te 50 | [ 50 rows. per page

Figure 8-21 Elevator Level Add Interface
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& Note: Different floors of different elevator controllers can be selected and added to an elevator level.

Delete

Step 1: On the Elevator Level interface, select the required level from the list.

Step 2: Click Delete or click on the (@ icon.to delete the selected level floors.

Step 3: Click Delete, to ensure and delete the selected level from the list.

Set Access by Levels

Step 1: Click Elevator > Set by Levels to enter the edit interface, Click an Elevator level in left list,
personnel having right of opening door in this access level will display on right list.

Step 2: In the left list, click Add Personnel under Operations to pop-up the Add Personnel box; select

personnel (multiple) and click = to move it to the right selected list, then click OK to save and
complete.

Step 3: Click the level to view the personnel in the right list. Select personnel and click Delete
Personnel above the right list, then Click OK to delete.

Delete Personnel

Step 1: On the Access Level interface, select the required Personnel ID from the list.

Step 2: Click Delete or click on the ( icon.to delete the selected Personnel ID.

Step 3: Click Delete, to ensure and delete the selected Personnel ID from the list.

Set Access by Person

Add selected personnel to selected elevator levels or delete selected personnel from the elevator levels.

Step 1: Click Elevator > Elevator Levels > Set by Person, click employee to view the levels in the right

list.
[[JZKBio CVSecurity & % Q zimic
F Elevator Device 3 Elevator | Elevatar Cantrol Rule { Set Access By Parson
Edit Personmel For Levels ¢  Browse Personnel 10002 (raj) From Levels
3 Blevator Control Rule ~
N Pearzannel 10 Mare More Q < Leved Name Titres Zones, (S
Time Zones
Holidays
— B r Canl =
Elevator Lavels
anm | Card Nurm i Opera Tim
3 st By Lavels
Bat Azcass By Lavel ik &
10001 #
Bet Avcass By Depanmeant
9527 ] e
Direct Selection Set
2 f #
Global Linkage
= ) #
Faramsters
9 oP1{ 232 e F
EEEE] TEST e #
121% Hame #

Figure 8-22 Set Access by Person Interface
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Delete from Levels

Step 1: Select Level (multiple) in the right list and click Delete from levels above the list, then click OK
to delete the selected levels.

Elevator Control Setting
Step 1: Select a person in the list on the left and click Elevator Control Setting. The following page is
displayed:

Elevator Control Setting

Superuser MNo ﬂ
Set Valid Time ]

Figure 8-23 Elevator Control Setting

Step 2: In the left list, click Add Personnel under Operations to pop-up the Add Personnel box; select

personnel (multiple) and click = to move it to the right selected list, then click OK to save and
complete.

Set Access by Department

Step 1: Add selected department to selected elevator levels or delete selected department from the
elevator levels. The access of the staff in the department will be changed.

Elevator / Elevator Control Rule / Set Access By Department

Edit Default Levels For Department F Browse Department 1 (Department Name)} Default Levels 3

Depariment Mumber Depariment Name a < Level Mame Time Zones Qa <
O Refresh O Refresh W Delets From Default Levals

Departmient N... Department Mame Parent Departm._.. Cperations Laval Mame Lrez Mams Time Zones

1 Department Mame B

2 Development 5

2 hr <

@ testd 5

2 testd testd %

Figure 8-24 Set Access by Department Interface
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Delete from Default Levels

Select Level (multiple) in the right list and click Delete from levels above the list, then click OK to
delete the selected levels.

Direct Selection Set

Linkage Setting Global Linkage

The use method and scene of linkage are very flexible. After a specific event is triggered at an input
point in the Elevator control system, a linkage action will be generated at the designated output point
to control the events such as door opening, alarm and abnormality in the system.

New

Step 1: In the Elevator Control module, select "Elevator Control Rules > Global Linkage".

Step 2: In the linkage setting interface, select and click the Add button, as shown in Figure 8-9, and
refer to Table 8-6 for linkage parameter setting.

New X
Linkage Name* Apply to all personnel
lMandatory Fm[
Linkage Trigger Conditions® Add Input Point*  Add
4 Output Point Video Linkage Active Time E-mail Linkage Voice Prompts 4
Floor Add
Action type* Close v
Cancel
Figure 8-25 New Linkage Configuration Interface
Parameter How to set
Linkage Name Custom setting linkage name for easy reference
LinkageTrigger Select the condition that the linkage operation triggers, that is, the type of
Condition event generated by the selected device
Input Point Select the input point to set the device input
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Output Point Select the output point to set the output of the device

Select and set linkage action, including device operation at output point, video

Linkage Action Setting linkage and mail
Table 8-6 New Linkage Parameter Setting Description

Step 5: Click OK to complete the linkage configuration.

Delete

Step 1: On the Elevator interface, select the required linkage from the list.

Step 2: Click Delete or click on the (i icon.to delete the selected linkage.

Step 3: Click Delete, to ensure and delete the selected linkage from the list.

Enable/Disable

Select device, click Disable/Enable to stop/start using the device. When communication between the
device and the system is interrupted or device fails, the device may automatically appear in disabled
status. After adjusting local network or device, click Enable to reconnect the device and restore device
communication.

Delete Personnel

Step 1: On the Elevator interface, select the required Personnel ID of the Global Linkage from the list.

Step 2: Click Delete or click on the il icon.to delete the selected Personnel ID.

Step 3: Click Delete, to ensure and delete the selected Personnel ID from the list.

Parameters

Step 1: Click Elevator > Elevator > Parameters:

Elevator [ Elevator Contral Rule / Parameters

Type of Getting Transactions

Real Time Monitoring

Pariodicaliy
Intarval

hour(s)

Set the Time for Obtaining MNew Transactions

15:00 1700 18:00 18:00 20:00 21:00 22:00 23:00

Real Time Monitoring

The Real Time Monitoring Page Pop-up Photo Size Mas Height
140 P

A Pefes

Figure 8-26 Parameters Interface

Parameter How to set

Type of Getting = Start from the setting and efficient time, the system attempts to download new
Transaction transactions every time interval.
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Real Time
Monitoring

When an access control event occurs, the personnel photo will pop up, set the size of
the pop-up photos, the range is 80-500px.

Table 8-7 Parameter Setting Description

8.5 Elevator Control Reports

3.5.1 All Transaction

Because the data size of elevator access control event records is large, you can view elevator access
control events as specified condition when querying. By default, the system displays the latest three
months transactions.

8.5.1.1 Clear All Data

Operating Steps:

Step 1: Click Reports > All Transactions to view all transactions:

Tima From  2095-402-26 00:00:00

To | 2015-05-26 25950 Personnel 10

Thit current quesy canditions: Temeé Fmm (201 5-02-26 00.00°00) To2015-05-28 2359 58)

T Retresh { ClearmiDats [ Espont

Tirme

2018-05-22 17:01,00
2005-05-22 17.01:00
20150522 17:01:00
20M5-05-22 110100
20485-05-22 17°00:49
2015-05-22 17:00:40
20050522 17.00:40
2005-05-22 170048

2095-05-22 16:58-26

Deevice

192 168.60.53
10216860 53
1921686053
102.168.60.53
192 158 6053
182 168.60.53
192 168,60 53
182.168 6053

192168 6053

Event Point

182 188 80.53-1
192168 60.53-1
192 168.60.53-2
192168 60.53-2
152 168 60531
102 168.60.53-1
152 188 60,532
152 168 60.53-2

192168 B0.53-2

Evenl Desmglion

Hormal Punch Spen
Trigger giosal Enkags
Hoimal Punch Open
Trigger global Enkage
Mormal Punch Open
Trigger global Enkage
HNormal Punch Open
THGEEr global Bnkags

Mormial Punch Open

Wecia File Peesonnel D

Crace Namse

1"

First Name

Last Name

W
wel
wal
W

Figure 8-27 All Transaction Interface

More =

CardMumber  Depaniment

3408918
HERTE
3408918
el
3408918
J4DED TR
40EITE
TA0ERTE

405918

General
Genarg
Goneral
Ganarg
Ganeral
Genersl
Generat
Genersl

Ganars

Step 2: Click Clear All Data to pop up prompt and click OK to clear all transactions.

8.5.1.2 Export

Step 1: You can export all transactions in Excel, PDF, CSV format.

Feader ame  Verficalion
oae

162.188.60.53-F Card or Passw
B2168.60.53-Ri Card of Pasew,
192.148.60.53-Fy Card or Passw
102.168.60.53-R Card or Paspw
182.168.60.53-Ry Card or Passw
182 168 60.53-Ry Cand or Passw
192 168 60.53-R Card or Passw
182 168.60 53-Ri Caid of Passw

192.168 60.53-R1 Card or Pagew
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Figure 8-28 All Transaction Export Interface
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All Exception Events

Clear All Data

Step 1: Click Reports > All Exception Events to view exception events in specified condition. The
options are same as those of All Transactions.

Elevator | Elevator Control Reparts / All Exception Events

Tie: From | 2022-04-22 00:00:0| To | 2022-07-22 23:58:5€)  Personnel IO Device Mame

Q ¢

More =

i Refresh W ClearAll Data 7 Export
Time Device Name Event Point Floer Event Description Personnel ID First Name Last Name Card Number Department Reader Na... Verification... Area
Figure 8-29 All Exception Events Interface
Step 2: Click Clear All Data to pop up prompt, click OK to clear all exception events.
Export
Step 1: You can export all exception events in Excel, PDF, CSV format.
Al Eanepmon Fvemo
Tes hrea [ e Print Evem Detonpeon | Card Wi Pemonrsd iD Firet Hams Law hiars Ceparmess Fwrmark
i "".f' e Area s ez | T ;:'_‘:I*M Dhabbaed Ll ) i Sumy g Daapsd
M"-"_:;fm:v Mg s 1l 184 320,00 | 'u;m”& Dorstied Cord anq b ] ey Farg M=arsi iy G o Firgerpend
:""?'::;5""“ Arna harse 192 10 7m0 B -u:«;ua- Dhnsblesd Card 132000 ] Lea o Damers mr":'r'“ Card o1 Pingaeprint
"’":;u;"'”“ [ — - "'"::‘;l““' ""'::_"’;'__“" 11007 3 Laa oy - Iq::::m v e Firgieparini

Figure 8-30 All Exception Events Export Interface

Access Rights by Floor

Step 1: Click Reports > Access Rights by Floor, the data list in the left side shows all floors in the
system, select a floor, the personnel having access levels to the floor will display on the right data list.

Access Rights By Floor Browse 192 168 214 65-1(1) Opening Personnal

Floar Hame || Dirsca Hams “ Revesh  [# Export

NI G Ty Eac . I Personnel D First Hame Last Hame Beparment
ot e v Ganeral

Flooar Hamae Flodr Hurmbes Crwmed Derdce

162 188,214 86-1 1 182 160214 84

192 168214 65-2 2 182,168 214 85
192 165714 563 3 192 168 214 65
Figure 8-31 Access Right by Floor Interface
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8.5.3.17 Export
Step 1: You can export all the personnel having access levels to the floor data in Excel, PDF, CSV format

192,168 218.85-1{1) Opening Persannal

Personnel ID First Name Last Name Department
2840 Sherry ang Hatel

1 Jdemry Wang General

» ity Tan Davalepmant
Depariment

3 Leo Hou Finanecial
Department

5 Macol Ve Marketing
Depariment

Financial
A

o fEr ] Department

8 Slor Liu Marketing
Department

) Lilian Mel Develapment
Department |

Figure 8-32 Access Right By Floor AExport Interface

8.5.4 Access Rights by Personnel

Operating Steps:

Step 1: Click Reports > Access Rights by Personnel, the data list in the left side shows all doors in the
system, select personnel, the personnel having access levels to the door will display on the right data
list.

Elevator [ Elevator Control Reports | Access Rights By Personnel

Access Rights By Personnel < Floor
O Refresh T Export
Personnel ID MName More ™ Q <« LIRS —sEmhel
Floor Mumber Floor Name
‘0 Refresh
Perscnnel 1D First Namea Last Name Depart...
juieiel] K-TEST Departme
12135 Departme

Figure 8-33 Access Right by Personnel Interface

8.5.4.17 Export

Step 1: You can e xport all the floor information in Excel, PDF, CSV format.

2940(Sherry) Having Level to Access

Floor Mumber Floor Mame

1 192.168.218.65-1

2 192.168.218.65-2

3 192.168.218.65-3
4 | 182168.218.65-4 |

5 192.168.218.65-5

B 192.168.218.65-6

7 192,168.218.65-7
. 8 | 192168218658

_ ] 192.168.218.65-9
I 10 192.168.218 65-10 |

Figure 8-34 Access Right by Personnel Export Interface
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First In and Last Out

Click Elevator Controls Reports > First In And Last Out to view the First and the Last time interval.

Clear All Data

Click Clear All Data to pop up prompt and click OK to clear all transactions.

Export

You can export all transactions in Excel, PDF, CSV format.
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9 Parking Management

9.1 Operation Scenario

In modern parking lot management, vehicle management is an important aspect, especially for special
parking lots, parks and communities, it is required to strictly manage all kinds of vehicles in real time,
strictly monitor their entry and exit time, and register and identify all kinds of vehicles (including
internal vehicles and external vehicles). In a large-scale field, there are many vehicles coming in and out.
For example, every vehicle must be judged manually, which is time-consuming and not conducive to
management and inquiry, and the security work is difficult and inefficient. In order to improve this
management mode, which is not commensurate with modern parking lots, residential areas, etc., It is
necessary to realize the automatization and intelligence of vehicle management as soon as possible,
and manage it in the form of computer network, so as to monitor and manage all the vehicles at the
entrance and exit effectively and accurately. It is required that the system provide corresponding
application software to realize the high efficiency and intelligence of parking lot management.

9.2 Operation Flow

This paper introduces the configuration process of parking management business.

The parking management business configuration process is shown in Figure 9-1.

Set Channel [

Add Device BB

Manage Device Sl

H Gate permission B
5 seftting !
{ set by Permission

Access Control

"
[l
1
i
1

Traffic Rules ;
Wing Brake :

Set Channel

Swing Brake

.
1
"
0
"
| [
1
|
"
0
"

Figure 9-1 Parking Configuration Flow
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Basic Parking Setting

Parking Settings

This paper introduces the public parameters of the parking lot under.

Step 1: In the Parking module”, select "Parking Basic Management > Parking Settings".

Step 2: In the Parking setting interface, as shown in Figure 9-1, fill in relevant parameters. Please refer

to Table 9-2 for parameters.

ZKBio CVSecurity B

Parking Setting

Company Name

M 8 8 8

Communication Mode
BEST

$how parking space number

Channel Entrance and Exit Setting

Figure 9-1 Parking Parameter Setting Interface

Parameter Specific Parameters

Company Name

Parking Parking Mode
Setting
Display Parking Space
Number

Enable the. fixed or
temporary vechicles
are multiple In and out.

Channel Matching Precision of
Entrance and Entrance and Exit
Exit Setting

Special license plate
contains characters

Duplicate license plate
waiting time

Page |349

Parameter Description

You can customize the Parking company name, which can
be displayed in the billing receipt.

e One car per person: means that only one fixed car can
be authorized in one parking space at present.

e Multiple cars per person refers to a parking space that
allows multiple fixed cars to be authorized.

You can choose whether to display the parking space
number or not, and you can specify a certain parking space
number.

Allow the fixed or Temporary vechicles to the parking area
and vechicle are multiple in and out.

Vechicles are allowed by exact match and 5 or 6digits
registration numbers to the entrance and exit area of the
parking.

Enter the special license plates contains characters
wherever required.

In Duplicate license plate waiting time Mention the timings
of single channel mode and normal mode
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Parameter

Charge
Management
Settings

Fixed Vehicle
Setting

Voice And
Display
Settings
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Specific Parameters

Enable the fixed car
charging standard

Print the charge receipt

Enable consumption
discounts

Unmatched processing
mode

Synchronize data to the
cloud

Enable online payment

Statistic parking space
of fixed car

Enable fixed vehicles to
switch to temporary
vehicles

Warning days for fixed
vehicles

Enable external display

The entrance shows
the remaining parking
spaces

Statistics of car Parking
area parking spaces in
car Parking area

Vehicle entry and exit
broadcast license plate

Display color

Parameter Description

If the fixed car charging standard has been set in advance,
check this setting, and when the fixed car is authorized and
postponed, it will be implemented according to this
charging standard; If it is not checked, you can only
manually enter the extension time and amount.

If the receipt printer is set and connected, the
corresponding receipt will be printed when the charge is
successful.

Set the "Discount Strategy" in advance and then check the
Enable Consumption Discount System, and the
consumption discount will be carried out.

There are two existing ways to deal with mismatches: "free
release" and "opening the gate after charging fees"; Manual
release is to open the gate directly, and when the gate is
opened after charging, a charge confirmation box will pop
up during manual release (only for temporary vehicles).

After opening, offline parking data will be uploaded to the
cloud platform synchronously.

Enable the payment method under the scenario of Alipay
and WeChat payment.

e Ifitis checked, the number of cars will not be deducted
after authorization, and the number of cars will be
counted in real time when vehicles enter and leave the
field.

e [f it is not checked, the number of fixed cars will be
deducted after authorization.

e If this option is checked, the fixed car will be
automatically converted into a temporary car after it
expires, and the charge will be made according to the
temporary charging method.

e If it is not checked, this option will require manual
release for the fixed car to come out when it expires.

If the warning days are set to 5 days, it is necessary to
prompt the vehicles to postpone the fixed vehicles when
entering and leaving the field within 5 days.

Checking this parameter will display the relevant parking
data on the external display.

Display the remaining parking spaces at the entrance of the
parking lot.

The statistics of the number of cars in the corresponding
booth in the big Parking area include the number of cars in
the small Parking area.

If this parameter is checked, the license plate will be
broadcast when the vehicle enters and exits.

Set the display color of parking machine.
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Parameter Specific Parameters = Parameter Description

Set the maximum stay time of on-site vehicles. If the on-site
Maximum vehicle stay = vehicles have not left after this time, the records of on-site
time vehicles will be displayed in the "On-site Stay Timeout
Vehicles" report.
Other

. Set snapshot photos saved more than the set number of
Settings

Save days of snapshot = days photos will be automatically deleted, if you do not
photos want to delete snapshot photos will change the parameter
set to 0 days.

Snapshot Save Path You can customize the path where photos are saved.
Table 9-2 Description of Parking Parameters

Step 3: After setting the parameters, Click OK.

Device

For communication between the system and device, data uploading, configuration downloading,
device and system parameters shall be set. Users can edit access controllers within relevant levels in the
current system; users can only add or delete devices in Device Management if needed.

Edit or Delete a Device

Step 1: Click Device Name or click Edit to access the edit interface.

Step 2: Select device, click Delete, and click OK to delete the device

Reboot Device

It will reboot the selected device.

Synchronize Time

It will synchronize time with server’s current time.

Get Device Parameters

Click Get Device Parameters Users can get device parameters which is they need from the system.

Delete Device command

Click DeleteDevice command, to delete the selected device command' data.

Get Device Version

Click Device version to get selected device version.
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Parking Area
This paper introduces the Step configuration of and Parking area.

Add New

Step 1: In the Parking module, select Parking Basic Management > Parking Area.

Step 2: In the Parking Area interface, click Add New and fill in the relevant parameters, as shown in
Figure 9-3. Please refer to Table 9-4 for parameter description.

New X

Area type of car yard” Large Car Area v
Parking Area Name* I
Parking Spaces”

Remarks

Cancel

Figure 9-3 New Interface in Parking Area
Parameter Description
Type Of Parking Area Set whether the current Parking area is a big Parking or a small Parking.
Name Of Parking Area The name of the Parking area cannot be duplicated.
Parking Spaces Set total number of parking spaces in this area.
Remarks Text description.
Table 9-4 Parameter Description of Parking Area
Step 3: Click OK to complete the setting of the Parking area.
Edit
Click a parking area name or Edit in the operation column to go to the Edit page. Make modifications
and click OK to save modifications.
Delete

Select one or more parking areas and click Delete at the upper part of the list and click OK to delete the
selected parking areas. Click Cancel to cancel the operation or click Delete in the operation column to
delete a single parking area.

Refresh

Click Refresh at the upper part of the list to load new parking areas.

Page |352 Copyright©2022 ZKTECO CO., LTD. All rights reserved.



ZKBio CVSecurity User Manual

Entrance And Exit Area

This paper introduces the Step configuration of parking entrance and exit area.

Add New

Step 1: In the Parking module, select "Parking Basic Management > Entrance and Exit Area".

Step2: In the interface of Entrance and Exit Area, click Add New and fill in relevant parameters, as
shown in Figure 9-5. Please refer to Table 9-6 for parameter description.

New X

Yard Area” -

Import and Export Area Name™ ‘

Cancel

Figure 9-5 Add Interface of Entrance and Exit Area

Parameter Description
Parking Area The name of Entrance and Exit Area cannot be duplicated.
Name Of Entrance and Exit Area | The Parking area to which the Entrance and Exit Area belongs.
Table 9-6 Description of Parameters of Entrance and Exit Area

Step 3: Click OK to complete the setting of Entrance and Exit Area.

Edit
Click an entrance and exit area name or Edit in the operation column to go to the Edit page. Make
modifications and click OK to save modifications.

Delete

Select one or more entrance and exit areas and click Delete at the upper part of the list and click OK to
delete the selected entrance and exit areas. Click Cancel to cancel the operation or click Delete in the
operation column to delete a single entrance and exit area.

Refresh

Click Refresh at the upper part of the list to load new entrance and exit areas.
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Guard Booth

This paper introduces the Step configuration of ZKBio CVSecurity Guard Booth. After the configuration
is completed, you can check and monitor the Guard Booth interface and operate the gate opening.

Add New

Step 1: In the Parking module, select "Parking Basic Management > Guard Booth".

Step 2: In the Guard Booth interface, click Add New and fill in the relevant parameters, as shown in
Figure 9-7. Please refer to Table 9-8 for parameter description.

New x

Guard Booth Name* [ Computer IP Address” 192 .168 .5  .208
Channel Entrance and Exit v Yard Area”
Name*
Booth Parameters

Temporary Vehicle Free” Yes v

Enable Replacement of Yes w Enable Manual Yes w

Vehicle* Release”

Temporary Vehicle Fast Yes hd One Channel Mode” No v

Exit*

Parameter
Name of Guard Booth

Guard Booth
Computer IP

Guard Booth Mode

Platform Registration
Code

Name Of Entrance and
Exit Area

Parking Area

Allow Temporary Cars
Free of Charge

Enable Replacement
Models

Enable Manual
Clearance
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Cancel

Figure 9-7 Added Guard Booth Interface

Description

Set the name of the booth.
When the booth mode is browser, the IP address of the booth needs to be set.

There are two modes of Guard Booth:
e Browser: You need to set the IP of the booth computer
e Platform: Automatically generate platform registration code

When the booth mode is a platform, it is automatically generated for CS booth
registration.

Entrance and Exit Area to which the booth belongs.

After selecting the Entrance and Exit Area, the information of the parking lot
area will be read, which is read-only.

Set whether the temporary car is free or not, check the interface of opening the
billing result of the temporary car, and there will be a "Free" button to allow the
temporary car to be free.

Set whether the replacement vehicle is enabled or not and check the temporary
vehicle charging result interface to change the temporary vehicle type of the
vehicle. Different vehicle types have different charging standards, so the
charging result will also change.

Set whether to enable manual release. After checking Enable, you can manually
control the gate to open for vehicle release.
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Parameter Description

Set whether to enable the temporary car to come out quickly. If the temporary

Temporary Cars Come | car does not incur parking fees after checking the enable, the billing result

Out Quickly confirmation interface will not pop up, and the gate will be opened and
released directly.

Set whether to enable the single channel mode. After checking Enable, the
previous channel of the current scene application can be used for both entry
and exit. However, in terms of logical settings, it is recommended to establish
different logical channels to bind different IPC devices.

Single Channel Mode

Table 9-8 Parameter Description of Guard Booth

Edit

Click a guard booth name or Edit in the operation column to go to the Edit page. Make modifications
and click OK to save modifications.

Delete

Select one or more guard booths and click Delete at the upper part of the list and click OK to delete the
selected guard booths. Click Cancel to cancel the operation or click Delete in the operation column to
delete a single guard booth.

Refresh
Click Refresh at the upper part of the list to load new guard booths.

Channel

This paper introduces the configuration of relevant Steps of parking passage.

Add New

Step 1:In the Parking module, select Parking Basic Management > Passage.

Step 2: Click Add New in the channel interface and fill in the relevant parameters, as shown in Figure 9-
9. Please refer to Table 9-10 for parameter description.

New X

Channel Name* “

Guard Booth Name”* v Channel Status* |- v

IPCTIP* s v Video Preview | s v
Window(IPC1)*

IPC2IP e . Video Preview | eeeeeeeee b
Window(IPC2)

Fixed Vehicle Open Type™ | Direct Pass v Temporary Vehicle Open Confirm Pass v
Type”

Limit Line Mode Forbids Vehicle Type
Small Vehicle A Small Vehicle B Medium Vehicle Large Vehicle

Temporary Small Vehicle A

Cancel

Figure 9-9 New Channel Interface
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Parameter
Channel Name

Name of Guard Booth
Import And Export Status

IPC1_IP/IPC1 Corresponds
to Video Port Position

IPC2_IP/IPC2 Corresponds
to Video Port Position

Opening Mode of Fixed Car

Temporary Vehicle Opening
Mode

Type of Vehicles Prohibited
from Passing in Limited
Mode

Description
You can customize the channel name here
Select the corresponding booth

Select the channel properties of the entrance and exit of the
corresponding booth entrance and exit area

The ip address of device 1, and the corresponding video port position is
the monitoring position where the device is located

The ip address of device 2, and the corresponding video port position is
the monitoring position where the device is located

Direct release (open the gate directly after identifying the license plate)
Confirm the release (pop up the confirmation box and click the button
manually to open the gate)

Pick up and release (open the gate directly after identifying the license
plate)

Confirm the release (pop up the confirmation box and click the button
manually to open the gate)

You can set those car types not to pass here, and you can choose multiple

Table 9-10 Description of Channel Parameters

Step 3: Click OK to complete the channel setting.

Edit

Click a channel name or Edit in the operation column to go to the Edit page. Modify and click OK to

save modifications.

Delete

Select one or more channels and click Delete at the upper part of the list and click OK to delete the
selected channels. Click Cancel to cancel the operation or click Delete in the operation column to

delete a single channel.

Refresh

Click Refresh at the upper part of the list to load new channels.
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Vechicle Definition
This paper introduces the configuration of related Steps of vechicle definition.

Add New

Step 1: In the Parking module, select Parking Basic Management > Vehicle Definition.

Step 2: Click Add New in the vechicle definition interface and fill in the relevant parameters, as shown
in Figure 9-11. Please refer to Table 9-12 for parameter description.

New x
Vehicle Definition™ Fixed Vehicle hd
Vehicle Type™ | i
Status® Enable A
Remarks
Cancel

Figure 9-11 New vechicle definition

Parameter Description
Vehicle Definition Select the corresponding. vechicle
Vehicle Type Vehicle type of the charging standard
Status Select the vechicle status enable or disable
Remarks Text description

Table 9-12 Description of vechicle definition Parameters

Editing the Vehicle Type
Step 1: Click a vehicle type name or Edit in the operation column. The Edit page is displayed.

Edit
Vehicle Definition Fixed Vehicle
Vehicle Type® Fixed Vehicle A
Status™ Enable A

Remark

Figure 9-13 Edit Vechicle Type

Page |357 Copyright©2022 ZKTECO CO., LTD. All rights reserved.



ZKBio CVSecurity User Manual

Step 2: Set Vehicle Type, select a Status, and enter the vehicle type description in Remark.

Step 3: Click OK to save and exit.

Delete

Select one or more channels and click Delete at the upper part of the list and click OK to delete the
selected channels. Click Cancel to cancel the operation or click Delete in the operation column to
delete a vechicle definition.

Refresh

Click Refresh at the upper part of the list to load new vechicle definitions.
Shift Settings

This paper introduces the configuration of related Steps of parking shift.

Add New

Step 1: In the Parking module, select "Parking Basic Management > Shift Setting".
Step 2: In the Shift Setting interface, click Add Newto fill in relevant parameters, as shown in

Figure 9-14. Please refer to Table 9-15 for parameter description.

New x
Shift Name™
Guard Booth Name™
Start Time* 00 : 00 : 00 —
End Time* 00 : 00 : 00 —
Cross Day
Cancel

Figure 9-14 New Shift Interface

Parameter Description

Shift name Distinguish the difference between shifts by setting the device name

Name of Guard Booth Distinguish the differences between booths by setting device names

Start time Select the time when the shift starts
End time Select the time when the shift ends
Across the sky Is the shift time set across days

Table 9-15 Shift Parameter Description

Step 3: Click OK to complete the setting of adding shift settings.
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Edit
Click a channel name or Edit in the operation column to go to the Edit page. Modify and click OK to
save modifications.

Delete

Select one or more channels and click Delete at the upper part of the list and click OK to delete the
selected channels. Click Cancel to cancel the operation or click Delete in the operation column to
delete a shift setting.

Refresh

Click Refresh at the upper part of the list to load new shift settings.

Manual Release Reason

A manual release reason must be selected when the manual release function is used on the online
monitoring page.

Add New

Step 1: In the Parking modaule, select "Parking Basic Management > Manual Release Reason

Step 2: In the Manual Release Reason interface, click Add Newto fill in relevant parameters, as shown
in Figure 9-16. Please refer to Table 9-17 for parameter description.

New x

Manual Release Reason’ |

Femarks

Cancel

Figure 9-16 New Manual Release Reason Interface

Parameter Description
Shift Name Distinguish the difference between shifts by setting the device name

Name Of Guard Booth Distinguish the differences between booths by setting device names

Start Time Select the time when the shift starts
End Time Select the time when the shift ends
Across the Sky Is the shift time set across days

Table 9-17 for Manual Release Reason parameter description

Edit

Click a channel name or Edit in the operation column to go to the Edit page. Modify and click OK to
save modifications.
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Delete

Select one or more channels and click Delete at the upper part of the list and click OK to delete the
selected channels. Click Cancel to cancel the operation or click Delete in the operation column to
delete a manual release reason.

Refresh

Click Refresh at the upper part of the list to load new Manual Release Reason.

).4 Charge Management

This paper introduces the related configuration of parking charge management, mainly setting the
charging rules of various car types in the parking lot and the discount strategy of merchants.

Fixed Cars Are Charging Rules
This paper introduces the operation Steps of periodic charging rules for fixed cars in.

Add New

Step 1:In the Parking module, select "Charge Management > Fixed Car Charge Rules"

Step 2: In the fixed car charging rules interface, click Add Newand fill in the corresponding parameters,
as shown in Figure 9-18. Please refer to Table 9-19 for parameter description.

New X
Fixed Charge Name™
Vehicle Type* -
Cycle Type” Monthly v
Cycle”
Charge Amount ~
Cancel

Figure 9-18 Fixed Car Charge Rules Interface

Parameter Description
Name of Fixed Car Charge Set the name of the charging standard for fixed cars, which cannot be

repeated.
Select the car type corresponding to the fixed car charging standard,

Car Type
and each car type can only be set once.

Periodic Type Fixed car charging cycle type, monthly/daily.
Period Set the cycle time, that is, the effective time of the fixed car.
Amount Set the amount charged.

Table 9-19 Parameter Description of Fixed Car Charging Rules
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Edit

Click a fixed charge name or Edit in the operation column to go to the Edit page. Modify and click OK
to save modifications.

Delete

Select one or more temporary vehicle charge and click Delete at the upper part of the list and click OK
to delete the selected temporary vehicle charge. Click Cancel to cancel the operation or click Delete in
the operation column to delete a single fixed vehicle charge.

Refresh

Click Refresh at the upper part of the list to load new fixed vehicle charge.

Temporary Car Charging Rules
This paper introduces the Step configuration of temporary car charging rules in.

Add New

Step 1: In the Parking module, select "Parking Charge Management > Temporary Car Charge
Rules".

Step 2: In the Temporary Car Charge Rules interface, click Add New.and fill in the corresponding
parameters, as shown in Figure 9-20. Please refer to Table 9-21 for parameter description.

New x

Temporary Vehicle Test Charging Rule:
Charging Rules

Name"
Vehicle Type

Vehicle Type™ | -——— -
In Time"

Daily Highest Amount
QOut Time'

Free Minutes” 0 minutes
Charging Time includes Free Minutes

Cross Time Split 5
Amount Receivable:
Enable the same license plate in | Circulation within 24 ... * | Multiple access with the highest fees

Detail Accarding to time period According to cycle
‘ Time Period1 23 »
]

Time Period” 00:00 =4 10| 00:00 (= Gross Day

Charge by Times

Maximum Charge”

Cancel

Figure 9-20 Temporary Car Charge Rules Interface

Parameter Description

Name of Temporary Car Set the name of temporary car charging rule, which cannot be
Charging Rules duplicated.

Car Type Select the vehicle type corresponding to the charging standard.

The maximum charge within one day (for example, 10 yuan per hour,
240 yuan for a full day; If the maximum charge amount for the whole
day is set to 100 yuan, just charge 100 yuan).

Maximum Amount for The
Whole Day
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Parameter

Free Minutes

Billing Time Includes Free
Minutes

Intertemporal Splitting

Enable The Same License Plate
to Enter and Leave the
Maximum Charge for Multiple
Times in A Cycle of 24 Hours
(24 Hours on Natural Days)

By Time Period

Periodically
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Description
There is no charge for parking time within this value range.

e Check this item, assuming that the free minute is 30 minutes, and
the parking time is 31 minutes. If the parking time exceeds the free
minute, the parking time will be charged according to 31 minutes
at this time.

o If this item is not checked, assuming that the free minute is 30
minutes and the parking time is 31 minutes, if it exceeds the free
minute, the parking time at this time is 1 minute (31 minutes minus
30 minutes).

Suppose that the charge for period 1 is set at 1 yuan every 15 minutes

from 9:00 to 10:00, the charge for period 2 is set at 10 yuan every 15

minutes from 10:00 to 11:00, and the parking time is from 9:43 to

10:30.

e [f this item is not checked, 1 yuan will be charged from 9:43 to 9:58,
and if it is only two minutes and less than 15 minutes from 9:58 to
10:00, it will be supplemented from 10:00 to 10:13, then charged
according to time period 2 from 10:13 to 10:28, and so on.

e If thisitem is checked, 1 yuan will be charged from 9:43 to 9:58, only
two minutes will be less than 15 minutes from 9:58 to 10:00, 1 yuan
will be charged according to time period 1, time period 2 will be
charged from 10:00 to 10:15, and so on.

That is, rolling charges. If the accumulated fees for the same license
plate entering and leaving the parking lot for many times exceed this
value, no fees will be charged within the set period. The cycle can be
set as 24 hours on a natural day or 24 hours on a cycle: 24 hours on a
natural day refers to 0:00-24: 00; Cycle 24 hours refers to the time from
the admission time to the next day.

e Time period: Set the charging standards for different time periods,
and check the cross-day, but to ensure that the cumulative sum of
all time periods is 24 hours, multiple time periods can be added,
and the time periods remain continuous.

e Charge by time: If this item is checked, the first time charge, the
amount of unit time charge cannot be filled in, only the highest
charge is charged, and the fee set in "Maximum Charge" is charged
every time; If this item is not checked, the fee will be charged
according to the first time charge, and the remaining time
exceeding the first time charge setting will be charged according to
the unit time; If the first time charge is not set, the charge will be
charged directly according to the unit time, and the unit minute
must be a multiple of 15. If the charge exceeds the charge set in the
"Maximum Charge", it will be charged according to the maximum
charge amount.

e First time charge: Set the first time within how many minutes, the
amount of charge.

e Maximum charge: the maximum amount of charge in the setting
period.

e Charge amount per unit time: Set the charge amount for how many
minutes in this time period.

e Cycle: From the admission time, the next 1440 minutes (24 hours)
can be divided into multiple cycle charging standards.
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Parameter Description

e Charge by time: set whether to charge by time in the cycle. After
checking, you can only set the maximum charge amount in the
cycle, but you cannot set the charge amount per unit time.

e Maximum charge: the maximum amount of charge in the setting
period.

e Charge amount per unit time: Set the charge amount for how many
minutes within the minutes of the cycle.

Table 9-21 Parameter Description of Temporary Car Charging Rules
Edit

Click a temporary charge name or Edit in the operation column to go to the Edit page. Modify and click
OK to save modifications.

Delete

Select one or more temporary vehicle charge and click Delete at the upper part of the list and click OK
to delete the selected temporary vehicle charge. Click Cancel to cancel the operation or click Delete in
the operation column to delete a single temporary vehicle charge.

Refresh

Click Refresh at the upper part of the list to load new temporary vehicle charge.
Overtime Charging Rules

This paper introduces the operation Steps of charging rules when vehicles time out in.

Add New

Step 1:In the Parking module, select Parking Charge Management > Overtime Charge Rules.

Step 2: In the Overtime Charge Rule interface, click Add Newand fill in the corresponding parameters,
as shown in Figure 9-22. Please refer to Table 9-23 for parameter description.

New X

Name of Over Time Charge | ‘ Status” Enable v
Rule”
Detail

Temporary Small Allowable Retention Time * Include Over Time Charge Rules *
Vehicle A minutes Retention Time /Hour

Temporary Small Allowable Retention Time * Include Over Time Charge Rules *
Vehicle B minutes Retention Time /Hour

Temporary Medium Allowable Retention Time * Include Over Time Charge Rules *
Vehicle minutes Retention Time Hour

Temporary Large Allowable Retention Time * Include Over Time Charge Rules *
Vehicle minutes Retention Time Hour

Cancel

Figure 9-22 Interface of Timeout Charging Rules
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Parameter Description

Overtime Charge
Standard

Status Select whether to enable the charging standard.

Set the name of timeout charging standard, which cannot be duplicated.

Set the allowed detention time of each temporary vehicle type after the central

Detailed Settings payment and the charging standard after exceeding the time.

Allowable Residence | The detention time allowed in the garage after the central payment; In case of
Time overtime, you need to charge again.

Assume that the allowed detention time is 30 minutes, and the detention time

Including Residence ' is 31 minutes after payment. If this item is checked, it will be charged according

Time to the timeout of 31 minutes; If this item is not checked, it will be charged
according to the timeout of 1T minute.

Overtime Charging

Rules The billing standard for exceeding the allowable residence time.

Table 9-23 Parameter Description of Overtime Charge Rules

Edit

Click a name or Edit in the operation column to go to the Edit page. Modify and click OK to save
modifications.

Delete

Select one or more temporary vehicle charge and click Delete at the upper part of the list and click OK
to delete the selected temporary vehicle charge. Click Cancel to cancel the operation or click Delete in
the operation column to delete a singlover time charging rules.

Refresh

Click Refresh at the upper part of the list to load new over time charging rules.

Discount Strategy
This paper introduces the Step configuration of parking discount strategy for parking discount.

Add New

Step 1:In the Parking module, select Parking Charge Management > Discount Strategy.

Step 2: In the discount policy interface, click Add Newand fill in the relevant parameters, as shown in
Figure 9-24. Please refer to Table 9-25 for parameter description.

New X

Name”
Discount Type” Free v

Free
Cancel

Figure 9-24 New Discount Policy Interface
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Parameter Description
Policy Name Set the name of discount policy, which cannot be duplicated.

Select the discount type:
e Free, no charge.
e The amount of reduction and exemption, the cost is directly deducted from
the fixed amount.
e Reduce minutes, subtract minutes from parking time and then charge.
e Percentage of reduction and exemption, percentage of expense deduction.

Discount Type

At present, the discount type is reduction amount, and the corresponding field
Amount of Relief  name is reduction amount; If it is another type, it corresponds to the corresponding
unit. When the discount type is free, this item is not filled in.

Table 9-25 Discount Strategy Parameter Description

Edit

Click a name or Edit in the operation column to go to the Edit page. Make modifications and click OK to
save modifications.

Delete

Select one or more discount policies and click Delete at the upper part of the list and click OK to delete
the selected discount policies. Click Cancel to cancel the operation or click Delete in the operation
column to delete a single discount strategy.

Refresh

Click Refresh at the upper part of the list to load new discount policies.

Business Management
This paper introduces the operation Steps of merchant management in.

Add New

Step 1: In the Parking module, select "Parking Charge Management > Business Management ".

Step 2: In the Business Management interface, click Add New fill in the corresponding parameters, as
shown in Figure 9-26. Please refer to Table 9-27 for parameter description.

New b4

Business Name”

Name* v
Contact

Business Phone

Business Address

Cancel
Figure 9-26 Business Management New Interface

Page |365 Copyright©2022 ZKTECO CO., LTD. All rights reserved.



ZKBio CVSecurity User Manual

Parameter Description

Merchant Name Set the merchant’s name, which cannot be duplicated.
Discount Method Choose a discount strategy.
Contact Person Set up merchant contacts.
Merchant Telephone Number Set the contact number of the merchant.
Merchant Address Set the merchant contact address.

Table 9-27 Description of Business Management Parameters

Edit

Click a name or Edit in the operation column to go to the Edit page. Modify and click OK to save
modifications.

Delete

Select one or more vendors and click Delete at the upper part of the list and click OK to delete the
selected vendors. Click Cancel to cancel the operation or click Delete in the operation column to
delete a single vendor.

Refresh

Click Refresh at the upper part of the list to load new vendors.

Financial Reconciliation

This paper introduces the operation Steps of accounting reconciliation in.

Step 1: In the Parking module, select "Parking Charge Management > Financial Reconciliation".

Step 2: In the account reconciliation interface, click Reconciliation, as shown in Figure 9-28. Please
refer to Table 9-29 for parameter description

Reconciliation

Duty Officer ID 1 Discount Amount 0
Duty Officer Name admin Advance Amount 0
Duty Start Time 2018-04-04 13:58:35 Turnover 100

Duty End Time

The number of free release

vehicle
The number of manual release
Confirmor

Remark

2018-04-04 14:.01:09
0

admin

The Total Amount

The Actual Amount

Confirm Time

Confirm Amount™

100

100

2013-04-04 16:21:19

Figure 9-28 Accounting Reconciliation New Interface
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Parameter
Duty Officer Name
Duty OfficerId
Duty Starts Time
Duty End Time
The Number of Free Release Vehicle
The Number of Manual Releases
Confirmor
Advance Amount
Turnover
The Total Amount
The Actual Amount
Confirm Time:
Confirm Amount:

Remark

Description

Duty officer name

Duty officer ID

Duty starts time

Duty end time

Number of vehicles released free of charge
Number of vehicles released manually
Reconciliation personnel

Amount prepaid to the guard booth (for changes).
Paid amount

Advance amount + Turnover

Amount entered by the duty officer during the shift change.
Current time

Amount confirmed by the reconciliation personnel

Remark to be added.

Table 9-29 Parameter Description of Accounting Reconciliation

9.5 Vechicle Management

License Plate Registeration

This paper introduces the operation Steps of License.Plate Registration.

Add New

Step 1:In the Parking module, select "Vechicle.Management > License.Plate Registration ".

Step 2: In the License.Plate Registration interface, click Add New, as shown in Figure 9-30. Please refer
to Table 9-31 for parameter description

Mew x

Mame *

License Plate”

Cancel

Figure 9-30 License.Plate Registration New Interface
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Parameter Description
Name Enter the person’s name
License Plate License Plate numbers to be added for registration

Table 9-31 for parameter description of License.Plate Registration

Edit

Click Edit at the end of each line or click the corresponding Personnel ID and modify personnel license
plate registration information in the Edit dialog box.

Delete

Select one or more license plate registration information and click Delete at the upper part of the list
and click OK to delete the selected registration information. Click Cancel to cancel the operation or
click Delete in the operation column to delete a single registration information.

Download License Plate Import Template
This function will help you to downlad the licence plate import template.

A B
License Plate Import Template

gl Personnel ID  License plate number (multiple license plates, separated)

Figure 9-31(1) License.Plate Download Template

License Plate Import

This function will help you to upload the licence plate import template.

License Plate Import x
File Format Excel
Select File [21{"=-] Not Uploaded
Cancel

Figure 9-32 License.Plate Registration Import Interface
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Vehicle Authorization

This paper introduces the configuration of vehicle authorization Steps in. Only authorized vehicles can
normally use the parking module process.

Add New

Step 1:In the Parking module, select Vehicle Management > Vehicle Authorization.

Step 2: Click Add and fill in the relevant parameters, as shown in Figure 9-33. Please refer to Table 9-34
for parameter description.

Parameter
Name

Parking Space Number

Entrance And Exit Area

Car Type
Fixed Charge Name

Start Time/End Time

Amount Collected

Mew X

MName *

Parking Space Number”

Entrance and Exit Area” -

Vehicle Type”® -

Fixed Charge Mame’ -

Start Time” 2022-07-22

End Time™

Fee”~

Fi

Cancel

Figure 9-33 Vehicle Authorization Interface

Description

In the input box, enter one or more characters contained in the name or
number of the owner, and you can find the owner vaguely.

Enter the total number of parking spaces in this area

Set the Entrance and Exit Area where this license plate can pass. After
selecting the parking space number, filter and only display the Entrance and
Exit Area of the parking lot area to which the parking space number belongs.

Select the vehicle type to which the vehicle belongs.
Unique name of a fixed vehicle charge

Refers to the time/deadline for authorizing the license plate to take effect. If
the fixed car charging standard is enabled, this parameter is filled in by
default.

Record the fees charged for this authorization; If the fixed car charging
standard is enabled, this parameter is filled in by default.

Table 9-34 Description of Vehicle Authorization Parameters

Step 3: Click OK to complete the setting of vehicle authorization.
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Fixed vechicle Batch Authorization

On the Vehicle Management page, click Fixed vehicle Batch Authorization. The Fixed vehicle Batch
Authorization page is displayed as in the following figure:

New X
1
Name || | License Plate Show authorized personnel No ;4 Q ¢ |
Alternative Selected(0)
First Name Last Name License Plate First Name Last Name License Plate
Zorro SC1030U
=
=
=
<<
| No data
»
1-1 50 rows per page s
| | Authorization

Yard Area” - Start Time™ 2022-07-22

Channel Enfrance and Exit Name* - End Time*

Vehicle Type” - Fee ™

Fixed Charge Name” -

A Batc
A

Figure 9-35 Fixed vechicle Batch Authorization New Interface

Select one or more license plates to be authorized from the list on the left. Click > in the middle to add
the license plate to the list on the right. Enter the vehicle type, entrance, and exit area, fee, start time
and end time in the Authorization area, and click OK to save the information and authorize fixed
vehicles in batches.

Temporary Vechicle Authorization

On the Vehicle Management page, click Temporary Vehicle Authorization, the Temporary Vehicle
Authorization page is displayed as shown in the following figure. Only the entrance and exit areas to be
authorized need to be selected.

Temporary Vehicle Authorization x

Entrance and Exit Area” -

A A

F 1Y

Cancel

Figure 9-36 Temporary vechicle Authorization Interface

Fixed Vechicle Authorization: Delete

Select multiple check boxes in the first column of the license plate list and click Delete to cancel license
plates in batches or click Delete at the end of each line to cancel a single license plate.
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Export
Device information can be exported in EXCEL, PDF, CSV file format.

Export X
Encrypt or not Yes No
File Format EXCEL x
Data to Export All (max 100000 records)

Selecied (max 100000 records)
Start Position 1
Total Records 100

Cancel

Figure 9-37 Fixed vechicle Authorization Export

Fixed Vechicle Extension

Fixed Vechicle Authorization: Delete
Select multiple check boxes in the first column of the license plate list and click Delete to cancel license
plates in batches or click Delete at the end of each line to cancel a single license plate.

Batch Extension

Select a fixed license plate for which the valid time needs to be extended and click Batch Extension at
the end of a fixed license plate. The Batch Extension page is displayed.

New x
Authorization end time | 2022-04-22 To 2022-07-29 Vehicle Definition | Small Vehicle A ¥ More Q o
Alternative Selected(0}
First Name Last Name License Plate First Name Last Name License Plate
==
=
=
No data ==
No data
3
Li] 50 rows per page .
Baich extension
Fixed Charge Name” - Fee ™

A itihe piidne Gonn

Figure 9-38 Fixed vechicle Authorization Batch Extension

Set Extended Deadline and Fee. Click OK to save and exit.
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Block&Allow List Management

Add New

Step 1:In the Parking module, select Vehicle Management > Block&Allow List Management.

Step 2: Click Add New and fill in the relevant parameters, as shown in Figure 9-39. Please refer to Table
9-40 for parameter description.

New X
License Plate” .|
License Plate Type” Allowlist -
Start Time™ 2022-07-22

End Time®

Cancel

Figure 9-39 Block&Allow List Management New Interface

Parameter Description
License Plate License plate numbers to be added to the blocklist or allowlist
License Plate Type The value can be block list or allowlist

Time when the allowlist takes effect & expires (This parameter is not available

Start Time/End Time i

Table 9-40 Description of Block&Allow List Management Parameters

Edit
Click a license plate number or Edit in the operation column to go to the Edit page. Make modifications
and click OK to save modifications.

Delete

Select one or more license plate numbers and click Delete at the upper part of the list and click OK to
delete the selected license plate numbers. Click Cancel to cancel the operation or click Delete in the
operation column to delete a single license plate number.

Refresh

Click Refresh at the upper part of the list to load the latest blocklist and Allowlist.

Synchronize Blocklist
Click Synchronize Blocklist, click OK to synchronize all blocklists, click Cancel to cancel.

When the device is off-line, the device will automatically synchronize blocklist and broadcast voice. It
should be noted that the device must be equipped with an SD card.
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Synchronize Allowlist
Click Synchronize Allowlist, click OK to synchronize all Allowlists, click Cancel to cancel.

When the device is off-line, the device will identify the Alowlist synchronized and automatically open
the gate. It should be noted that the device must be equipped with an SD card.

Report Management

Vechicle Inside

Remove
Remove from Device function lets you to remove or eliminate the transmitted Work Codes from the
Device.

Export
Device information can be exported in EXCEL, PDF, CSV file format.

Export x
Encrypt or not Yes No
File Format EXCEL x
Data to Export All {max 100000 records)

Selected (max 100000 records)
Start Position i
Total Records 100

Cancel
Figure 9-41 vechicle Inside Export Interface

License Plate Correction

Make modifications of the License Plate Number.

License Plate

Total Search Records: 0

License Plate Number Correction

Close

Figure 9-42 License Plate Correction
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Entry Record

It will provide the details of the vehicle which entered into the parking.

Click Report Management > Entry Record. Select the desired time period, vehicle owner and license

plate number, and click “* to query Entry records. Click More to query based on other conditions.
Export

Device information can be exported in EXCEL, PDF, CSV file format.

Export x
Encrypt or not Yes No
File Format EXCEL x
Data to Export All {max 100000 records)

Selected (max 100000 records)
Start Position i
Total Records 100

Cancel

Figure 9-43 Entry Record of Export Interface

Exit Record

It will provide the details of the vehicle which exited out of the parking.

Click Report Management > Exit Record. Select the desired time period, vehicle owner and license

plate number, and click “* to query Exit records. Click More to query based on other conditions.
Export

Device information can be exported in EXCEL, PDF, CSV file format.

Export X
Encrypt or not Yes No
File Format EXCEL x
Data to Export All (max 100000 records)

Selecied (max 100000 records)
Start Position 1
Total Records 100

Cancel

Figure 9-44 Exit Record of Export Interface

Charge Record

The Charge Record Details module provides reports of charging information of all exit vehicles (records
with fee of 0 are also generated for fixed vehicles and charging-free temporary vehicles).

Page |374 Copyright©2022 ZKTECO CO., LTD. All rights reserved.



ZKBio CVSecurity User Manual

Export

Device information can be exported in EXCEL, PDF, CSV file format.

Export X
Encrypt or not Yes No
File Format EXCEL x
Data to Export All (max 100000 records)

Selecied (max 100000 records)
Start Position 1
Total Records 100

Cancel

Figure 9-45 Export interface for Charge Record

Choose Report Management > Charge Details. Select the desired time period and operator name and
click \ to query charging details. Click More to query based on other conditions. The page is shown in the
following figure.

Expired Vehicle

Incoming Unusual Vehicles

It will provide the details of the vehicle which incoming unusually of the parking.

Click Report Management > Incoming Unusual Vehicles. Select the desired time period, vehicle
owner and license plate number, and click ~ to query Exit records. Click More to query based on other
conditions.

Export

Device information can be exported in EXCEL, PDF, CSV file format.

Export X
Encrypt or not Yes No
File Format EXCEL x
Data to Export All (max 100000 records)

Selecied (max 100000 records)
Start Position 1
Total Records 100

Cancel

Figure 9-46 Incoming Unusual Vehicles of Export Interface

Fixed Vehicle Authorization Record

It will provide the details of the vehicle which fixed authorization records of the parking.

Click Report Management > Fixed Vechicle Authorization Record. Select the desired time period,
vehicle owner and license plate number, and click “* to query Exit records. Click More to query based
on other conditions.
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Export

Device information can be exported in EXCEL, PDF, CSV file format.

Encrypt or not
File Format

Data to Export

Yes

EXCEL

All (max 100000 records)

Export

No

-

Selected (max 100000 records)

Start Position 1

Total Records 100

Cancel

Figure 9-47 Fixed vehicle Authorization Record of Export Interface

Device Opreation Record

ZKBio CVSecurity i %

@ Basic parking manage... >

Charge Management > IP Address
& Vehicle Management > O Refresn T Delete
IP Address

Report Management w

192.168.20.254
Vehicle Inside

192 168 20 254
Entry Record

192.168.20.254
Exit Record

192.168.20.254
Charge Record

192168 20.254
Expired Vehicle

Incoming unusual vehicles (928420 254

Fixed Vehicle Authorization

Record 192.168.20.254

192168 20 254

Handover Statistics 192.168.20.254

Parking / Report Management / Device Operation Record

Device Name

Device Name

d

d

d

d

d

d

LPR-300 Bangalore

LPR-300 Bangalore

LPR-300 Bangalore

Operating Time

2022-07-18 03:42:11

2022-07-13 03:26:44

2022-07-08 03:56:13

2022-07-07 09:04:25

2022-07-04 12:29:01

2022-07-04 12:28:51

2022-07-04 12:17:27

2022-07-04 11:54:36

2022-07-04 11:54:25

Operation Result Operation Type Object Operations
Turn ofi the device The operation succeec (1}
Connecting device The operation failed! T}
Connecting device The operation failed! 0]
REEESH The operation failed! T}
Get device parameters The operation failed! T}
Connecting device The operation failed! (0]
Turn off the device The operation succeec 0]
Synchronize Time The device is offline, i T}
Enable The device is offline, i i

Figure 9-47.1 Device Opreation Record Interface

Delete

Select one or more device operation record and click Delete at the upper part of the list and click OK to
delete the selected device operation record. Click Cancel to cancel the operation or click Delete in the
operation column to delete a single device operation record.

Handover Statistics

The Handover Record provides reports of handover records.

Choose Report Management > Handover Statistics. Select the desired time period and operator name
and click \ to query handover records. Click More to query based on other conditions. The page is shown

in the following figure.
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Export

Device information can be exported in EXCEL, PDF, CSV file format.

Export X
Encrypt or not Yes No
File Format EXCEL x
Data to Export All (max 100000 records)

Selecied (max 100000 records)
Start Position 1
Total Records 100

Cancel

Figure 9-48 HandOver Statistics of Export Interface

Daily Income Statistics

The Daily Report provides reports of the total amount of charges per day for each shift in each duty guard
booth.

Choose Report Management > Daily Reports. Select the desired time period and click \ to query the
total amount of charges for each shift in each duty guard booth. The page is shown in the following
figure.

Export

Device information can be exported in EXCEL, PDF, CSV file format.

Export X
Encrypt or not Yes No
File Format EXCEL x
Data to Export All (max 100000 records)

Selecied (max 100000 records)
Start Position 1
Total Records 100

Cancel

Figure 9-49 Daily Income Statistics of Export Interface

Monthly Income Statistics

The Monthly Report provides statistics of parking fees for each day of the month.

Choose Report Management > Monthly Reports. Select the desired time period and click 1A to query
the parking fees the page is shown in the following figure.
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Export

Device information can be exported in EXCEL, PDF, CSV file format.

Export x
Encrypt or not Yes No
File Format EXCEL x
Data to Export All {max 100000 records)

Selected (max 100000 records)
Start Position i
Total Records 100

Cancel

Figure 9-50 Export Interface of Monthly Income Statistics

9.7 Real-Time Monitoring

This paper introduces the configuration of real-time monitoring in parking module and can view the
monitoring dynamics in real time in this interface.

Sentry Booth Monitoring

This paper introduces that the configuration of monitoring related information can be viewed in the
booth monitoring interface in, and the administrator can view the monitoring dynamics in the booth

monitoring interface.

Step 1: In the Parking module, click "Parking Real-time Monitoring > Sentry Booth Monitoring".

Step 2: In the booth monitoring interface, you can view related monitoring videos and events, as

shown in Figure 9-51.

ZKBio CVSecurity

iR

Basic parking manage...

Charge Management

Vehicle Management

B o 8

Report Management

Real-Time Monitoring

Monitor Room
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>

® @ admin v

Parking / Real-Time Monitoring / Sentry Booth Monitoring

‘ Manual Release »

License Plate

PermitChannel*  weeeeeeeee -

This computer is not used for guard booth!

Manual Release Reason  --------- -

License Plate Vehicle Type Vehicle Owner  Time Channel Status Event Type

Figure 9-51 Guard Booth Monitoring Interface

Copyright©2022 ZKTECO CO., LTD. All rights reserved.



ZKBio CVSecurity

User Manual

Manual Release

This paper introduces the manual release function of Guard Booth monitoring, and the administrator
can operate the vehicle release in this interface.

Step 1: In the Parking module, click "Parking Real-time Monitoring > Box Monitoring > Manual

Release".

Step 2: Under manual release, the administrator can operate vehicle release here, and when the vehicle
is not recognized, manual release can be performed, as shown in Figure 9-52.

ZKBio CVSecurity i &

iR

Charge Management >

Vehicle Management

B o 8

Report Management >

Real-Time Monitoring v

Monitor Room

@ admin v

Basic parking manage... > Parking / Real-Time Monitoring / Sentry Booth Monitoring

‘ Manual Release »

License Plate

PermitChannel*  weeeeeeeee -

This computer is not used for guard booth!

Manual Release Reason  --------- -

License Plate Vehicle Type Vehicle Owner  Time Channel Status Event Type

Change Shifts

Figure 9-52 Manual Pass Interface

This paper introduces the information configuration of personnel shift change in, where you can view
the data information of shift change handover when exchanging shifts.

Step 1:In the Parking module, click "Parking Box Monitoring > Shift Change".

Step 2: Set the relevant shift information, as shown in Figure 9-53, and refer to Table 9-54 for parameter

description.

Duty Officer Name

Duty start time

Duty end time

The number of fres release
vehicle

The number of artificial

release

Parameter
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Shift confirmation

admin Duty Officer ID 1

2017-05-17 14:20:15 Advance amount” 100

2017-05-17 14:55:44 Turnaver o

3 The total amount 100

0 The actual 100
amount”

Figure 9-53 Shift Change Interface

Description
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Parameter Description
Name of Duty Officer Show the name of the person on duty
Working Hours Show the working hours of the personnel on duty

Attandance Checking Hours | Display the attandance checking time of the attendant

Number of Vehicles Released

Number of vehicles allowed to be released free of charge
Free of Charge

Number of Manual Switches =~ Number of times of manual release through manual gate opening

Advance Amount Such as reserve amount, such as reserve for change
Preferential Amount Amount of parking discount
Turnover Business amount generated by parking lot charges
Total Amount Total amount of car park revenue
Actual Amount Actual amount of parking lot income (net income)

Table 9-54 Description of Shift Change Parameters
Step 3: Enter the account number and password of the shift changer.

Step 4: Click OK to complete the setting of booth shift change.

Monitor Room

This paper introduces that the configuration of monitoring related information can be viewed in the
monitoring room interface in, and the administrator can view the monitoring dynamics in the
monitoring room interface.

Step 1:In the Parking module, click "Parking Real-Time Monitoring > Monitor Room".

Step 2: You can view relevant monitoring videos and data statistics in the monitoring room interface,
as shown in Figure 9-55.

ZKBio CVSecurity i &8 O i

(gg Parking / Real-Time Monitoring / Monitor Room

Traffic statistics

B o 8

00 01 02 03 04 05 06 07 08 09 10 11 12 13 14 15 16 17 18 19 20 21 22 23

Charge statistics Da! Month  Year

00 01 02 03 04 05 06 07 08 09 10 11 12 13 14 15 16 17 18 19 20 21 22 23

Residual parking statistics

Parking Area Guard Booth License Plate Vehicle Type Time Channel Stati

Figure 9-55 Monitoring Room Interface
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Manual Barrier Opening

This paper introduces the Step configuration that the administrator can open the Barrier manually,
which can be used to open the Barrier manually when the vehicle is not recognized.

Step 1:In the Parking module, click "Parking Real-time Monitoring > Monitor Room".

Step 2: In the monitor room interface, click "Open Gate-Enter License Plate Number-Confirm Open
Gate", as shown in Figure 9-56.

@ Parking / Real-Time Monitoring / Monitor Room

Traffic statistics App... App. Day

Month Yea
1 2
1
ﬁ 08
06
@ 04
0z

| P O — o " ; ———
00 01 02 03 04 05 06 O7 08 09 10 11 12 13 14 15 16 17 18 19 20 21 22 23

Charge statistics Day Month  Yea

1
08
06
04

0z

Parking Area | 1 - Guard Booth - Channel

0 p———s- P—i— g i ~ v -
00 01 02 03 04 05 06 07 08 09 10 11 12 13 14 15 16 17 18 19 20 21 22 23

o e s evns, Residual parking statistics

Figure 9-56 Switch Interface
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Visitor Management

10.1 Operation Scenario

By registering visitor’s certificates, photos and other effective ways, and issuing corresponding Access
Control/Elevator control/passage/witness authority, visitors can be managed safely and efficiently.

10.2 Operation Flow

Introduces the configuration process of visitor management business.

The business configuration process of the visitor management business is shown in Figure 10-1.

Registration? o— Register A tha[:f;ccess Visit end @

3
YES

h 4

Authorize Access
Level

Wisit end

h J

Figure 10- 1 Visitor Configuration Process

10.3 Visitor Registration

Entry Registration

Entry Registration
There are two ways to register visitors:
1. PCside (computer)
2. Visiting the passenger plane (ZKBioCVSecurity visits and logs in)
® PC-Side Registration (Direct Registration)

This paper introduces the configuration Steps of PC registration (Direct registration) in.

Step 1:In the Visitor module, select Visitor Registration > Entry Registration.

Step 2: In the Entry registration interface, click Visit Registration to enter the registration interface for
visitor registration, as shown in Figure 10-2.
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Host/Visited * Enter th

Certificate Type™ ID
First Name™

Company
Country/Region

Email

Permission

Visitor Level

Card Number

< Capture

Any exposure to suspe
cted cases

City visited in past 14 d
ays

Remarks on health

Parameter

Host/Visited

Visit Department

Visit Reason

Certificate Type

Entrance

Certificate No.
First Name
Visitor Quantity

Start and End
Time

Personnel Details

Capture
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> |Q Visit Department * w Visit Reason™ Visit -

> Certificate No.” Entrance” 1 b4

w Last Name Gender

Mobile Phone License Plate

- Visitor Quantity”™ 1 Carrying Goods

- Start Time™ 2021-12-20 11:35:08 End Time® 2021-12-20 23:59:59

Personnel Detail »

Any symptoms in the la
Yes No None
st 14 days

Cough Fever Respiratory Issues

Body Temperature(°C/
°F)

Cancel

Figure 10- 2 Direct Register Visitor Interface

Description

Select the visited personnel. Click the input box to filter the query according to the
input characters or click the query button to pop up the list of the visited personnel to
select the visited personnel.

Select the department the visitor will visit.

Select the visit reason. You can also input a new reason, and the reason will be added
in the Visit Reason list in the Visit Reason of Basic Management.

Passport, Driving License, ID Card, and Others are available to choose from the drop-
down list. If the ID Scan OCR function is activated, visitor information will display

automatically after clicking =4 jcon.

Select the entry place for the visitor. You can add an entry place in the Entry Place of
Basic Management.

The numbers and letters are legal; the max length is 20.
Enter the first name of the visitor.

Enter the number of visitors.
Enter the start and end times of the visit.

Enter the personnel details.

The captured photo and certificate photo can be taken separately or at the same time
(which can be set in Parameter Settings). If there is a camera (High-Speed Portable HD
Doc Scanner) connected to the server, you can click Capture to take the visitors’
photos. The browser may block the camera to access, please click "% in the IP address
bar to select the camera and change the setting to allow access to this page.

Table 10- 1 Description of Parameters of Entry Registration
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® PcRegistration (Second-Generation Id Card Reservation Registration)

This paper introduces the configuration Steps of Registration through the Visitor Reservation.

Step 1:In the Visitor module, select Visitor Reservation > Visitor Reservation.

Step 2: In the visitor reservation interface, click New to complete the reservation registration before
visitors visit, as shown in Figure 10-3.

New X

Certificate Type*® ID & 4 Host/Visited * Enter the Query Co > Q

Certificate No.* “ Visit Department * b 4

First Name* Last Name

Mobile Phone Email

Start Time 2021-12-20 11:46:09 End Time 2021-12-20 23:59:59

Visit Reason” Visit v License Plate

Company
1 Portrait Personnel Detail »

Parameter

Host/Visited

Visit Department

Visit Reason

Certificate Type

Certificate No.
First Name
Start and End Time

Personnel Details

Portrait
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Captured Photo

Cancel

Figure 10- 3 Reservation Interface

Description

Select the visited personnel. Click the input box to filter the query according to the
input characters or click the query button to pop up the list of the visited personnel to
select the visited personnel.

Select the department the visitor will visit.

Select the visit reason. You can also input a new reason, and the reason will be added
in the Visit Reason list in the Visit Reason of Basic Management.

Passport, Driving License, ID Card, and Others are available to choose from the drop-
down list. If the ID Scan OCR function is activated, visitor information will display

automatically after clicking 4 jcon.

The numbers and letters are legal; the max length is 20.
Enter the first name of the visitor.

Enter the start and end times of the visit.

Enter the personnel details.

The captured photo and certificate photo can be taken separately or at the same time
(which can be set in Parameter Settings). If there is a camera (High-Speed Portable HD
Doc Scanner) connected to the server, you can click Capture to take the visitors’
photos. The browser may block the camera to access, please click "% in the IP address
bar to select the camera and change the setting to allow access to this page.

Table 10-2 Description of Parameters Reservation
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Step 3: Select Visitor Registration > Entry Registration > Entry Registration to enter the registration
interface for visitor registration. Enter the First Name to directly obtain the ID number, thus displaying
the visitor information of reservation registration, then select the visitor authority, and click OK to
complete the visit registration, as shown in Figure 10-4.

New x

Host/Visited * Enter the Query C > Q Visit Department * v Visit Reason” Visit v

Certificate Type” ID i Certificate No.” Entrance” 1 b

First Name™ A4 Last Name Gender s v

Company Mobile Phone License Plate

Country/Region - Visitor Quantity” 1 Carrying Goods

Email

Permission

Visitor Level v Start Time” 2021-12-20 11:35:08 End Time® 2021-12-20 23:59:59

Card Number

l

Capture Personnel Detail -

Any exposure to suspe Any symptoms in the la

Yes No None Cough Fever Respiratory Issues

cted cases st 14 days

City visited in past 14 d Body Temperature(°C/

ays

F)

Remarks on health

Parameter

Host/Visited

Visit Department

Visit Reason

Certificate Type

Entrance

Certificate No.
First Name
Visitor Quantity

Start and End
Time

Personnel Details

Capture

Cancel

Figure 10- 4 Second Generation Identity Registration Interface

Description

Select the visited personnel. Click the input box to filter the query according to the
input characters or click the query button to pop up the list of the visited personnel to
select the visited personnel.

Select the department the visitor will visit.

Select the visit reason. You can also input a new reason, and the reason will be added
in the Visit Reason list in the Visit Reason of Basic Management.

Passport, Driving License, ID Card, and Others are available to choose from the drop-
down list. If the ID Scan OCR function is activated, visitor information will display

automatically after clicking =4 jcon.

Select the entry place for the visitor. You can add an entry place in the Entry Place of
Basic Management.

The numbers and letters are legal; the max length is 20.
Enter the first name of the visitor.

Enter the number of visitors.
Enter the start and end times of the visit.

Enter the personnel details.

The captured photo and certificate photo can be taken separately or at the same time
(which can be set in Parameter Settings). If there is a camera (High-Speed Portable HD
Doc Scanner) connected to the server, you can click Capture to take the visitors’
photos. The browser may block the camera to access, please click "% in the IP address
bar to select the camera and change the setting to allow access to this page.

Table 10- 2 Description of Parameters of Second Generation Identity Registration
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Notes:

For different browsers, the contents of tips are different, the actual browser display prevails, just
choose the shared camera, and allow the system to access the camera.

If the entry place supports a network camera, scanner, high camera, it will not pop up this tip.

You can select card number, fingerprint, password, or code scanning for registration (set in the
parameter setting).

Visitor Cloning

Application scenario: Similar to an entourage copying some information from the previous person,
visitors only need to show their credentials and snap photos to complete the registration. It mainly
includes the following attributes: Host, visit department, visit reason, Entrance, company, country,
visitor level, start time, end time.

Step 1:In the Visitor module, select Visitor Registration > Entry Registration.

Step 2: In the visitor registration interface, click Visitor Cloning to enter the registration interface for

visitor cloning.

Mew x

Host/Visited *
Ceriificate Type
First Name
Company
Country/Region

Email

Permission
Visitor Level

Card Number

. Capture

12139 - Q Visit Department * Department Name - Visit Reason*
D - Ceriificate No_* Entrance®
- Last Name Gender
Mobile Phone License Plate

- Visiter Quantity® 1 Carrying Goods

- Start Time* 2022-07-22 09:43:12 End Time*

T2204508 Device Verification Biometrics Type
Password

Personnel Detail

Visit

BELR

2022-07-22 23.59.59

Parameter
Host/Visited
Visit Department

Visit Reason

Certificate Type

Entrance
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Captured Photo = Cerlificate Photo

Cancel

Figure 10- 5 Visitor Cloning interface

Description
Select the department the visitor will visit.
Select the department the visitor will visit.

Select the visit reason. You can also input a new reason, and the reason will be added in
the Visit Reason list in the Visit Reason of Basic Management.

Passport, Driving License, ID Card, and Others are available to choose from the drop-
down list. If the ID Scan OCR function is activated, visitor information will display

automatically after clicking 4l jcon.

Select the entry place for the visitor. You can add an entry place in the Entry Place of
Basic Management.
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Parameter
Certificate No.
First Name
Visitor Quantity

Start and End
Time

Personnel Details

Capture

Batch

Description
The numbers and letters are legal; the max length is 20.
Enter the first name of the visitor.

Enter the number of visitors.
Enter the start and end times of the visit.

Enter the personnel details.

The captured photo and certificate photo can be taken separately or at the same time
(which can be set in Parameter Settings). If there is a camera (High-Speed Portable HD
Doc Scanner) connected to the server, you can click Capture to take the visitors’
photos. The browser may block the camera to access, please click ©x in the IP address
bar to select the camera and change the setting to allow access to this page.

Table 10- 3 Description of New Parameters for Positions

Batch option will help you to do multiple check-in and check-out at a time.

ZKBio CVSecurity i %

Visitor Registration

Visitor

i Visitor  Visitor Registration / Entry Registration

Mame Certificate No. Certificate Type | —-——v o More & Fe

——
O Refresh & Entry Registration 2 Exit Registration [ Visitor Cloning

Visitor Code Certificate Certificate First Name Last Namg i Host Last Visit Reason  Visif Status Card Nu

# Batch CheckOut .
500000008 123456 D test Visit Check-Out 7220918

Figure 10- 6 Batch Interface

® Batch Check-in

Batch Check-in option will help you to do multiple check-in at a time. For that you need to create a
reservation for the visitors. Then you can be able to see details in the Batch Checkin option for multiple

check-ins at a time.

Step 1: In the Visitor module, select Visitor Reservation > Visitor Reservation. In the reservation
interface, click New to complete the reservation registration.

Step 1:In the Visitor module, select Visitor Registration > Entry Registration.

Step 2: In the Entry Registration interface, select the visitor to do the check-ins and click Batch > Batch
checkin to do multiple check-in of visitors at a time.
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New x
Visitor Info
I | N . . .
Name I\ | Cerlificate No Certificate Type | ———— - More Q &
First Na... Last Na... Cerlificale ... Certificale No. Host First ... Host Last ... Visit Department Mobile Phone Email
MNe data
»
0 50 rows per page ~ Jump Te 1 /0 Page Total of 0 records
Permission
Visitor Level - Star Time 2022-07-22 10:11:20 End Time 2022-07-22 23:59:59
Entrance® ELR -
Cancal

Figure 10- 7 Batch Check in interface
Step 3: Click OK to check in the selected visitors.
® Batch Check Out

Batch check in option will help you to do multiple check out of visitors at a time.

Step 1:In the Visitor module, select Visitor Registration > Entry Registration.

Step 2: In the Entry Registration interface, select the visitor to do the checkouts and click Batch > Batch
checkout to do multiple checkouts of visitors at a time.

(JZKBio CVSecurity i &
)| wisitor Registration . \Visitor / Visitor Registration / Entry Registration
Name Certificate No. Certificale Type | ———- | mae- Q &
Visitor

O Refresh & Entry Registration 2 Exit Registration i Visitor Cloning
Visitor Code  Certificate Certificate First Name  Last Name % BatchCheckin oot | ast Visit Reason  Visit Status  Card Number  Enter Time Ent
500000010 43534 D jo Visit Check-Out 72200956 2022-07-22 07:24: BLI
200000008 1234 D ani Visit Check-Out 72208206 2022-07-22 07:24: BLI
800000008 123456 1D test Visit Check-Out 72209192 2022-07-22 04:12: BLH

Prompt

Are you want to perform the Batch CheckOut
operation?

: cencel

Figure 10- 8 Batch Check out interface

Step 3: Click OK to check-out the selected visitors.
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10.3.2 Visitor

Visitor interface provides the complete details about the registered visitors such as Visitor Code, First
Name, Last Name, Certificate Type, Certificate No., Company etc. You can delete, disable or enable and
export the selected visitor.

[JZKBio CVSecurity i #

EY visitor Registration . Visitor / Visitor Registration / Visitor

Entry Registration Name | Cerificate No. | Certficate Type | | Moer Q @

G Refresh [ Delee @ Disable ® Enable T Export

Visitor Gode  First Name  Last Name  Cerlificale Type  Cerlificate No. Company License Plate  Mobile Pho..  Calegory Enable Created Time Remarks o... Gty visited... B,
£00000008  test D 123456 NORMAL (] 2022-07-22 04:12
800000007  www D 789 NORMAL (] 2022-07-21 12:48:
800000006  WWWS D 12 NORMAL (] 2022-07-21 11:50:
£00000005  RRR D 123 NORMAL L] 2022-07-21 11:49:
200000004  fest D 354354354 sdidst32434 NORMAL (] 2022-06-28 07:47:
£00000003  Popyi2 D 465779575963386 ADC354354 15878965 BOLO (] 2022-06-29 03:08 DongG 3
£00000001  test D 354354354 453543453 NORMAL (] 2022-05-26 02:56:

Figure 10- 9 Visitor Interface

10.2.2.1 Deleting a Visitor (Delete)

In Visitor module click Visitor Registration > Visitor, select a visitor, and click Delete.

Prompt

Are you sure you want to perform the delete
operation?

Figure 10- 10 Deleting Visitor
Click OK to delete the selected visitor.
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10.3.2.2 Disabling a Visitor (Disable)

In Visitor module Click Visitor Registration > Visitor, select a visitor, and click Disable.

Prompt

Are you sure to disable the 1 visitor?

| o

Figure 10- 11 Disabling Visitor

Click OK to block the visitor. The enable entry for the corresponding selected visitor will show =
indicates the visitor is blocked.

10.3.2.3  Enabling a Visitor (Enable)

In Visitor module Click Visitor Registration > Visitor, select a blocked visitor, and click Enable.

Prompt

Are you sure to enable the 1 visitor?

Figure 10- 12 Enabling Visitor

Click OK to enable the visitor. The enable entry for the corresponding selected visitor will show &
indicates the visitor is enabled.
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10.3.2.4  Export
You can export visitor details into an Excel, PDF, or CSV file. See the following figure10-20.

Operating Steps:

Step 1: In Visitor module click Visitor Registration > Visitor > Export to export the visitor records to
Excel sheet or PDF or CSV. Enter the User password in the prompt.

Figure 10- 13 Export Interface
Step 2: Select the file format and click OK.

Export x
Encrypt or not () Yes(s) Mo
File Format iEXCEL v
Data to Export (@) All {(max 100000 records)

[} Selected (max 100000 records)

Start Position |1

=
Total Records | 100 !

o IR

Figure 10- 14 Export Interface
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10.4 Visitor Reservation

Visitor

Visitor Reservation

Reservation

helps you to do reservations before the visitor’s visit.

Adding a Visitor Reservation (New)

Creating new Reservations for Visitors.

Step 1:In the Visitor module, select Visitor Reservation > Visitor Reservation.

Step 2: In the reservation interface, click New to complete the reservation registration before the

visitor’s visit.

Parameter

Host/Visited

New x
|
Certificate Type* ID 4 Host/Visited * Enter the Query Co > Q
Certificate No.* “ Visit Department * v
First Name* Last Name
Mobile Phone Email
Start Time 2021-12-20 11:46:09 End Time 2021-12-20 23:59:59
Visit Reason” Visit v License Plate
Company
1 Portrait Personnel Detail »

Captured Photo

Cancel

Figure 10- 15 Reservation Interface

Description

Select the visited personnel. Click the input box to filter the query according to
the input characters or click the query button to pop up the list of the visited
personnel to select the visited personnel.

Visit Department Select the department the visitor will visit.

Visit Reason

Certificate Type

Certificate No.

First Name

Select the visit reason. You can also input a new reason, and the reason will be
added in the Visit Reason list in the Visit Reason of Basic Management.

Passport, Driving License, ID Card, and Others are available to choose from the
drop-down list. If the ID Scan OCR function is activated, visitor information will

display automatically after clicking 4l jcon.
The numbers and letters are legal; the max length is 20.

Enter the first name of the visitor.

Start and End Time | Enter the start and end times of the visit.
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Parameter Description

Personnel Details Enter the personnel details.

The captured photo and certificate photo can be taken separately or at the same
time (which can be set in Parameter Settings). If there is a camera (High-Speed
Portable HD Doc Scanner) connected to the server, you can click Capture to take
the visitors’ photos. The browser may block the camera to access, please click “
in the IP address bar to select the camera and change the setting to allow access
to this page.

Portrait

Table 10- 4 Description of Parameters of Adding a Visitor Reservation
After the reservation visitors can complete the visit registration using Entry Registration option to know
more about the registration process.
10.4.1.2 Deleting a Visitor Reservation (Delete)

In the Visitor module, select Visitor Reservation > Visitor Reservation select a visitor reservation and
click Delete.

Prompt

Are you sure you want to periorm the deleie
operation?

Figure 10- 16 Deleting Visitor Reservation

Click OK to delete the selected visitor reservation.
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10.4.1.2  Import

You can import visitor reservation details into the software as in Excel format. See the following
Figure10-17.

Operating Steps:

Step 1: In the Visitor module, select Visitor Reservation > Visitor Reservation, select a visitor
reservation and click Import.

Import

File Format @ Excel

Select File Mot Uploaded

The first line of the data format is fable name, the second line is header. the third
line is the imporl dala, please check the file and then import

o I

Figure 10- 17 Import Visitor Reservation

Step 2: Click the Browse button to import the visitor reservation template data (You can download the
template from the software by clicking Download Template) into the system, as shown in Figure 10-17.

Step 3: Click OK, and the interface displays the result of importing and adding visitor reservations.

Step 5: Click Close to complete the import and addition of visitor reservations.

10.4.1.4 Download Template
You can download templete visitor reservation details into the software as in Excel format.
Operating Steps:

Step 1: In the Visitor module, select Visitor Reservation > Visitor Reservation select a visitor
reservation and click Download Template.

Step 2: Click OK, and the interface displays the result of importing and adding visitor reservations.

Export

T oo |

Figure 10- 18 Import Visitor Reservation
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10.4.2 Reservation Audit

Allow the administrator to review and block the employee’s self-reservation visitors.

10.4.2.1 Review
Allow the administrator to review the employee’s self-reservation visitors.
Operating Steps:

Step 1: In the Visitor module, select Visitor Reservation > Reservation Audit.

Step 2: In the Reservation interface, select the visitor to be reviewed and click Review to review the
visitor.

Prompt

Are you want to perform the Review operation?

| Caneel

Figure 10- 19 Review Visitor Reservation

Step 3: Click OK to perform the review operation.

10.4.2.2 Refuse

Allow the administrator to block the employee’s self-reservation visitors.
Operating Steps:

Step 1: In the Visitor module, select Visitor Reservation > Reservation Audit.

Step 2: In the Reservation interface, select the visitor to be reviewed and click Refuse to block the
visitor.

Prompt

Ate you want to perform the Refuse operation?

:
[—-] o

Figure 10- 20 Refuse Visitor Reservation
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Step 3: Click OK to perform the refuse operation.

10.4.3 Invite

10.4.3.1  Sending Invitations (New)

You can send invitations to the needed visitors by using this option.
Operating Steps:

Step 1: In the Visitor module, select Visitor Reservation > Invite.

Step 2: In the Invite interface, click New to send the invitation to the visitors and the details as shown
in Figure 10-21.

Step 3: Click OK to send the invitation.

New

Name of inviter * Enter the Query Co... v !Q Inviter department * |
Content *

A\ Enter multiple mail % by commas(,) or

Figure 10- 21 Invite Interface

Parameter Description

Select the visited personnel. Click the input box to filter the query according to the
Name of the Inviter  input characters or click the query button to pop up the list of the visited personnel
to select the visited personnel.

Inviter Department | Select the department of the inviter.

Content Enter the content or reason of the invitation.

Email Address Enter the Email address.

Table 10- 5 Description of Parameters of Invite Visitors
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10.4.3.2 Delete Invitations

To delete the visitor invitations.

Operating Steps:

Step 1: In Visitor module click Visitor Reservation > Invite.

Step 2: In the invite interface select the invitation to be deleted and click Delete.

Step 3: Click OK to delete the invitation.

Prompt

Are you sure you want to perform the delete
operation?

| Cance'

Figure 10- 22 Delete Invitations

10.4.3.3 Resend Invitation

To Resend the visitor invitations.

Operating Steps:

Step 1:In Visitor module click Visitor Reservation > Invite,

Step 2: In the invite interface select the invitation to be resend and click Resend.

Step 3: Click OK to resend the invitation.

Prompt

Are you want to perform the Resend operation?

o

Figure 10- 23 Resend Invitations
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10.4.4 Respondent Self-Approval

Optimize the visitor process, after sending the visitor invitation email, ZKBio CVSecurity will send an
audit email to the host. The host can complete the operation of "Review or Reject" by clicking on the
audit link of the email, then quickly complete the review.

Set the Outgoing Mail Server Settings:

Step 1: In System Management module, click Email Management > Outgoing Mail Server Settings:

‘Qutgeing Mail Server Seftings
{Ouigong M Server Setings|
Email Sending Server*
Port*

=

Sender Name

A\ Pieass compiste the emal verification

o AT

Figure 10- 24 Outgoing Mail Server Settings
Step 2: Set the Outgoing Mail Server Settings as Table 2.5-1.

You can customize the email server address and port.

Email server The email products that provide the SMTP server can be used, such as NetEase 163
address/port email, Tencent QQ email, and Foxmail email. The specific address and port
configurations must be obtained from the corresponding provider.

Email username

Enter the user's name and password for the mailbox.
and password

Name of sender = Sets the name of the sender on the received message.

Table 10- 6 Outgoing Mail Server Settings
Step 3: After setting, click Test Connection to receive the email, indicating that the test has passed.
Step 4: Click OK to finish setting email parameters.

#sNote: The domain name of E-mail address and E-mail sending server must be identical. For example,
the Email address is test@gmail.com, and the E-mail sending server must be smtp.gmail.com.
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Set Visitor Parameters:
Step 1: In Visitor module, Click Basic Management > Parameters.

Step 2: Select No for the Enable automatic review of guest appointments, so that the visitors’
reservations need to be approved.

(JZKBio CVSecurity i & @ admin ~
GV visitor Registration 5 Visitor / Basic Management / Param
o ! N
El Visitor Reservation > Common Parameter Option
Visitor Autonomous Registration Normal Parameter Option
@ Basic Management v

Registration Client

Enable the ion of health i i The Visitor List the Recipient Mail...
Parameters
O Yes @® No Visitor Autonomous Registration

Device Debugging

I—W
Print Settings () Yes @ No
Visitor Levels QR code Url:
Visitors common permission & |hﬂp'ﬂ29 115.34 89:8098/tokenVisRes
group )
Downlead QR code image
Host Levels

Visited Department Levels

Entry Place

Visit Reason

Custom Attributes
B advanced >
m Reports >

Visitors Quantity Statistics: @ Check-In Today:0 @ Check-Out Today:0 ® Not Check-Out Today:0 View the Details
<

Figure 10- 25 Enable automatic review of guest appointments

Set the Host Levels:

In the Visitor module, click Visitor > Host Levels> +New, select the corresponding personnel, click =,
set the host Level for the corresponding personnel.

(® Query () Department () Selectall people

| name Moer Q@

Alternative Selected(0)
HostNu.. HostFirst.. Hosilast.. Deparime... HostNu.. HostFirst.. Hosilast.. Department ...

133950 Charning Qin staff [

=
13580 Ning ain Department
121556706 kkkkk Department
=
1234788 Alfonso LasiName Department
4 v
1< < 150 > > 50rows perpage ~

. [

Figure 10- 26 Adding Host Levels 1

Page |399 Copyright©2022 ZKTECO CO., LTD. All rights reserved.



ZKBio CVSecurity

User Manual
New b 4
(®) Query () Department () Select all pecple
FPersonnel ID| | Name More ™ Q &
Alternative Selected(1)
Host Nu... Host First ... Host Last ... Departme... Host Hu... Host First ... Department ...
-
13580 HNing Qin Department . 133950 Charning Staff
==
121556706 kkkkk Department el
=
1234738 Alfonso LastMame Department -
=
1234888 Rusell lastName Department
-
+ I
< < 1-50 » » 50 rows per page ~

Figure 10- 27 Adding Host Levels 2
Set the Linkage:

Step 1: Add an alert template.

Click Visitor > Advanced > Alert Template > +New, and fill in the template information.

Template Type® | E-Mail |

et [Rosenaton
Sensruls O th day ofthe s, send oticaton o e st i aovanes
Send otcson o e Host
Send noteton o he Vitor
Send auctt enmision o e ot
ettt ot

chaming gin@zkieco.com

|VitorReservation augt

Here is an appointment for visitors. Please review it

| Fieta|
|

Vistor Name Gertitate Type Certifcate Number
Visit Reason Host Name:
Mabie Phone

Host Depatment

Please do not reply to tis email |

)
[ o |

Figure 10- 28 Add an Alert Template.

Template Type = E-Mail

Event Type Reservation
Send Rule Sfelc.ect Send auFJit permission t_° the Host -
Fill in the Addtional Contact with the host email.
Subject Fill in the subject and the body content.
Visitor Info Select the visitor content to be audited.

Table 10- 7 Add an Alert Template.
Step 2: Add a linkage.

Click Visitor > Advanced > Linkage > +New, and here we select the E-mail template Visitor

Reservation Audit(ZKTeco) added in Step 1.
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Edit

Linkage Name* Judit Trigger Condition”

| Reservation Audit

(s) E-Mail Template | Visitor Reservation A = | Entrance [
Name*

O SMSTemplate [ - O WhatsApp [

Name* Template Name*

Cancel

Figure 10- 29 Add a Linkage
Send an invitation E-mail:

Step 1: Click Visitor > Visitor Reservation > Invite > +New, fill in the correct information and save.

New

Name ofimier® | 133950(Chaming @i ¥ Q0 Inviler department
Content *

i Ning,
Welcome to ZKTecol

E-mail Address *
[178=52@163.com

A\ Enter multiple mailboxes, separated by commas{,) o Plezss enter a vaid mail address

3 | Cancel |

Figure 10- 30 Send an invitation E-mail 1

Step 2: We can view the record of this invitation email. If the status of the email is Has been sent, the
email is sent successfully.

(JZKBio CVSecurity

W visitor Registration
Visitor Reservation

Visitor Reservation

Reservation Audit

>

v

Ed

Visitar / Visitor Reservation / Invite
Name of inviter |

O Refresh  FHew [ Delete

[ MName of inviter Last na

Inviter department

B Resend

me of inviter  Inviter department
Staft

E-mall Address

SR —

E-mail Address. Status

1787 52@163.com

Sending Time

Q

Operations

20221011 1021481 2 W

6 admin ~
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Visitor Registration:

Visitors who have received the invitation will receive an email as follows, then the visitor click Click
here to register as a visitor.

| @ @ Resenaion Details c
Reservation Details
Hi Ning, Welcome to ZKTeco
Charning Qin invites you to register visitor information through m

the following QR code

First Name First Name

Last Mame Last Mame

Mobile Phone  Mobile Phone

Email Emai
o Gender
404
‘ Certificate Type

Certificate Mo, Certifica

Register QR code Iin Audit Status
License Plate

Figure 10- 32 Invitation E-mail .
Visit Reazon
¢ Q = @ o

Figure 10- 33 Visitor Registration

Visitor Reservation Audit:
When a visitor submits registration information, host will receive a review email as shown below:
Click Review if you agree to make an appointment;

Click Refuse if you refuse the appointment.

Reservation Details

£

First Name Ning

Last Name Wang

Maobile Phone 17 52
Email Email
Gender

Certificate Type [s]

Certificate No. 133650

Audit Status Unreviewed

License Plate

Visit Reason Visit I
Start Time Oct 13, 2022 9:31:00 AM
End Time Oct 13, 2022 11:59:00 PM

Figure 10- 34 Visitor Reservation Audit
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Basic Management

Parameters

In Visitor module Click Basic Management > Parameter to set the parameters.

Common Parameter Option

Carrying Goods Capture
Carmying Goods Capture Photo

Exit Registration
Open the Vistr Exit Function
Aulomatic Sign Oul  Sel Automatic Sign Out Place
A vis i 1 be automaticay

Sign Out Expired Visitors

outipertorme: %
sign Up
Enable automatic sign-in funciion et automatie sion-in locstion immediately,
a 2 = a .
Permission

Without Permission
Permission is Reauired
Whether to Issue Card Passwiord is Required
Biological Template Registration is Required Scan Code is Required
Select the Required Field
HostVisited Wisit Department
Visitor Vehicle Authorization Mode

Temporary Vehicie Allowlist

Normal Parameter Option

Capture

Capture the Porirait and Cerlificate Photo Together
Capture the Porirait and Gertificate Pholo Separately

Visitor History Information
Open the Pop-Up Box to Display Visor History Information
Backfl Visitor Bio Tempiate Backfl Viitor Photo
Copy ID Number as Card Number Automatically
‘Copy 1D Number as Card Number
WatchList Option
On Enty Prompt i eame Maiche
MatchType [frsthame Ony  +
On Eniry Maich by Cerificate
On Eniry Mateh by Country/Region
On Eniry Match by Company
Maximum visitor check
Open singie-cay maimum visitor visits menitoring
Maximum number of vists | 100
Open single-day single-persen ma:dmun visitor visits monitaring

Maximum number of visits |30

Registration Client

Device Driver

Certificate Recog!

ocr IDReader

Registration Code”

V1.0 Driver Download OCR V2.0 Driver

Cerificate No. Automatic Backfill Type

Document No. Personal No.

The Visitor List the Recipient Mailbox

Send the visitors information during the day by email. Sending Time:

Visitor Autonomous Registration

Enable the declaration of health information:

Yes o

Enable automatic review of guest appointments:
Yes Ne

QR code Url:

hitps ficvsdemo xmzkiec comiappiv frisRes

Download QR code image

Visitors Quantity Statistics: @ Check-In Today'3 @ Check-Out Today:3 ® Not Check-Out Today:0 View the Details

Figure 10- 35 Parameter
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Carrying Goods Capture: Enable it to take the photo to the goods carried by the visitor.

Exit Registration: Enable or disable the auto sign-off function. Auto sign-out means a visitor leaves by
directly punching a card or using his/her fingerprint at the preset auto sign-out place, without
performing the Exit Registration operation in the software. Setting automatic sign-out place means
specifying some readers as the auto sign-out place. Click Set Automatic Sign Out Place. Then click OK
to finish.

Automatic Exit Place x

1 Access s

Automatic Exit Place q

ew
CL63202960014(ZKT_Korea-1-Cuf) Select All
COKC220260046(Speedface M-S, 2eselect All

1-In)

Cancel

Figure 10- 36 Automatic Exit Place

Sign Out Expired Visitors: Expired visitors who have not been manually signed out will be
automatically signed out after a specified interval.

Whether to Issue Card: Whether to issue card for the visitor.
Fingerprint Registration is Required: Whether to register the fingerprint for the visitor.
Password is required: If selected, it will make password mandatory.

Scan Code is Required: If selected, it will code scan mandatory

Select the Required Field: You can set whether the Host (Personnel) and visited departments would
be required in the registration page and the reservation page.

Visitor Vehicle Authorization Mode: You can set this option as per the reliability of the vehicle. If you
want to make all vehicle details to be noted, then select Temporary Vehicle. If only one or some vehicle
enters on a regular basis, then you can keep them in whitelist.

Capture: Whether to capture the portrait and certificate photo together.

Visitor History Information: You can select the display parameters of the visitor history. Selecting the
Open the Pop-Up Box to Display Visitor History Information check box displays the visitor information
with photo and fingerprint of the visitor (These two will be auto-selected).

Copy ID Number as Card Number Automatically: Enable this if you want to use the same ID number
as the Card number.

WatchList Option:

Select the Watchlist parameter as given below:
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e  On Entry Prompt if the Name matches. It can be first name only or Last name First name.
e On Entry Match by the certificate provided by the visitor.
e On Entry Match by the Country/Region of the visitor.

e On Entry Match by the Company of the visitor.

Maximum visitor check: You can define the parameters to limit the number of visitors and the number
of visit times.

Note: When the number of visitors reaches the default upper limit set on the day, a prompt will pop up
when entering the registration page:

Step 1: If there is no driver installed in the system, the Download Driver link is displayed. Click the link
to download and install the driver.

Registration Client

Device Driver

Certificate Recognition
OCR IDReader

Registration Code®

Download OCR V1.0 Driver o) Download OCR V2.0 Driver

Certificate No. Automatic Backfill Type

Document Mo. Personal No.
Figure 10- 37 Registration Client
Step 2: Enter the corresponding registration code and click Register.

Note: Click System > Authority Management > Client Register to view the registration code.

Configure the recipient's mailbox and the time for system to send the list of visitors today.
The Visitor List the Recipient Mailbox

Send the visitors information during the day by email. Sending Time:

15 v |:130 -

A\ Ente

Figure 10- 38 Visitor List the Recipient Mailbox

Enable or disable the declaration of visitor's health information and automatic view of guest
appointments.
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Device Debugging
Device Debugging option will provide information about Entry Place, Print installation, Device Driver
installation, and USB Camera.

In Visitor module Click Basic Management > Device Debugging to know about the current location
details (including IP address), Printer-driver installation information, device driver installation, calibrate
the scanners, and USB camera information.

Visitor / Basic Management / Device Debugging

Entry Place

Current Location

Print control

Device

Device Driver

Other Scanner

4\ Forthe first fime, the scanner must be calibrated: the scanned

High-Speed Portable HD Doc Scanner

Parameters

Size Sefing 00— £

Resoluton -

USB Camera

USB Camera

USB Camera [EEVE -

Figure 10- 39 Device Debugging Interface
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Parameter Description

Displays the information of the current entry place, such as the name of the entry

Entry Place . .
y place, IP, Mode of picture/document collection.
Print Control It shows the Printer-driver installation information

Display device driver installation, you can debug, calibrate the scanner. Set the
Device High-Speed Portable HD Doc Scanner parameters, and information of USB camera.
(IE browser does not display USB device debugging).

Table 10- 8 Description of Parameters of Device Debugging

Print Settings

In Visitor module Click Basic Management > Print Setting to go to the printer settings.

Select Receipt Printer to set the global setting of the printer.

Select Printer Type

Receipt Printer Card Printer

Global Settings

Template Selection

Visitor receipt .
Visitor print card

Visitor print card{horizontal}

Visitor receipt

Figure 10- 40 Global Settings of Printer

Parameter Description

Select a template to print the template, if the template does not meet the print

content, you can add or edit the template (the default template cannot be edited,
Template Selection = deleted).

Available Templates are Visitor Receipt, Visitor Print Card and Visitor Print Card
(Horizontal).

Table 10- 9 Description of Parameters of Printer Setting

Page |407 Copyright©2022 ZKTECO CO., LTD. All rights reserved.



ZKBio CVSecurity User Manual

You can set the options for the printer, the type of paper to be printed, or the custom paper size, and
view the effect by clicking Print Preview / Direct Print. At last, you can save the current setting for the
printout of the visitor badge.

Local Settings

Print control

Use Printer

Select Paper Type

Paper Type

A\ The papert

Custom Paper Size

Custom Paper Width

71 mm

Custom Paper Height

140 mm

Custorn Paper Width, Highly Adaptive

Custom Paper Width

i mim

A\ The settin

Figure 10- 41 Local Settings of Printer

Parameter Description
Use Printer Select the printers from the available list of printers.
Paper Type Select the Paper Type

Custom Paper Size You can customize the paper size like paper height and width.

Table 10- 10 Description of Parameters of Local Settings of Printer
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In the parameter setting interface, you can set the parameters of card. Initially, define the template
(refer to personnel card printing), and then set the card printing function. If the automatic card printing
is selected, printer connection is required. After the visitor registration is completed, user can print the
card directly.

Select Printer Type

Receipt Printer Card Printer

Global Settings

Template Selection

Visitor receipt v

Visitor Card Printing Setting

Print Card after the visitor Checked-In

Local Settings

Use Printer

F iy

Figure 10- 42 Printer Setting of Card Printer

Parameter Description
Select a template to print the template, if the template does not meet the print content,
Template you can add or edit the template (the default template cannot be edited, deleted).
Selection Available Templates are Visitor Receipt, Visitor Print Card and Visitor Print Card

(Horizontal).

Visitor Card

Printing Setting Select the visitor card printing settings (like after visitor check in)

Use Printer Select the printer from the available list of printers.
Table 10- 11 Description of Parameters of Printer Setting of Card Printer

Visitor Levels

The visitor can be allocated Access or Elevator levels within registration after the visitor level has been
set.

In Visitor interface Click Basic Management > Visitor Levels:

Visitor / Basic Management / Visifor Levels

Edit the Visitors for Authorization Group <  Browse Levels General (Access) opening visitors

Level Name Belongs Module | ——— »| FEL G Mame Mere~ Q &

T Refresh =+ Add permissicn group T Delete O Refresh T Remove the Visitors

Level Name Belongs M.. Visitor Count Operations Visitor Code First Name Last Name Card Number

General Access 0 &

Figure 10- 43 Visitor Level Interface
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Add Permission Group

In this option you can give access, elevators, and entrance control permissions to the visitors
® Add Access Levels

To add Access Levels.

Step 1: In the Visitor Module, click Basic Management > Visitor Levels > Add Access Levels

Add Access Level(s) *
Level Name || | Q <
Alternative Selected(0)

Level Name Access Control Time Zone Level Mame Access Control Time Zone
test 24-Hour Accessible
multibio multibio 2

=
K-Test 24-Hour Accessible =

<=

No data
1-3 50 rows per page
Cancel

Figure 10- 44 Add Access Level Interface

Step 2: Set a visitor level name, select one or more access levels, click # or #*  to move into the
Selected menu. Click OK.

Step 3: Allocate the Access levels for the visitor when registering.
® Add Elevator Levels

To add Elevator Levels.

Step 1:In the Visitor Module, click Basic Management > Visitor Levels > Add Elevator Levels.

Add Elevator Level(s) x
Level Mame | | e
Alternatfive Selected(0)
Level Name Elevator Contorl Time Zone Level Name Elevator Contorl Time Zone

==

No data =S
Mo data
o 50 rows per page
Cancel

Figure 10- 45 Add Elevator Level Interface

Step 2: Set a visitor level name, select one or more access levels, click # or #*  to move into the
Selected menu. Click OK.

Step 3: Allocate the Elevator levels for the visitor when registering.
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® Add Entrance Control Level
To add Entrance Control Levels.
Operating Steps:

Step 1: In the Visitor Module, click Basic Management > Visitor Levels > Add Entrance Control
Level

Step 2: Set a visitor level name, select one or more access levels, click = or *  to move into the
Selected menu. Click OK.

Step 3: Allocate the Elevator levels for the visitor when registering.

‘Add Entrance Conirol Level(s) x
Level Name igenelal i Q &<
Altemnative Selected(0)
Level Hame i Level Name
==
Mo data =
Mo data
1< £ 0 3 *l 50 rows per page ~
| Cancel |

Figure 10- 46
Figure 10-41 Add Entrance Control Level Interface

10.5.4.2 Delete Levels

In the Visitor module, click Basic Management > Visitor Levels, select a visitor level and click Delete
to delete the visitor level.

Prompt

Are you sure you want to perform the delete
operation?

[——)

Figure 10- 47 Delete Level Interface
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Click OK to perform the delete operation.

10.5.4.3  Add Visitors to Levels (Browse Level)

Adding visitors to levels

Operating Steps

Step 1: In the Visitor module, click Basic Management > Visitor Levels.

+
Step 2: Select the Visitor name click on the icon = under the operation categories.

Step 3: Select one or more visitors, click = or ** to move into the Selected menu. Click OK.

Add Visitors

Personne! ID ame | more- Q &

Allemative Selectedi0}

[ Visitor Gode  First Name  Card Number Gender Visitor Code  First Name  Card Number  Gender
800000008  test123 72504260
>
L.

Figure 10- 48 Add Visitor Interface
Step 4: After clicking OK the processing window will appear like Figure 10-49 shows below.

Processing command x
Total Progress
L |
Start processing... -
Complete

-

The window will close after 5 secondis). Suspend Close | Close

Figure 10- 49 Processing Command Interface

10.5.4.4 Remove Visitors from Browse Level

Removing visitors from the levels.

Operating Steps:

Step 1: In the Visitor Module, click Basic Management > Visitor Levels

Steps 2: Select the visitor details to be deleted, Click Remove the Visitor as shown in Figure 10-50.
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Prompt

Are you sure you want to parform the delste
operation?

‘V sl

Figure 10- 50

Figure 10-45 Remove Visitors from Browse Level

Step 3: Click OK to perform the delete operation.

10.5.5 Visitor Common Permission Group

This interface displays a list of all visitor permission groups in the visitor system. After setting up the
visitor permission group, you can assign access control/passage/witness permission to visitors when
registering visitors.

10.5.5.1  Add Permission Group

In this option you can give access, elevators, and entrance control permissions to the visitors.

® Add Access Level

To add Access Level Group

Operating Steps:

Step 1: In the Visitor module, select Basic Management > Visitor Common Permission Group.

Step 2: In the Visitor Permission Group interface, click Add Permission Group, select Add Access
Level, and then add the corresponding permissions.

Add Enfrance Confrol Level(s) x
Level Name | | a e
Alternafive Selected(0)
] Level Name Level Name
General

Mo data

14 < 1-1 » | 50 rows per page ~

Cancal

Figure 10- 51 Visitor Permission Group Adding Interface

Set a visitor level name, select one or more access levels, click = or #* to move into the Selected
menu. Click OK.
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Step 3: In the Visitor module, select Visitor Registration > Entry Registration interface, and click
Entry Registration to assign personnel visitor permissions.

New X
Host/Visited * Enter the Query Co > Q Visit Department * v Visit Reason® Visit v
Certificate Type”™ D v Certificate No.* Entrance” 1 v
First Name™ v Last Name Gender e v
Company Mobile Phone License Plate
Country/Region v Visitor Quantity” 1 Carrying Goods
Email
Permission
Visitor Level v Start Time” 2021-12-20 11:35:08 End Time”* 2021-12-20 23:59:59
Card Number
Al Capture Personnel Detail ’
Any exposure to suspe Any symptoms in the la
( Yes () No None Cough Fever Respiratory Issues
cted cases st 14 days
City visited in past 14 d Body Temperature(°C/
ays °F)
Remarks on health
Cancel

Figure 10- 52 Visitor Add Visitor Permission Interface
® Add Elevator Level

To add Access Level Group

Step 1: In the Visitor module, select Basic Management > Visitor Common Permission Group.

Step 2: In the Visitor Permission Group interface, click Add Permission Group, select Add Elevator
Level, and then add the corresponding permissions.

Add Elevator Level(s) X
Level Name I| | Q <
Alternative Selected(0)
Level Name Elevator Contorl Time Zone Level Name Elevator Contorl Time Zone
i
=
=
Mo data i
No data
o 50 rows per page
Cancel

Figure 10- 53 Visitor Permission Group Adding Interface

Set a visitor level name, select one or more access levels, click = or ®® to move into the Selected
menu. Click OK.
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® Add Entrance Control Level

To add Access Level Group

Operating Steps:

Step 1: In the Visitor module, select Basic Management > Visitor Common Permission Group.

Step 2: In the Visitor Permission Group interface, click Add Permission Group, select Add Entrance
Control Level, and then add the corresponding permissions.

Level Name |

Alternative

Level Name

General

Add Entrance Control Level(s)

<

Selected(0)

1< < 1-1 ¥ ]| 50 rows per page ~

Cancel

Level Name

Mo data

Figure 10- 54 Visitor Permission Group Adding Interface

Set a visitor level name, select one or more access levels, click # or = to move into the Selected
menu. Click OK.

10.5.5.2

Delete Levels

In the Visitor Module, click Basic Management > Visitor Common Permission Group, select a visitor
level and click Delete to delete the visitor level.

Figure 10- 55 Delete Level

Click OK to perform the delete operation.
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Prompt

Are you sure you want to perform the delete
operation?

| Cancel

Interface
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10.5.5.3 Remove Visitors from Browse Level
Operating Steps:
Step 1: In the Visitor Module, click Basic Management > Visitor Common Permission Group

Step 2: Select the visitor details to be deleted, Click Remove the Visitor.

(JZKBic CVSecurity i 3

EY visitor Registration 3 Visitor / Basic Management / Visitors common permission group
m Visitor Reservation >

£ Basic Management ~

Parameters
Device Debugging
Print Settings

Visitor Levels

Visitors common permission ot
group

Are you sure you want lo perform the delete
Host Levels operation?

Visited Depariment Levels Cancel
Entry Place

Visit Reason

Figure 10- 56 Remove Visitors from Browse Level

Step 3: Click OK to perform the delete operation.

10.5.6 Host Level

After setting up the visitor permission group, you can set the visitor permission group according to the
visited person or department in the Personnel module. After setting up, visitors who visit the visited
person or department have this assigned permission by default.
10.5.6.1  Set Up Permission Groups by Interview (New)

This paper introduces the configuration Steps of setting permission groups according to the interview
in.

Operating Steps:
Step 1:In the Visitor module, select Basic Management > Host Level.

Step 2: In the Setting Permission Group by Interviewee interface, click New to add interviewee
information.

New x
(® Query () Department () Select all people
Personnel ID | Name morer Q &
Alternative Selected(0)
Host Nu... Host First ... Host Last ... Department ... Host Nu... Host First ... Host Last ... Department ...
1 Soluction
>
>
<
<<
No data
1-1 » >l 50 rows per page ~
Cancel

Figure 10- 57 New Interface for Interviewee
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Step 3: After the new information is successfully added, click Add Visited Levels s under
operations. After the respondent adds the corresponding permissions, this permission group will be
distributed to the visitor when the visitor registers, and the visitor will have the permissions possessed
by this permission group.

Add Visited Level(s) x
Kolinge i ] ieeneme ] B
Alternative Selected(0)
Level Name Belongs Module Level Name Belongs Module

>>

No data ==

No data

1€ < 0 > >l 50 rows per page ~

| Cancel |

Figure 10- 58 Add Visitor Permissions Interface

10.5.6.2 Delete Levels

In the Visitor module, click Basic Management > Host Level, select a Host and click Delete to delete
the Host level.

Prompt

Are you sure you want to perform the delete
operation?

Figure 10- 59 Delete Level Interface

Click OK to perform the delete operation.
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10.5.6.3  Authorized Exemption Invitation

To send authorized exemption invitation to the interviewee.

Operating Steps:

Step 1: In the Visitor module, click Basic Management > Host Level, select Interviewee

Step 2: Click Authorized Exemption Invitation and select Yes or No from the drop-down list as
shown in Figure 10-60.

o

Figure 10- 60 Authorized Exemption Invitation Interface

Step 3: Click OK to send authorized exemption invitation to the interviewee.

10.5.6.4 Remove Visited Host Level from Browse Level (Delete)
Removing visitors from the levels.

Operating Steps:

Step 1:In the Visitor module, click Basic Management > Host Level.

Step 2: Select the visited level details to be deleted, click Delete.

Prompt

Are you sure you want te perform the delete
‘operation?

oK | Cancal

Figure 10- 61 Remove Visited Level from Browse Level

Step 3: Click OK to perform the delete operation.
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Set Up Permission Groups by Visited Department (Visited Department

Level)
This paper introduces the configuration Steps of setting permission groups by department in.

Add Permission Group by Visited Department (New)

Step 1: In the Visitor module, select Basic Management > Visited Department.

Step 2: In the Setting Permission Group by Visited Department interface, click New to add the visited
department.

New x
Select all department
Department Number Department Name & B
Alternative Selected(0)
Visited Dep... Visited Dep. Parent Department Visited Dep... Visited Dep... Parent Department
2 Soluction
>>
1 Department Nz =
<
<<
No data
1-2 50 rows per page
Cancel

Figure 10- 62 Add Department Interface

Step 3: In the interface of editing permission group for visited department, click Add Visited Level

5 under Operation. After adding the corresponding permission, when the visitor registers, this
permission group will be distributed to the visitor, and the visitor will have the permission of this
permission group.

Add Visited Level(s) X
Belongs Module |~ - Level Name || | Q <
Alternative Selected(0)
Level Name Belongs Module Level Name Belongs Module
>>
>
<
No data S5
No data
0 50 rows per page
Cancel

Figure 10- 63 Add Department Permission Interface
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10.5.7.2 Delete Levels

In the Visitor module, click Basic Management > Host Level, select a visited department and click
Delete to delete the Host level.

Prompt

Are you sure you want fo perform the delete
operation?

.| o

Figure 10- 64 Delete Visited Department Interface
Click OK to perform the delete operation.

10.5.7.2  Remove Visited Department Level from Browse Level (Delete)

Removing visitors from the levels.
Operating Steps
Step 1: In the Visitor module, click Basic Management > Host Level

Steps 2: Select the visited Level details to be deleted, click Delete.

Prompt

Are you sure you want fo perform the delete
operation?

Figure 10- 65 Remove Visited Level from Browse Level

Step 3: Click OK to perform the delete operation.
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Entry Place

Only the registered platform (including PC platform and visitor plane) can register and sign off visitors.

This interface displays a list of all registered places in the visitor system. Displays fields such as
enlistment location name, IP address, area name, and so on.

Non-Use Of Passenger Planes (New)

Introduces the configuration Steps of registering locations in ZKBio CVSecurity.

Step 1:In the Visitor module, select Basic Management > Entry Place.

Step 2: In the registration location interface, click New and select Ordinary Computer as the visitor
machine type, as shown in Figure 10-66. Please refer to Table 10-12 for parameter description.

Parameter

Name of
Registration Place

IP Address

Physical
Information

Type of Visitor
Machine

Photo Collection

Certificate
Collection
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MNew x

Place Name” |

IP Address® 127 .0 0 =9

Physical information® CQkZFCkZCREYWMDASML

Vigitor Machine Type Ordinary Computer b

Photo Collection USEB Camera b

Document Coliection USE Camera -

Cefault permissions -

Area Mame® -

Cancel

Figure 10- 66 Ordinary Computer Entry Place Interface

Description
Any character, no more than 50, not repeatable.

Register the IP address of the computer used by the platform of visitor information
and read the IP address of the local computer by default, which can be edited.

The physical information of the computer used by the platform for registering visitor
information is automatically filled in by default and cannot be edited.

By default, it is an ordinary computer. When connecting the visitor machine, select
the visitor machine type: desktop visitor machine second generation, ID2000.

Select the type of camera installed by customers, which is divided into USB camera,
webcam, and dual-camera altimeter.

Description:

The server side of the box does not currently support external "dual camera high
camera".

Select the certificate collection equipment installed by customers, which is divided
into USB camera, altimeter, scanner, and dual-camera altimeter.

Description:

The box server does not support external "altimeter, scanner and dual-camera
altimeter" for the time being.
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Parameter

Default
Permissions

Area Name

Description
Select the default access rights for visitors registered at this level of location.

Add the name of the area to which the registration place belongs, and the visiting
registration record of each registration place will be filtered according to the area of
the registration place

Table 10- 12 Description of Entry Place Parameters

Use Of Visitor Machine

Introduces the configuration Steps of registering locations in ZKBio CVSecurity.

Step 1: In the Visitor module, select Basic Management > Entry Place.

Step 2: In the registration location interface, click New, and select the visitor type as Desktop Visitor
Second Generation, ID2000, as shown in Figure 10-62. Please refer to Table 10-12 for parameter

description.

Parameter

Name of
Registration
Place

IP Address

Physical
Information

Type of

Passenger Plane

Photo Collection
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New X

Place Name” |

IP Address” 192 .168 .5 . 208

Physical information® MTc4QkZCRKYWMEE1ME

Visitor Machine Type Ordinary Computer hd

Photo Collection USB Camera v

Document Collection USB Camera v

Default permissions hd

Area Name™ hé

Cancel

Figure 10- 67 Interface of Visiting Passenger Airline Entry Place

Description
Any character, no more than 50, cannot repeat.

Register the IP address of the computer used by the platform of visitor information
and read the IP address of the local computer by default, which can be edited.

The physical information of the computer used by the platform for registering visitor
information is automatically filled in by default and cannot be edited.

By default, it is an ordinary computer. When connecting the visitor, select the visitor
type: desktop visitor second generation, ID2000.

Select the type of camera installed by customers, which is divided into USB camera,
webcam, and dual-camera altimeter.

Description:

The server side of the box does not support the external "dual-camera altimeter"
equipment for the time being.
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Parameter Description
Select the certificate collection equipment installed by customers, which is divided
. into USB camera, altimeter, scanner, and dual-camera altimeter.
Certificate ..
. Description:
Collection e
The box server does not support external "altimeter, scanner and dual-camera
altimeter" for the time being.
Default . . . . .
. Select the default access rights for visitors registered at this level of location.
Permissions
Add the name of the area to which the registration place belongs, and the visiting
Area Name registration record of each registration place will be filtered according to the area of

the registration place

Table 10-12 Description of Registration Location Parameters

10.5.8.3 Delete

Operation Steps:

Step 1: In the Visitor Module, click Basic Management > Entry Place, select the place name to be

deleted.

Step 2: Click Delete to delete the selected place.

Prompt

Are you sure you want to perform the delete
operation?

‘ Can cel

Figure 10- 68 Interface of Visiting Passenger Airline Entry Place

Step 3: Click OK to perform the delete operation.
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10.5.8.4  Automatic Exit Place
To set automatic Exit place.
Operation Steps:

Step 1: In the Visitor Module, click Basic Management > Entry Place, click Automatic Exit Place
option.

Step 2: Select the place to be set as automatic exist place and click OK.

X

£ Access

‘Automatic Exit Place N

v
ew =
‘CL63202960014(ZKT_Korea-1-In) Select All
Deselect All

M\ Checkin location and check-out location cannot be

Cancel

Figure 10- 69 Automatic Exit Place Interface

Step 3: Click New to add place as automatic exit place and select the place reader name (Device place)
from the appeared window. Click OK to save the data.

Automatic Exit Place x
e Y
Alternative Selected(0)
Device serial ... Reader name O Device serial ... Reader name
CL63202560014 ZKT_Korea-1-Cut
EE
> L,
i
s
Mo data
14 3 1-1 > 3 50 rows per page ~
o I

Figure 10- 70 Add Place as Automatic Exit Place

Step 4: Repeat the step 2 to set the newly added place as automatic exit place.
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10.5.9 Visit Reason

You can Add, Delete or Edit visit reason in this interface, so that you can select either from them at the
entry registration page.

10.5.9.1  To Add Visit Reason (New)
Operation Steps:

Step 1: In the Visitor module, click Basic Management > Visit Reason > New.

Visit Reason™

Save and New “ | Cancel |

Figure 10- 71 Add Place as Automatic Exit Place

Step 2: Click OK to finish.

10.5.9.2 Delete
Operation Steps:

Step 1: In the Visitor module, click Basic Management > Visit Reason, select visit reason to be
deleted.

Step 2: Click Delete to delete the selected visit reason.

Prompt

Are you sure you want to perform the delete
operation?

(o RN

Figure 10- 72 Delete Visit Reason

Step 3: Click OK to perform the delete operation.
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10.5.10Custom Attributes
If you want to add or delete a specific field on the registration page, then you can use this function.

10.5.10.17 To Add Custom Attributes (New)
In this interface you can add any specific field on the registration page.
Operation Steps:

Step 1: In the Visitor Module, click Basic Management > Custom Attributes, click New to add a
specific field on the registration page.

Step 2: Enter the Attribute name, select the field type as Pull down, Multiple Choice, Single Choice or
Text.

If you select any of the type except Text, then you have to mention the attribute value(s). Use a
semicolon to separate the values. Enter Row and Column as required and choose Yes or No
according with requirement.

Attribute Name™
Input Type®
Attribute Value*
Using 2" ;* delimiter.

Rowr

Column*®

Display in report page” () Yes (s} No

o AT

Figure 10- 73 Custom Attribute Interface
Step 3: Click OK to add the attribute.

Parameter Description

Attribute Name | Enter the attribute name.

Select the input type from the drop-down list such as Pull down, Multiple Choice,

Input Type Single Choice or Text.

Enter the attribute value. n attribute has multiple values, you can separate them with

Attribute Value | 2 semicolon.
If you select text as input type of the attribute, then no need to add the attribute
value.
Row Enter the row number as required.
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Parameter Description

Column Enter the column number as required.

Display in Report

Page If an attribute should be displayed on report pages, select Yes. Otherwise select No.

Table 10- 13 Description of Entry Place Parameters

10.5.10.2 Delete Custom Attributes
To delete customized attributes.
Operation Steps:

Step 1: In the Visitor module, click Basic Management > Custom Attributes and select the attribute
to be deleted.

Step 2: Click Delete to delete a specific field on the registration page.

Prompt

Are you sure you want to perform the delete
operation?

Figure 10- 74 To Delete Custom Attribute

Step 3: Click OK to perform the delete operation.

10.6 Advanced

10.6.1 Category
This interface allows you to add or delete the visitor category.

10.6.1.17 To Add New Visitor Category
Operation Steps:
Step 1: In the Visitor module, click Advanced > Category and click New to add a new category.

Step 2: Enter the type of category and remarks as shown in Figure 10-75.
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Figure 10- 75 Category Interface

Step 3: Click OK to save the data.

Parameter Description
Type Enter the type of category.
Remarks Enter the remarks about the category (Optional).

Table 10- 14 Description of Category Parameters

10.6.1.2 To Delete Category

Operation Steps:

Step 1:In the Visitor module, click Advanced > Category and select the category to be deleted.

Step 2: Click Delete and then click OK to perform the delete operation.
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Prompt

Are you sure you want to perform the delete
operation?

o JEcTEN

Figure 10-76 To Delete Category
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10.6.2 WatchList

Watch List interface displays the list of visitor information, and you can Add, Delete, Enable, or Disable

the visitors.

10.6.2.1 To Add Visitor (New)

Step 1: In the Visitor module, click Advanced > WatchList and click New to add visitor.

Step 2: Enter the Visitor details such as Type, Full Name, Category, Certificate Type and Certificate

Number.

Q.| LastName

Aliases

Cerificats Type = | + | Cedficate Mo~

Set Watch Valid Time Category *
| Rejection History |

Rejection Count 0
Dates

Figure 10- 77 WatchList Interface

Step 3: Click Save and New to save the details.

Parameter

Description

Type

Select type from the drop-down list; Available types are Person, Company,
Category/Country.

First and Last

Select visitor name using search icon. If you selected company as type, then enter

Name the company name.
Aliases You can enter the more familiar name of visitor if it needed.
Passport, Driving License, ID Card, and Others are available to choose from the
Certificate Type drop-down list. If the ID Scan OCR function is activated, visitor information will

display automatically after clicking 4l jcon.

Certificate No.

The numbers and letters are legal; the max length is 20.

Category

Select the visitor category from the drop-down list.

Set Watch Time

You can set watch time for the selected visitor by clicking on the check box.
Then enter the Start Date and end Date.

Rejection counts
and Dates

Displays how many times the business rejected the visitor and rejected dates.
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Table 10- 15 Description of WatchList Parameters
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10.6.2.2 Delete WatchList
Operation Steps:

Step 1: In the Visitor module, click Advanced > WatchList and select the visitor watch list to be
deleted.

Step 2: Click Delete to delete the selected watch list.

Prompt

Are you sure you want to perform the delete
operation?

Figure 10- 78 To Delete WatchList
Step 3: Click OK to perform the delete operation.

10.6.2.3 Enable WatchList

In Visitor module Click WatchList > Advance, select a blocked visitor, and click Enable.

Prompt

Are you sure to perform the enable operation?

Figure 10- 79 Enabling WatchList
<

Click OK to enable the visitor. The enable entry for the corresponding selected visitor will show
indicates the visitor's Watch list is enabled.
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10.6.2.4 Disable WatchList

In Visitor module Click WatchList > Advance, select a visitor, and click Disable.

Prompt

‘Are you sure to perform a disable operation?

.

Figure 10- 80
Figure 10-75 Disabling WatchlList

Click OK to block the visitor. The enable entry for the corresponding selected visitor will show o
indicates the visitor's Watch list is blocked.

10.6.3 Watch List Thumbnails

Displays the thumbnail of watchlist person’s image.

((JZKBio CVSecurity i &
@ Visitor Registration » Wisitor [ Advanced / Watch List Thumbnails
Wisitor Reservation - Category | | Mame Mare a <
@ Basic Management > O Refrash
@ Advanced B
Category
WafchList
Walch List Thumbnails
Fopyiz
Alert Template -
BOLO
Linkage 2023-06-28 00:00:00

2022-08-20 23:58:00

Figure 10- 81 WatchList Thumbnails Interface
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10.6.4 Alert Template

This feature can add, edit the message templates. Different events have different template types. When
a visitor reserved, checked in, checked out, reserved timeout, and visited timeout, the system will alert
the visitor and the host via email or SMS.

10.6.4.1 To Add Alert Template (New)

Operation Steps:

Step 1:In the Visitor module, click Advanced > Alert Template and click New to add Alert Template.

Step 2: Enter the Details such as Template Name, Template Type, Event Type and Visitor Information.

i
|E-Mai
|Regisiration

Send natification to the Host

Send natification to the Visitor
Additional contact |

Example: 123 @00 com 455 com

Gertificate Type
|| EnterTime

Wisit Number

Visitoe Voucher QR Gode

[ saveananes liloc I

Figure 10- 82 Alert Template Interface

Step 3: Click Save and New to save the alert template.

Parameter Description
Template Name | Enter the Template Name
Template Type  Select template type such as E-mail or SMS.
Event T Select the event type from the drop-down list such as Registration, Reservation,
vent type Check-out, Watch List etc.
You can set the send rule by clicking on check boxes. By using this option admin can
Send Rul send notification to the Host as well as visitor about the events (like Registration,
ehdhule Check Out Timing, etc.). Admin can add additional Email in Additional Contact
column.
SUbJBic;yAnd Enter the template's subject and message to send to the host or visitor.
. Admin can add visitor information like Visitor Name, Visit Reason, Certificate Type etc.
Visitor Info .
by clicking on the check boxes.

Table 10- 16 Description of Alert Template Parameters
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10.6.4.2 Delete Alert Template
Operation Steps:
Step 1: In the Visitor Module, click Advanced > Alert Template and select the template to be deleted.

Step 2: Click Delete to delete the selected template.

Prompt

Are you sure you want to perform the defete
operation?

Figure 10- 83 To Delete Alert Template
Step 3: Click OK to perform the delete operation.

10.6.5 Linkage

This feature allows you to create a linkage function for each event. You can select the event, entrance
and the Email template.

10.6.5.1 To Add Linkage
Operation Steps:
Step 1:In the Visitor module, click Advanced > Linkage and click New to add linkage.

Step 2: Enter Linkage name and select Entrance, SMS Template and E-mail Template.

Lirkage Mame"

(8 E-Mail Template
Mame*

() SMS Template
Mame*

Figure 10- 84 Linkage Interface

Step 3: Click Save and New to save the details.
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Parameter Description

Linkage Name Enter the Linkage Name.

Trigger Condition = Select trigger condition such as registration, reservation, check out etc.

Email Template Select E-mail template from drop-down list.

SMS Template Select SMS template from drop-down list.

Entrance Select the Entry place.

Table 10- 17 Description of Linkage Parameters

10.6.5.2 Delete Linkage
Operation Steps:

Step 1: In the Visitor module, click Advanced > Linkage and select the linkage to be deleted.

Step 2: Click Delete to delete the selected linkage.

Prompt

Are you sure you want to perform the delate
operation?

Figure 10- 85 To Delete Linkage
Step 3: Click OK to perform the delete operation.

10.6.5.3 Enable Linkage

In the Visitor module, click Advanced > Linkage, select a blocked Linkage to enable that, and click
Enable.

Prompt

Are you want to perform the Enable operation?

. o

Figure 10- 86 Enabling Linkage

Click OK to enable the linkage. The enable entry for the corresponding selected linkage will show &
indicates the linkage is enabled.
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10.6.5.4 Disable Linkage

In the Visitor module, click Advanced > Linkage, select linkage to be disable, and click Disable.

Prompt

Are you want to perferm the Disable operation?

Figure 10- 87 Disabling Linkage

Click OK to block the linkage. The enable entry for the corresponding selected linkage will show e
indicates the linkage is blocked.

10.7 Visitor Reports

10.7.1 Last Visited Location
In the Visitor module, click Reports > Last Visited Location to view the reports. The reports can be
filtered by different conditions.

You can export the data into an Excel, PDF, or CSV file. See the following figure by clicking Export
option.

Expart 4
Enerypt or not (0 Yes(® Mo
Fil= Format [ExceL - |
Data to Export (&) Al (max 100000 records)

() Selected (max 100000 records)

Start Posiion |1

Totsl Records | 100

EETEE [ o |

Figure 10- 88 Export Option

Select file format and data to be export, then click OK.

Last Visited Location

Visitor Code | First Name | Last Name Event Date Enter Time Event Paoint Event Description | Reader Name Veaﬁcaﬁqn Area Stay Time
800000020 usuop 555 2022-07-27 2022-07-27 10.10.20.731 Normal Verify 10.10.20.73-1- Only Pin Area 00:00:48
09:42:13 09:41:24 Open In MName

Figure 10- 89 Last Visited Location Record
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Visitor History Record

In the Visitor Module, click Reports > Visitor History Record to view the reports. The reports can be
filtered by different conditions.

iJZKBio CVSecurity i 8
Visitor Registration > Visitor | Reports | Visitor History Record
" 20220427 i To | 2022-07-27 23:50:5¢ isits | More~
S g Eriry e rom | 20220427 00.00:00 2022.07-27 22500 vister Caze || Q e
@ Easic Management > GrRefresh B Delete T Export
Visitor Gode  First Name  LastMsme  \isitResson  Host Mumber  HostFirst . Hostlsst .  VisitStstus  Card Mumbsr Enter Time Entrance Exit Time SxitPlace  GCarrying Good..  Car
B Advanced >
200000018 test4ss wisit s Zerre Check-Out 72502100 2022-07-25 0984 BLR
Reports 3
200000018 testdse visit 115 Zorrs Check-Out 72502180 2022-07-25 08:54 BLR

Last Visited Location

£00000008  test123 wisit oo 72504260
800000010 jo Visit 1118 muitibia 72200058
800000000  an: wisit 12135 72208208
800000008  fest visit 12135 Check-Out 72208102 2022-07-22 04:12: BLR
500000007 wurw Visit 1115 Zorro Check-Out 72104068 2022.07-21 12:48. BLR
200000005  RRR wisit 12135 Check-Out 72100141 2022.07-21 11:49: BLR
4 800000002  test wisit 11 muitisio 62001818
800000003 Popy12 Visit 1118 multibio test F®Ra FE

Figure 10- 90 Visitor History Record Interface

Export

You can export the records into an Excel, PDF, or CSV file. See the following figure by clicking Export.

| Export b4
Encrypt or not Yes(e) Mo
File Format EXCEL -
Dats to Export ARl (max 100000 records)

Selected {max 100000 records)
‘ Start Position 1

Total Recards 100

DK Cancel

Figure 10- 91 Export Option

Select file format and data to be export, then click OK.

Visitor History Record
Visitor | First Last Visit Host Host | Host | Visit Card Enter |Enfranc|Exit Time | Exit | Carrying | Carr |Remark| City Body | Any Any
Code | Name | Name |Reason| Number | First Last | Status |[Numbe| Time e Place |Goods In|ying | s on | visited | Temper|sympto | exposu
Name | Name r Goo | health [ in past [ ature{ [ msin | re to
ds 14 days| "C/°F) [the last|suspect
Out 14 days| ed
cases
800000 | testd56 Visit 1115 | Zorro Check-|725031|2022-07-| BLR |[2022-07-
019 Out 20 25 26
09:54:03 02:00:02
800000 | testd56 Visit 1116 | Zorro Check-|725031|2022-07-| BLR |2022-07-
018 Out 20 25 26
09:54:01 02:00:02
800000 |test123 Visit 9999 K- Check-|725042) 2022-07-| BLR |2022-07-
008 TEST Out 60 25 26
08:55:34 02:00:02
800000| jo Visit 1119 |multibio Check-|722009| 2022-07-| BLR [2022-07-| BLR
010 Out 56
07:24:36 07:24:49
800000( ani Visit | 12135 Check-|722082| 2022-07-| BLR [2022-07-| BLR
009 Out 06 22 22
07:24:18 07:24:49
800000| test Visit 12135 Check- |722091| 2022-07-| BLR |2022-07-| BLR
008 Out a2 22 22
04:12:48 04:41:36

Figure 10- 92 Visitor History Record
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10.7.2.2  Delete Visitor History
Operation Steps:

Step 1: In the Visitor module, click Reports > Visitor History Record and select the visitor’s history to
be deleted.

Step 2: Click Delete to delete the visitor history.

Prompt

Are you sure you want to perform the delete
operation?

BETE [ oo

Figure 10- 93 To Delete Alert Template
Step 3: Click OK to perform the delete operation.

Page |437 Copyright©2022 ZKTECO CO., LTD. All rights reserved.



ZKBio CVSecurity User Manual

Patrol Management

11.1 Operation Scenario

Patrol management business can realize the effective supervision and management of patrol personnel,
patrol plan and patrol route by enterprise managers, and at the same time, it can also make regular
statistics and analysis on patrol route and results.

.2 Operation Flow

Introduce the configuration process of patrol management.

The patrol management configuration process is shown in Figure 11-1.

Patrol Patrol Point Set Up patrol
Patrol ‘ Equipment management schedule
management
Set Patral L SetUpapass

Personnel

patrol route through group

Patrol result
statistics

Figure 11-1 Patrol Configuration Flow

11.3 Patrol Route Monitoring

Patrol Monitoring

Displays all the scheduled routes in the patrol plan on the same day. When the patrol personnel patrol
normally as planned, the patrol points in the corresponding patrol routes will turn green; If you don’t
patrol according to the rules, the patrol point will turn red. This interface is shown in the patrol
monitoring interface, as shown in Figure 11-2. Refer to Table 11-1 for status description.

Patrol / Patrol Route Monitoring / Patrol Monitoring

Route b4

Figure 11-2 Patrol Monitoring
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Parameter

Normal Patrol

Wrong Patrol

Leakage Patrol

Absence

w
w
w

Description

Personnel complete patrol in a normal time period according to normal sequence
rules.

The personnel completed the patrol within the normal time period but did not
follow the regular route.

The personnel did not complete the patrol within the normal time period, that is,
one or part of the patrol points did not patrol.

Personnel has not completed the patrol within the normal time period, that is, the
whole patrol route has not completed one patrol.

The patrol route is wrong/missed.
Normal patrol.
Not patrolling.

Table 11-1 Patrol Status Description

1 1.4 Basic Settings (Patrol Basic Management)

Device Addition (Device)

Add device (New)

Select a device to be used as the patrol device from the access control devices. Click Basic
Management > Device > New. In the Alternative box, add available devices and click OK to save the
setting. The page is displayed as follows:

Device Name ||

Alternative

Device Name

ZKT_Korea

Page |439

New X
Q ¢
Selected(0)
Device M Area Name  Serial Num Device Name Device M Area Name  Serial Num
ProFace X[T| Area Name CL632029600°
>
>
=
<<
No data
50 rows per page
Cancel

Figure 11-3 Add Device (New)
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Before the patrol operation, it is necessary to add patrol device in the Access Control module and
patrol personnel in the Personnel module.

Parameters Instructions
Device Name Customize the name of this device
Serial Number Customize the device serial number.
Area Name Divide the area for the device.
Device Model Manufacturer of the device.

Table 11-2 Access Control

Delete

Select personnel in the list on the right and click Delete above the list to delete the personnel from the
patrol group

Edit

Click a device name or Edit in the operation column to go to the Edit page. Make modifications and
click OK to save modifications.

Checkpoint

Add Checkpoint (New)
Step 1: Click Basic Management > Checkpoint > New. The page is displayed as follows:

Mew x

Checkpoint® I

Device Module’ Access Control -

Area Name”™ -

Device Mame™  |————— -

PatglTag | hd

Installation Position

Cancel

Figure 11-4 New Checkpoint

Step 2: After the setting (parameters with * are mandatory), click OK to save the setting. You can also
click Save and New to save the current setting and add another checkpoint. Click Cancel to cancel
the setting and return to the upper-level menu.
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Parameters Description
Checkpoint Unique name which can identify a route.
Device Module | Displays the device number.
Area Name It can support typing anything alphabet but can’t typing the common.

Device Name Manufacturer of the device.

Patrol Tag Currently, only access control readers are supported
Installation Set a suitable name for the position. Any character, maximum combination of 100
Position characters. Position names should not be repeated.
. The patrol operation, it is necessary to add patrol device in the Access Control
Operations
module.
Table 11-3 New Checkpoint
Delete

Select personnel in the list on the right and click Delete above the list to delete the personnel from the
checkpoint

Edit

Click a device name or Edit in the operation column to go to the Edit page. Make modifications and
click OK to save modifications.

& Note: Patrol tags that have been used by checkpoints cannot be used again when you add another
checkpoint.

Parameters

Step 1: Click Patrol > Basic Management > Parameters.
Step 2: Set the interval for patrol statistics collection.

Step3: Click OK to save the setting.

Patrol Statistics

Automatically Calculate Report Interval:
30 v | minutes

Figure 11-5 Parameters
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11.5 Patrol Management

Set Up a Patrol Plan

Add Plan (New)

Step 1:In the Patrol module, select "Patrol Management > Patrol Plan" and click New.

Step 2: In the New window that pops up, configure the patrol plan information, as shown in Figure 11-
6, and describe the key parameters as shown in Table 11-1.

New x
Plan Name” |
Start Time”™ 00 : 00 %‘ End Time" oo oo %‘ Cross the Day
By Date By Week By Month
By Date
Start Date” 2021-12-20 End Date” 2021-12-20

Cancel

Figure 11-6 Patrol Plan

Parameter Instructions
Time . . .
Period You can set the time to be set in a day, or you can set it across days.
By Date The patrol plan is scheduled daily. Check by Date to set the start date and end date of

the patrol plan.
By Week | The patrol plan is scheduled on a weekly basis.

The patrol plan is scheduled monthly.

There are two ways to implement the monthly plan: daily implementation or regular
By Month | implementation. Choose the patrol plan to perform the patrol task every day in the

selected month; If you choose to perform regularly, you will perform the patrol task

within the specified date in the month.

Table 11-4 Parameter Setting Description
Step 3: Click OK.

Parameter Instructions
Plan Name | Customize the Plan Name.
Cycle Type @ Customize the Cycle Type.
Plan A maximum of three patrol shifts can be added for a patrol plan.

This abnormal event is triggered if a user with the floor opening right punches his/her

Time Zone card beyond the effective periods
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Operations | The patrol operation, it is necessary to add patrol device in the Access Control module.

Table 11-5 Parameter Setting
11.5.2 Designated Patrol Personnel Group (Patrol Group)

11.5.2.1  Add Patrol Group (New)
Operating Steps:
Step 1: In the Patrol module, select "Patrol Management > Patrol Group" and click New.

Step 2: In the pop-up New window, configure the patrol personnel group information, as shown in
Figure 11-5.

New b4

Patrol Group Name* [| ]

Patrol mode”® @ Any Person Verification
() All People Verification

Remarks | ]

T BT | o

Figure 11-7 Patrol Personnel Group

Step 3: Click OK.
Step 4: Under the operation of the patrol group interface, click "Add Personnel".

Step 5: In the Add Person window that pops up, configure the person information, as shown in Figure
11-8.

@ Query () Department

Pemnnneno[\ ] Name Department Name | | [l fe

Alternative Selected(0)
[] Perse.. First.. Last.. Department [ | Perso.. First.. Last.. Department
O 112 Anwar Hi Development
I =
O 1mn Esha Tes Development
O 113 Abdulla Development =
<

O 1115 Zorro Development No data

O 1116 Department Name

1« ¢ 118 3 3| 50rows per page ~

T [ o |

Figure 11-8 Adding Patrol Team Personnel
Step 6: Click OK.
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Delete

Select personnel in the list on the right and click Delete above the list to delete the personnel from the
patrol group.

Parameters Instructions

Click a patrol group from the list on the left. Personnel in the patrol group

Patrol Group are displayed in the list on the right.

A patrol group cannot be edited or deleted when it is used by a patrol

Patrol Mode
route.
Remarks Custom Setting Notes Description.
. The patrol operation, it is necessary to add patrol device in the Access
Operations

Control module.

Click Add Personnel under Operation in the list on the left. The page for
Personnel ID adding personnel is displayed (or adding by department). Add personnel to
the list on the right and click OK to finish the setting.

The maximum length cannot exceed 50, does not support comma; value

First Name/ Last Nam . .
stName/Last Name sources Personnel field, cannot add, modify, delete.

Select from the pull-down menu and click OK. If the department was not

Department Name . :
set previously, only one department named Company Name will appear.

Table 11-6 Delete Personnel
Set Up Patrol Routes (Route)

Add Route (New)

Step 1: In the Patrol module, select "Patrol Management > Patrol Route" and click Add.

Step 2: In the pop-up Add window, configure the patrol route information as shown in Figure 11-9 and
Figure 11-10, and describe the key parameters as shown in Table 11-7.

New »
Route Name’ I
Plan Name®™ | e -
Limited Time™ 0 minutes
Deviation” 0 minutes
Patrol Subject™ Select patrol personnel Patrol Group
Cancel

Figure 11-9 The First Step of The Patrol Route
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Route Definition
Route Order |Order ﬂ
Checkpaint Area Name
The current query conditions: None
Allemative Selactad(d)
O Checipaint O Checkpoint
[]olia
O 2
> D 3
> 0O #
50 rows per page v Total of O records
Figure 11-10 The Second Step of The Patrol Route
Parameters Instructions
Route Name Customize the Route Name.
Plan Name Customize the plan Name.
Patrol Subject Select the patrol personnel.

Checkpoint Order  In the patrol route, all checkpoints are 2 types of order and disorder routes.

Limited Time Set up the desired Limited Time.
Deviation Set up the required Deviation Time.
Route Status Displays the route status.
Sort Type Fill in the number of the superior department.
Ope ittt The patrol operation, it is necessary to add patrol route in the Access Control

module.

Table 11-7 Second Step of Patrol Route

Delete

Select personnel in the list on the right and click Delete above the list to delete the personnel from the
patrol route.

Enable/ Disable

Select device, click Enable/Disable to stop/start using the device. When communication between the
device and the system is interrupted or device fails, the device may automatically appear in disabled
status. After adjusting local network or device, click Enable to reconnect the device and restore device
communication.

Parameter How to set

Allowable error time setting for patrol. Assuming that the patrol plan is not 9:00-
Error 12:00, and the allowable error time is 5 minutes before and after, then the records
in the period of 8:55-12:05 are valid records, and those beyond the above range
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Parameter How to set

are invalid records, which will not be counted. As long as the patrol is not within
the above time range, it is invalid.

When carrying out the patrol plan, there is no time limit between the patrol
points, and the patrol personnel can complete the patrol work of each patrol
point in sequence according to their own habits within the limited time of the
route.

Orderly Route

e Complete disorder: There is no order in all patrol points of the patrol route,
and the patrol personnel can complete the patrol work of each patrol point
within the total time limit according to their own habits.

e Disorder outside the first point: in the patrol route, other patrol points
except the designated patrol starting point are disordered.

Disorder outside the tail point: in the patrol route, other patrol points except
for the last patrol point of the designated patrol route are disordered.

e Disorder outside the beginning and end points: In the patrol route, except
for the first and last patrol points in the designated patrol route, other patrol
points are out of order.

Unordered Route

Table 11-8 Parameter Setting Description
Step 3: Click OK.

11.6 Result Validation(Patrol Reports)

In the patrol report, you can query the "All Records", "Patrol Records Today’s", "Patrol Route Statistics"
and "Patrol Personnel Statistics" report. You can choose to export all or export records after querying.

This paper introduces the configuration Steps of report query and export, taking the "all records" report
operation as an example.

All transactions
Click Reports > All transactions to view all transactions, that is, all event records generated by the
patrol device.

You can export all transactions into an Excel, PDF, or CSV file. See the following figure.

Step 1:In the Patrol module, select Report > All Records.

Step 2: In the All Records interface, fill in the corresponding query information and click the Query
symbol to complete the query of all record tables, as shown in Figure 11-11.

Patrol / Patrol Reports / All Transactions

Time | 2021-09-20 00:00:00 To |2021-12-20 23:59:59 Personnel ID Device Name Retract Q ©

Name Route Name Verification Mode v

Card Number Checkpoint Area Name

Figure 11-11 All Records

Step 3: In the full record interface, click Export, enter the user password in the pop-up security
verification, and click OK. Select whether to encrypt and export the file format, and Click OK, as shown
in Figure 11-12.
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Export x

Encrypt or not Yes No
File Format EXCEL x
Data to Export All (max 100000 records)

Selected (max 100000 records)
Start Position i

Total Records | 100
Cancel

Figure 11-12 Report Export Interface

Step 4: After selecting the address where the corresponding file is stored, the export of the file can be
completed.

ZKTECO

All Transactions
Time: 2017091500 : 00 : D0 - 2017-12-1523 : 50: 50

Time. Device Name Personnel ID First Name Last Name Card Number Device Module Route Name Chechpoint ification Mode Area Name Remark
2917-12;5 1353 | g ngarmen 8 Glori Liu 6180188 Accass Route1 checkpaint1 Only Card Area Name
291742;15 1382 | yop 1es 21800 8 Glori Liu 6180186 Access Route1 checkpoint2 Only Card Area Name
2917.12;;5 1353|403 taza1a.60 g Glori Liu 8180186 Access Route1 checkpaint2 Only Card Area Name
2917"2;;5 15| g2 v0m21m00 a Glori Liu 6180188 Accass Route1 checkpaint1 Oniy Card Area Name
2”""2;;5 18| 102 1es218.60 7 Jacky iang 6323084 Acocess Routel checkpoint2 Only Card Area Name
2017"2‘;;5 153 g0 1aa 21860 7 Jacky iang 6323084 Access Route1 checkpaint1 Only Card Arza Name
QD'HZ;E 158 | 102 1ee218.60 8 Glori Liu 6180186 Accass routal checkpaint] Only Card Area Name
2D17—12;;5 T g2 tasz1a00 8 Glori Liu 8188188 Acocess routel checkpoint2 ©nly Card Area Name
291”2;;5 Bl TR T TEY 7 Jacky iang 8323004 Access routel checkpaint2 Only Card Area Mame
ZD'HZ;E 15| o2 1ee21a60 # Jacky Xiang 6323004 Accass routal checkpaint1 Only Card Area Name
QDW"Q;? V5 jeptasz1aen 5 Necol Ye 13280078 Acoess routel checkpoint2 Only Card Arza Name
zDﬂ'ﬂ;;ﬁ T3 4pp 1eza1a60 5 Mecol Ye 13280070 Access route1 checkpaint] Only Card Area Mame
2917-126;5 15| a2 1as218.00 2 Lucky Tan 6155286 Accass routa1 checkpoint1 Only Card Area Name
2”””2;5 8% 102 1es218.60 2 Lucky Tan 8155286 Access routel checkpaint2 Oniy Card Area Name
ZD”"Z‘;:S 183 4pp 1az 21860 2 Lucky Tan 81552868 Access routel checkpaint] Only Card Area Mame
2D17"2;;5 153 g vem21m.00 2 Lucky Tan 6155280 Accass routa1 checkpaint2 Only Card Area Name
2917.12;5 T ygp tas21a.00 z Lucky Tan 6155280 Access routel checkpoint1 ©nly Card Area Name
2017-12-15 11:53: | 192.188.218.60 2 Lucky Tan 6155288 Accass routs1 checkpaint2 Only Card Area Name

Grmsied on: 20171215 18253

rSEa o ZKE GRS T SowarE. Al PN rEzarvad =

Figure 11-13 Report Export File

Parameters Instructions

Set the start and end time in each time interval. Time period includes one week

Time and three holiday-type time intervals.

Personnel ID Displays the Personnel ID number.

Device Name Manufacturer of the device.

Name Select the desired name.

Route Name Displays the Route name.

You can set verification mode as following options: Automatic Recognition,
Fingerprint, PIN, Password, Card, Fingerprint/ Password, Fingerprint/Card,
PIN+Fingerprint, Fingerprint+Password etc.

Verification Mode

Card Number
Checkpoint

Area Name
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The max length is 10, and it should not be repeated.
Displays the Type of checkpoint.

Customize the Area name.

Table 11-9 Report Export File
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Patrol Records Today

Click Reports > Patrol Records Today to view event records generated by the patrol device today.

You can export patrol records today into an Excel, PDF, or CSV file. See the following figure.

ZKTECO
Patrol Records Today
Time Device Name Personnel ID First Name Last Name Card Number | Device Module | RouteName |  Checkpoint | Verfication Mode | Area Name Remark
2””"2;5 1355 | g2 1801860 8 Glori Liu 180188 Access Route1 sheckpaint! Only Card Area Name
2[”7"2;5 1353 | 90 188218.60 ] Glori Liu ateg1en Acoess Routed checkpaint2 Crly Card Area Name
2””'12‘;;5 53| 12 10821860 8 Glori Liu s1eaiee Access Route1 checkpaint2 Only Card Area Name
2':”7"2‘; ;5 1353 | 102 1es218.80 a Glori Liu s18a188 Access Routel checkpaintl Only Card Area Name
2””"2; ;5 Rl TR TEE LY 7 Jachy ¥iang 6223084 Access Route1 checkpoint2 Cnly Card Area Name
MTAZASAIEE | 190 1pe218.60 7 Jacky Xiang 6372004 Access Routel checkpaintl Only Card Area Name
2[”7"2;;5 154 102 1es21060 a8 Glari Liu s18a188 Access route checkpointl Only Gard Area Name
2”'7'12;;5 TEB | 409 teez1m6D 8 Glori Liu 180168 Access route1 sheckpaint2 Only Card Area Name
2':”7"2;;5 T34 | 15210821860 7 Jacky Xiang 6323094 Access routat checkpoint2 Orly Card Area Name
2"'7"2;;5 Rl TR TEE IR 7 Jachy ¥iang 6223084 Accsss routet checkpoint! Cnly Card Area Name
2':”7"2;“]5 1554 | 192 188:218.60 5 Mecol Ye 13280078 Acsess route1 checkpoint2 Only Card Area Name
HALISABE | 192 15821800 5 Necol Ye 13260078 Access routet checkpoint1 Crly Card Area Name
2”'7"25:5 Rl TR TEE I 2 Lucky Tan 155288 Access routet sheckpaint! Only Card Area Name
2”'7"2;5 Rl BETESTEETET 2 Lucky Tan 6155280 Access routet checkpoint2 Orly Card Area Name
2”'7"2‘; ;5 TS 400 taez1m6D 2 Lucky Tan s155288 Accass routet sheckpaint! Only Card Area Name
2”‘7"2;;5 153 | 92 188218.60 2 Lucky Tan a155268 Acsess route1 checkpoint2 Only Card Area Name
2”17"2;5 TEE | 400 teaz1aeD 2 Lucky Tan 155288 Access routet checkpoint1 Cnly Card Area Name
Zuﬂ'iif 153 | 102 1pe21m.60 2 Lucky Tan 8155268 Access route1 checkpaint2 Orly Card Area Name

Creatmd om: 20171245 18:26:28

Greaied from ZKEioSenarty sotware. Al nghts rezenved.

Parameters

Personnel ID

Card Number
Name

Device
Verification Mode

Route Name
Checkpoint

Area Name
Time

Remarks
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Figure 11-14 Patrol Records Today

Description
Displays the Personnel ID number.
Displays the Card Number.
Select the required Name.
Manufacturer of the device.

Displays the Automatic Recognition, Fingerprint, PIN, Password, Card, Fingerprint/
Password, Fingerprint/Card, PIN+Fingerprint, Fingerprint+Password etc.

Displays the Route name.
Displays the Type of checkpoint.
Customize the Area name.

Set the start and end time in each time interval. Time period includes one week and
three holiday type time intervals.

Custom Setting Notes Description.

Table 11-10 Patrol Record Today

Copyright©2022 ZKTECO CO., LTD. All rights reserved.




ZKBio CVSecurity User Manual

Patrol Route Statistics
Click Reports > Patrol Route Statistics to view all normal and abnormal situations collected during
the patrol process.

You can export patrol route statistics into an Excel, PDF, or CSV file. See the following figure.

ZKTECO
Patrol Route Stafistics

Supposed Patrol
Times

Missed patrol Wrang patrol

Route Name Plan Name Statistics time 2
times number

Real patrol imes Absence times Patrol Subject

Amber Lim, Necaol
e Jacky Xiang.
Glori Liu Lilian Mei,
route1 plani 20]?_126;5 e 2 2 o o o Jemy Wang,Bemy
CaoLucky Tan,
Shemy Yang.Leo
Heou,
Lucky Tan,Jemy
Wang,Mecal Ye,
Leo Hou,Shemy
Routel plani 20‘?'12;35 46:00: 2 2 0 1 o “ang, Lilian Mei,
Bemry Cac, Amber
Lin,Jacky Xiang,
Glori Liu

Figure 11-15 Patrol Route Statistics

Parameters Description
Route Name Displays the required route name.
Plan Name Displays the type of plan name.
Statistics time Displays the Time and date of patrol route statistics.

Supposed Patrol Times = Number of times that the patrol personnel should normally patrol.
Real Patrol Times Number of times that the patrol personnel patrol

Number of times that the patrol personnel do not patrol based on the patrol

Wrong Patrol Times
route.

Number of times that the patrol personnel miss one or more checkpoints in

Missed Patrol Times N .
the patrol route within the patrol time.

Absence Times Number of times that the patrol personnel do not patrol.
Table 11-11 Patrol Route Statistics
Patrol Personnel Statistics

Click Reports > Patrol Personnel Statistics to view patrol statistics of patrol personnel.

You can export patrol personnel statistics into an Excel file. See the following figure.

[ Patrol Personnel Statistics

Personnel ID Person Mame Route Name Plan Name Statistics time Supp_oris:‘ldefatrol Real patrol times Mis?i:eiatrul WrHOSg-lg::rol Absence times
i 4 Berry Cao route1 plan 23;2:126;5 2 2 0 0 0
i 3 Leo Hou route1 plani 23;2;2&;5 2 Fs 0 0 0
[ 8 Glori Liu route plan1 23;73:]20;5 2 2 0 0 0
i 2940 Sherry Yang route1 plan1 23;73[1]20;5 2 2 0 0 0
[ 6 Amber Lin route1 plan1 23;?3;20;5 2 2 0 0 0
i 5 Mecol Ye route1 plan1 23;73[1]2035 2 2 0 0 0
i 7 Jacky Xiang route1 plani 23;2[112685 2 2 0 0 0

Figure 11-16 Patrol Personnel Statistics
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Parameters
Supposed Patrol Times

Real Patrol Times

Wrong Patrol Times

Missed Patrol Times

Absence Times

Page |450

Description
Number of times that the patrol personnel should normally patrol.
Number of times that the patrol personnel patrol

Number of times that the patrol personnel do not patrol based on the patrol
route.

Number of times that the patrol personnel miss one or more checkpoints in
the patrol route within the patrol time.

Number of times that the patrol personnel do not patrol.

Table 11-12 Patrol Personnel Statistics
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12 Entrance Control

12.1 Operation Scenario

This system connects the gate control board through channel Device (such as TDA integrated machine),
and directly controls the relevant parameters of the gate through software, thus controlling the entry
and exit of the gate and realizing the automatic management of the gate.

12.2 Operation Flow

Introduce the configuration process of channel service.

The channel business configuration process is shown in Figure 12-1.

Manage Device §

Access Control

Set Channel

Figure 12-1 Channel Configuration Flow
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12.3 Channel Device

Add channel integrated machine Device, and the integrated machine communicates with the gate
control board through RS485 to control the gate

Passage

Setting the area to which the channel belongs is convenient for users to manage the channel Device in
a specific area. After setting the channel, the Device under the channel can be filtered according to the
area during real-time monitoring.

This paper introduces the Steps of creating and configuring channels in ZKBio CVSecurity.

To Add Passage (New)

Step 1:In the Entrance Control module, select Channel Device > Passage.

Step 2: In the channel interface, click New and fill in the relevant parameters, as shown in Figure 12-2.
Please refer to Table 12-1 for parameter description.

Mew »
Passage MNamsa"
Rank™
Ares Mame” Ares Mame -
Remarks
Cancel
Figure 12-2 New Channel Interface
Parameter How to set
Passage Name Any character, a combination of up to 20 characters, cannot be repeated.
Rank Only numbers are supported, up to six digits, and repeatable. The smaller the
ranking, in real-time monitoring, the display will move forward.
Area Name Select the region to which the channel belongs.
Remarks Any character with a maximum character length of 100.

Table 12-1 Description of New Channel Parameters

Step 3: Click OK to complete the channel setting.
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12.2.1.2 Delete Passage
Operation Steps:

Step 1: In the Entrance Control module, select Channel Device > Passage and select the template to
be deleted.

Step 2: Click Delete to delete the selected template Click OK to perform the delete operation

Prompt

Are you sure you want te perform the delste
operation?

Figure 12-3 To Delete Passage

12.3.2 Device

12.3.2.1  Searching for Additional Channel Devices (Search)

Introduces the configuration Steps of searching for additional channel devices in ZKBio CVSecurity.
Precondition:

1. Set up IP allocation before adding channel devices.

2. Before searching and adding the device, it is necessary to set the address pointing to the server in
advance and set the IP address and port of the current server, that is, the IP address and port
installed by the current.

Operating Steps:
Step 1:In the Entrance Control module, select Channel Device > Devices.
Step 2: In the device interface, click “Search" to pop up the search box.

Step 3: Click Search in the search box to display the channel devices that can be added, as shown in
Figure 12-4.

Search x
Searched devices count: 1
Total Progres= |y o= ce0 devioes soutt |
|P Address | | DevicaType | | Serial Number |
IP Address MAC Address Subnet Mask Gateway Add... Serial Mumber Device Type Set Server Operations
192.168.134.104 255.2556.2556.0 102.168.134.1 CM2J211260002 PGIC10-SV This device has been added
A\ The cument system: communication port is 8088, please make sure the device is set comecily

Figure 12-4 Device Search Interface
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Step 4: For the channel Device found, click the Add button in the operation bar to Add the device, and
fill in the parameters of device addition, as shown in Figure 12-5. Please refer to Table 12-2 for
parameter description.

Add

Device MName® h 42.168.1.202
Passage* ZKTeco
| Addwolevel e

Clear Data in the Device when Adding O

Figure 12-5 Device Addition Interface

Parameter Description
Device Name Any character, a combination of up to 20 characters, cannot be repeated.
Channel Select the channel to which the device belongs.

Add to Permission Group | Automatically adds the device to the selected permission group.

Delete Data in Device When the device is added, the data in the device except the event record is
When Adding deleted.

Table 12-2 Description of Device Addition Parameters

Step 5: Click OK to complete the addition of channel device.

Delete

Step 1: In the Entrance Control, click Channel Device > Device and select device to be deleted.
Step 2: Click Delete to delete the device.
Prompt

Are you sure you want to perform the delete
operation?

Cancel

Figure 12-6 Delete Device

Step 3: Click OK to perform the delete operation.

Control

In this option admin can upgrade firmware and LCD screen firmware. Also, this option helps to reboot
the device, enable and disable the devices, and synchronize time and all data.
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3% Reboot
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Figure 12-7 Device Control Interface
® Upgrade Firmware

Select the device to be upgraded and click Upgrade Firmware to open the setting page. Click Browse,
select the firmware upgrade file (file name is emfw.cfg). Click Start to start upgrading the firmware.

Notes:

Please be cautious while upgrading the firmware. If the firmware has not been updated properly, it may
lead to device failure. If you have any queries, please contact the representative or pre-sales technical
support team.

® Upgrade LCD Screen Firmware

Admin can upgrade LCD screen firmware of device using this option. Select the device to be upgraded
and click Upgrade LCD Screen Firmware to open the settings page. Click Browse and select the
firmware upgrade file. Click Start to start upgrading the firmware.

® Reboot the Device

Admin can send a restart command to the device to automatically restart. Select the device to be
reboot and click Reboot to restart the device.

® Synchronize Time

When the device’s time is not accurate, select the device to be synchronized and then click
Synchronize Time to synchronize the server time to the device.

® Disable/Enable

Select the device and click Disable/Enable to stop/start using the device. When communication
between the device and the system is interrupted or there is a problem with the device, the device may
be automatically displayed as disabled. After adjusting the network or device, click Enable. The system
reconnects to the device, and the communication status of the device is restored.

® Synchronize All Data to Devices

This option synchronizes the data in the system to the device. Select the device, click Synchronize All
Data to Devices, and click the Synchronize button to synchronize data:
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|
Synchronize All Data to Devices x i
1
| Selected Device
i .:f_Devil::e Control : 192 1628.1.1058
| TR Passage Authority K Fassing rules for barrier gate [#Gate Parameters
| i plLinkage flantiPassback
Total Progress
Close

Figure 12-8 Synchronize All Data to Devices Interface
Notes:

The operation of synchronizing all data will first delete the existing data in the device (excluding event
records) and then download all the setting information again. When performing this operation, please
try to ensure that the network is unblocked and avoid power failure. When the device is running
normally, please use this operation with caution. It is recommended to synchronize the data when the
device is unused.

Set up

In this interface help you to set the time zone, registration, daylight saving time, fingerprint
identification information and LCD screen display of the selected device.

JZKBio CVSecurity i &

| Channel device “ Entrance Control / Channel device ! Device

Passage Davica Mame || ! Serial Mumber P Address M

O Refresh Q Search i Delete & Control & Se p - E& view / Get 8 Communication
Gate
EB Szt Device Tima Zone

Reader : £
[& S=t Registration Device.

Auiliary Input
ying % Set Daylignt Saving Time

Event Type = Modify the Fingerprint Identification Threshold
Daylight Saving Time %8 Set LCD screen display (in)

Device Moniforing [ Sat LCD screen display (out)

Real-Time onitoring (% Clear LCD count ares

Figure 12-9 Set up Options
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® SetDevice Time Zone

Set Device Time Zone allows you to set the accurate time zone, if device shows wrong time zone. For
that in Entrance Control interface, click Channel Device > Device > Set-up, select the device to be set
up. Then click Set Device Time Zone to set up the selected device.

® Set Registration Device

The passage standalone device can only automatically upload the personnel and other data entered by
the device when the registration device is set. For that in Entrance Control interface, click Channel
Device > Device > Set-up, select the device to be set up. Then click Set Registration Device to set up
the selected device.

® Set Daylight Saving Time

DST, also called the Daylight-Saving Time, is a system to adjusting the official prescribe local time to
save energy. To meet the DST requirement, a special function can be customized. You may adjust the
clock one hour forward at XX (hour) XX (day) XX (month) and one hour backward at XX (hour) XX (day)
XX (month) if necessary.

In the Entrance Control interface, click Channel Device > Device > Set-up and select the device to be
set Daylight Saving Time. Then click Set Daylight Saving Time to set up the selected device.
® Modify the Fingerprint Identification Threshold

The user can modify the fingerprint comparison threshold in the device, ranging from 35 to 70, and the
factory default value is 55. When a new device is added, the system will read the value from the device,
and the user can view the current fingerprint comparison threshold size through the device list (Please
make sure the device supports the fingerprint function).

In the Entrance Control interface, click Channel Device > Device > Set-up and select the device to be
modify the fingerprint identification. Then click Modify the Fingerprint Identification Threshold to
set up the selected device.

Modify the Fingerprint Identification Threshold

The fingerprint identific ation threshold® |5 las-70)

Figure 12-10 Modify the finger Identification Option
® Set LCD Screen Display (In)/(Out)

Select the device and set the LCD screen display (in/out). The upper part is the video area 30%, the
middle part is the gate channel display area 30%, and the lower part is the picture cycle 40%. Each area
can be corresponding to the video and background, The image browsing and clearing operations are
confirmed and sent to the LCD screen of the controller for display.

In the Entrance Control interface, click Channel Device > Device > Set-up and select the device to be
set LCD screen display. Then click Set LCD Screen Display (In)/(Out) to set up the selected device.
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® (Clear the LCD Counting Area

Select the device, clear the middle counting area of the LCD screen, and restart counting.

Prompt

/ ¥ou SUT wal I L
Are you sure you want to perform the Clear
LGD count area operation”?

Cancel

Figure 12-11 Clear LCD Counting Aera

In the Entrance Control interface, click Channel Device > Device > Set-up and select the device to
clear the LCD counting area. Then click Clear the LCD Counting Area to clear counting aera the
selected device.

View/ Get

In this interface admin can view device options, personal information and transaction details

iJZKBio CVSecurity i 8
Channel device ot Entrance Control / Channel device { Device
Passage Device Name Serial Mumber P Address [

T Refresh {1 Search

[ Delete & Control & Setup - iew | G 8 Communication

Gate
& Gat Davics Option

Reader &
B8 Get Personnel Information

Auxiliary Input @ Get Transastions

Event Type ] cwery Device Capacity

Daylight Saving Time
Device Monitaring

Real-Time Monitoring

Figure 12-12 View/Get Option
® Get Device Option

This option allows you to view the common parameters of the device. For example, get the firmware
version after the device is updated.

In the Entrance Control interface, click Channel Device > Device > View/Get and select the device to
view device options. Then select Get Device Option to view device options.

® Get Personnel Information

This function obtains the data of Persons, Fingerprints, and Palmprints in the device or obtains the
corresponding number.

In the Entrance Control interface, click Channel Device > Device > View/Get and select the device to
view personnel information. Then select Get Personnel Information to view personnel information.

® Get Transaction

This function obtains the event records in the device to the system, and the user can choose to obtain
new records or all the records.
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In the Entrance Control interface, click Channel Device > Device > View/Get and select the device to
get transaction. Then select Get Transaction to view transaction information.
et Transactions

Selected Device
@® Entrance Terminal @ 192.188.213.185

® Get Mew Transactions () GetAll Transactions

Total Progress

Figure 12-13 Get Transactions

When the network is in good condition and the communication between the system and the device is
normal, the system will obtain the event record in the device in real-time and saves it in the database.
When the communication is interrupted, the event record in the device is not uploaded to the system
in real-time. At this time, the user can perform this operation to manually obtain the event records in
the device.

® Query Device Capacity

Here, the user can view the capacity information of the device in the software and manually obtain the
usage information (person, fingerprint, finger vein, face, palmprint) in the device. When the user finds
that the information obtained from the software and the device is inconsistent, the user can manually
synchronize the data.

In the Entrance Control interface, click Channel Device > Device > View/Get and select the device to
view the capacity information of the device. Then select Query Device Capacity to view the user can
view the capacity information of the device in the software and manually obtain the usage information.

Communication

In the Entrance Control interface, click Channel Device > Device > Communication to modify IP
address and communication password.

ZKBio CVSecurity i & ¢
Channel device i Entrance Control { Channel device / Device
Passage Davice Name Serial Mumber P Address Maora - Q
3 Refresh (O Search W Delete & Contro & Set up [ view / Get
Gate
| B# Moddy I° Address
Reader "
[E4 Modify Communication Password
Auxiliary Input
Event Type

Daylight Saving Time

Figure 12-14 Communication Option
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® Modify IP Address

Select a device and click Modify IP address to open the modification interface. It will obtain a real-time
network gateway and subnet mask from the device. (Failed to do so, you cannot modify the IP address).
Then enter a new IP address, gateway, and subnet mask. Click OK to save and quit. This function is the
similar as Modify IP Address Function in Device.

® Modify Communication Password

Select a device and click Modify Communication Password to open the modification interface The
system will ask for the old communication password before modifying it. After verification, input the
new password twice, and click OK to modify the communication password.

Note: Communication passwords shouldn't contain spaces; it is recommended to use a combination of
numbers and letters. Communication password settings can improve the device’s security. It is
recommended to set communication passwords for each device.

Gate

In the Entrance Control module, select Channel Device > Gate.
ZKBio CVSecurity i 3
Channel device N Entrance Control / Channel device / Gate

Passage Barrier Gate Name || Owned Device Area Name - Mere Q) &

Device

O Refresh b Remote Opening {In) ki Remote Opening (Out) & Cancel alarm by Remote Normally Open More

Barrier Gate Name Area Name Owned Device Serial Number Barrier Gate Number Enable Verification Mode Operations

Reader

Auxiliary Input

Event Type

Daylight Saving Time
Device Monitoring

Real-Time Monitering <

Figure 12-15 Channel Device Gate

Remote Gate Opening (in)/(out)

In the Entrance Control interface, click Channel Device > Gate interface allows the user to control one
gate or all gates. To control a single gate right-click over it and click Remote Opening (In/Out) in the
pop-up dialog box. To control all gates, directly click Remote Opening (In/Out) behind Current All.

Cancel the Alarm

Once an alarm door is displayed on the interface, the alarm sound will be played. Alarm cancellation
can be done for a single gate or all gates.

In the Entrance Control interface, click Channel Device > Gate and select the alarm gate to be
modified. Then click Cancel the Alarm to cancel the alarm.

Note: If Cancel the Alarm fails, check if any devices are disconnected. If found disconnected, check the
network.

Remote Normally Open

It will set the gate as normal open by remote.
In the Entrance Control interface, click Channel Device > Gate and select the gate to be set as normal
open. Then click Remote Normal Open to set the gate as normal open by remote.
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More Options

In the Entrance Control interface, click Channel Device > Gate >More to activate the door lockdown
status (remote lock and unlock).

® Remote Lock:

It will remotely set the door status to locked status. After this, the door wouldn’t receive any operations,
such as card reading and remote operations. This function is supported only by certain devices.

® Remote Unlock:
It will unlock a locked door. This function is supported only by certain devices.
® Enable/Disable Intraday Passage Mode Time Zone

In remote opening, user can define the door opening duration (The default is 15s). You can select
Enable Intraday Passage Mode Time Zone to enable the intraday door passage mode time zones, or
set the door to Normal Open, then the door will not be limited to any time zones (open for 24 hours).

To close a door, select Disable Intraday Passage Mode Time Zone first, to avoid enabling other
normal open time zones to open the door, and then select Remote Closing.

Reader

Each Entry device has a reader, user can view the reader information in this interface.

Click Entrance Control > Channel Device > Reader to view the reader information such as reader
name, barrier gate name, bound camera and it in/out details.

JZKBio CVSecurity i & [
Channel device o Entrance Control { Channel device / Reader

Passage Reader Name Barrier Gate Name Q <
Device
5 Refresh
Gate
Reader Name Barrier Gate Mame Mumber INIDUT Bound camera Operations
Auxiliary Input
Event Type
Daylight Saving Time
Device Monitoring

Real-Time Monitoring

Figure 12-16 Reader Interface
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Auxiliary Input

It is mainly used to connect to the devices, such as the infrared sensors or smog sensors.
Click Entrance Control > Channel Device > Auxiliary Input, to access below shown interface.

JZKBio CVSecurity &

Channel device G Entrance Control { Channel device [ Auxiliary Input
Passage Name Device Mame Printed Mame Q <
Device
i Refrash
Gate
Name Device Name Number  Printed Name Bound camera Remarks Ope
Reader
Augiliary Input-1 ZKT_Haorea 1 1M1 2
Auxiliary Input-1 10.10.20.144 1 N1 2
Event Type
- . Auxiliary Input-1 182.168.134.101 1 M1 £
Daylight Saving Time et
Auxiliary Input-1 10.10.20.72 1 N1 2

Device Monitoring

Real-Time Monitoring

Figure 12-17 Auxiliary input
® Bind/Unbind Camera

Through this option, the reader can be connected to the cameras, and the system will make a video
linkage (pop-up videos, videos, or screenshots) once there is a corresponding event occurs. For this, the
interaction setting in Linkage or in Global Linkage should be done before.

Note: An auxiliary input point can bind more than one channel.

Event Type

The Event Type is mainly used to display various event types included in the channel device. Click
Entrance Control > Channel Device > Event Type, and the following interface appears

- Refresh  [ES Setup Sound

Event Mame Event Event Device Name Serial Mumber Operations
Mumber Level
=] Mormal werification opening 1] Normal 102.188.1.105 CMZ2J205260032 Edit
Verify during normal open time peric 1 MNormal 192.168.1.105 CM2J205360022 Edit

4 MNormial 162.188.1.105 CMZ2I208360032 Edit

:: Opening during normal open fime py 5 MNormial 182.168.1.105 CM2J205360032 Edit
__: Linkage event triggered L} Mormal 182.1688.1.105 CM2J205360032 Edit
Cancel alarm T Mormal 182.168.1.105 CM2J205360022 Edit
Disable intraday normal open time p 10 MNormal 102.168.1.105 CMZ2J205360032 Edit

| Mormal 102.1688.1.105 CMZJ206360032 Edit
O MNormal 192.188.1.108 CMZJ205260022 Edit
Remote close auxiliary output 13 Mormal 182.1688.1.105 CM2J205360032 Edit

22 Exception  182.168.1.105 CMZJ205360032 Edit

O llegsl scoess 23 Exceptio 162.188.1.105 CMZ2I205360032 Edi

Figure 12-18 Event Type
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® Setthesound

Here, the user can set the event sound. First, select the event to be set sound and then click Set up

Sound on the page.

¥l channel device

Passage
Device
Gate
Reader

Auxiliary Input

Daylight Saving Time
Device Monitaring

Real-Time Monitoring

((JZKBio CVSecurity

Event Type

Entranca Control / Channel device / Event Typa

Set Audio

(® Already Exists () Upload

Figure 12-19 Set Sound Option

The audio file can be uploaded locally. The file must be in wav or mp3 format, and the size cannot

exceed TOMB.

12.3.7 Daylight Saving Time

DST, also called the Daylight-Saving Time, is a system to adjusting the official prescribe local time to
save energy. The unified time adopted during the implementation of known as the "DST". Usually, the
clocks are adjusted forward one hour in the summer to make people sleep early and get up early. It can
also help to save energy. In autumn, clocks are adjusted backwards. The regulations are different in
different countries. At present, nearly 70 countries adopt DST.

To meet the DST requirement, a special function can be customized. You may adjust the clock one hour
forward at XX (hour) XX (day) XX (month) and one hour backward at XX (hour) XX (day) XX (month) if

necessary.

12.3.7.1  Add DST (New)

Operation Steps:

Step 1: Click Entrance Control > Channel Device > Daylight saving Time > New.

Mew

[

[MAR v ||Second +||Sundsy |2 ~|ddock

ov - | =2 v s

saveandvew il ox SIS
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Set as "Month-Weeks-week hour: minute" format. The start time and end time is needed. For example,
the start time can be set as “second Monday in March, 02:00". The system will be advanced one hour at
the start time. The system will go back to the original time at the end time.

DST Name Any character, a combination of up to 20 characters, cannot be repeated.

Start and End Time Enter the start and end time. Set as Month-Weeks-week hour: minute format.

Table 12-2 Description of New DST Parameters

12.3.7.2 Delete
Operation Steps:

Step 1: Click Entrance Control > Channel Device > Daylight saving Time and select DST information
to be delete.

Step 2: Click Delete and click OK to delete the DST.

Prompt

Are you sure you want fo perform the delete
operation?

. o

Figure 12-21 Daylight Saving Mode Delete

12.3.7.3 DST Setting
Operation Steps:

Step 1: Click Entrance Control > Channel Device > Daylight Saving Time and select DST information
to be modify.

Step 2: Click DST Setting and select device from the appeared window.

Figure 12-22 DST Setting
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Step 3: Click OK to save the settings.

12.3.8 Device monitoring

By default, it monitors all devices within the current user’s level. You may click Entrance Control >
Channel Device > Device Monitoring to view a list of operation information of devices: Device Name,
Serial No., Area, Operation Status, Current status, Commands List, and Related Operation.

(JZKBio CVSecurity i %

¥ channel device S Entrancs Contral | Channal devics | Davice Monitering

e —

Passage Area | > Status

Device
T Export W Clear all commands
Gate

Device Name Serial Number Area Operation Status Current Status G List State Operations
Reader

Auxilizry Input
Event Type
Daylight Saving Time

Device Monitoring

Real-Time Monitoring

Figure 12-23 Device monitoring interface

12.3.8.1 Export
Device commands can be exported in EXCEL, PDF, CSV file format.

Click Entrance Control > Channel Device > Device Monitoring > Export to export the device
commands.

Export
O Yes@ Mo
|ExcEL -
(=) All (max 100000 records)
() Sedected {max 100000 racords)

Start Posiion || ‘

Totsl Records | 100

Figure 12-24 Device monitoring Export Option
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Clear Command

This option allows the users to clear the unwanted command. Click Entrance Control > Channel
Device > Device Monitoring and select the commands to be delete. Click Clear Command in
operations column.

Prompt

Are you sure to clear command queues?

Figure 12-25 Device monitoring Clear command

Click OK to clear selected commands.

Real-Time monitoring

On the real-time management screen, the status of the added device is displayed, and the device can
be opened or closed. At the same time, the dynamic of real-time events is monitored. If the gate
opening can be verified and corresponding access control events can be generated, the access control
management service configuration is complete.

Remote Gate Opening (in)/(out)

In the Entrance Control interface, click Channel Device > Real Time Monitoring interface allows the
user to control one gate or all gates.

Step 1: Check whether the device is online. Check whether the icon status of the added device is online.
Click Barrier Gate to check and modify the real-time status of the added devices

ZKBio CVSecurity 3

Channel device - Entrance Centrol ! Channel device / Real-Time Monitaring

Passage Ares - Status | —— - Devic Name M &
Device

Gate

All Gates b Remote Opening (In) ki Remots Opening (Qut) U Cancal alarm (@ Remote lock (@ Ramote uniock b Remote Normally Open - More
Reader

Auziliary Input
Event Type
Daylight Saving Time

Device Monitoring

Current Totat:0 b Oniine:0 @ Disavle:0 @ Offine:0 @ Unknown:0 Barrier Gate Name:
Real Time Event

Time Barrie . Passa.. EveniPaint Event Description Area Person Card Number Device Reader Name

Figure 12-26 Barrier Gate Option in Real-Time Monitoring Interface

Step 2: Remote opening in/out verification, taking remote opening in as an example. Select the online
barrier gate device, click Remote opening in, enter the user password in the pop-up security
verification, and click OK.

On the remote door opening screen, enter the time to open the door and tap OK. If Operation
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succeeded in is displayed, the remote door opening Operation is complete.

Cancel the alarm

In the Entrance Control interface, click Channel Device > Real Time Monitoring interface and select
the alarm gate to be modified. Then click Cancel the Alarm to cancel the alarm.

Note: If Cancel the Alarm fails, check if any devices are disconnected. If found disconnected, check the
network.

Remote Lock

In the Entrance Control interface, click Channel Device > Real-Time Monitoring and select the barrier
to modify the lock status Then click Remote Lock to activate the door lockdown status (remote lock and
unlock).

It will remotely set the door status to locked status. After this, the door wouldn’t receive any operations,
such as card reading and remote operations. This function is supported only by certain devices.

Remote Unlock

In the Entrance Control interface, click Channel Device > Real-Time Monitoring and select the
barrier to modify the lock status Then click Remote Unlock to activate the door lockdown status
(remote lock and unlock).

It will unlock a locked door. This function is supported only by certain devices.

In this interface, the user can identify real-time connected sensor devices such as infrared sensors or
SMOog sensors.

To view the list of real-time connected devices, click Entrance Control > Channel Device > Real-Time
Monitoring and select Auxiliary Inputs.

12.4 Entrance Control

By setting the gate authority group and assigning it to the corresponding personnel, the gate authority
of the personnel can be controlled. At the same time, it is also possible to set the response rules to the
gate through Anti-Passback and linkage, to meet the requirements of different entry and exit scenarios.

Barrier Gate Permission Group

Gates added to the system should be set in the form of permission groups. Set the corresponding
permission group, add gates to the permission group, and define the area where the permission group
belongs.

To Add Gate Permission (New)

Step 1: In the Entrance Control module, select Entrance Control > Barrier Gate Permission Group.
In the barrier gate permission group interface, click New in the left column of the mouse to pop up the
gate permission group adding interface.

Step 2: In the New interface of gate permission group, set the corresponding content according to the
new requirements, as shown in Figure 12-27. Please refer to Table 12-3 for parameter filling instructions.
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New x

Level Name” |

Area” Area Name v

Cancel

Figure 12-27 Add Gate Permission Group Interface

Parameter How to set
Level Name | Any character, consisting of up to 30 characters, cannot be repeated.

Permission groups belong to a zone to which users assigned permissions can manage

Aera -
permission groups under the zone.
Table 12-3 Description of Added Gate Permission Parameters

Step 3: Click OK to complete the configuration of the access control authority group.

Step 4: In the gate permission group interface, click Add Barrier Gate icon 4 on the right side of the
created gate permission group, and the interface of selecting Add Gate will pop up, and the
corresponding gate will be added according to the requirements, as shown in Figure 12-26

Add Barrier Gate X |
Barrier Gate Name Serial Number Q ¢
Alternative Selected(0)
Barrier Gate N... Owned Device Serial Number Barrier Gate N... Owned Device Serial Number
>>
>
<
No data ==
No data
0 50 rows per page
Cancel

Figure 12-28 Adding Gate Interface

Step 5: Click OK to complete the setting of gate permissions.
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12.4.1.2  Delete
Operation Steps:

Step 1: Click Entrance Control > Entrance Control > Barrier Gate Permission Group and select gate
permission group to be delete.

Step 2: Click Delete and click OK to delete gate permission group.

Prompt

Are you sure you want to perform the delete
operation?

(o I

Figure 12-29 Deleting Gate Interface

12.4.1.3 Delete Barrier Gate
Operation Steps:

Step 1: Click Entrance Control > Entrance Control > Barrier Gate Permission Group and select
barrier gate name to be delete.

Step 2: Click Delete and click OK to delete barrier gate from the group.

Prompt

Are you sure you want to perform the delete
operation?

B e

Figure 12-30 Delete Barrier Gate

12.4.1.4  Export
You can export barrier gate details into an Excel, PDF, or CSV file. See the following figure12-31.
Operating Steps:

Step 1:In Entrance Control > Entrance Control > Barrier Gate Permission Group > Export to export
the barrier gate records to Excel sheet or PDF or CSV. Enter the User password in the prompt.

@ Al {max 100600 records)

) Selecied (max 100000 records)
Serposion 1|
Totsl Records [100 |

o T

Figure 12-31 Export Interface
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Step 2: Select the file format and click OK.

12.4.2 Set Access by Levels

Assign the added gate permission group to the person.

Introduces the operation Steps of allocating personnel authority according to authority group in
ZKBioCVSecurity.

12.4.2.1 Add Person

Operating Steps:

Step 1: In the Entrance Control module, click Entrance Control > Set Access By Levels.

Step 2: Click Add Person icon in the operation bar of the corresponding permission group to

open the interface of adding person. Select the corresponding person as needed, as shown in Figure
12-31.

Figure 12-32 Add Person Option

Step 3: Click OK to complete the assignment of personnel permissions.

12.4.2.2 Delete Personnel
Operation Steps:

Step 1: Click Entrance Control > Entrance Control > Set Access By Levels and select person to be
delete.

Step 2: Click Delete Personnel and click OK to delete barrier gate from the group.

Figure 12-33 Delete Person
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12.4.2.3 Export
You can export barrier gate details into an Excel, PDF, or CSV file. See the following figure10-32.
Operating Steps:

Step 1: In Entrance Control > Entrance Control > Set Access by Levels > Export to export the
persons records to Excel sheet or PDF or CSV. Enter the User password in the prompt.

Export

Encryptor not O Yes@ Mo

File Farmat iQEEL

Data to Export (&) Al (max 100000 records)

() Seectsd (max 100000 records)

Figure 12-34 Export Interface
Step 2: Select the file format and click OK.

12.4.3 Anti-Passback

At present, it supports Anti-Passback in and out. On some occasions, people who require card swiping
verification must swipe their cards from another channel when they come in from one channel, and the
card swiping records must be strictly corresponding to one entry and one exit. Users can use this
function when they enable it in settings, which is generally used in special units, scientific research,
bank vaults and other occasions.
12.4.3.1 To Add Anti-Passback
This paper introduces the configuration Steps of adding Anti-Passback effect in.
Operating Steps:
Step 1:In the Entrance Control module, select Entrance Control > Anti-Passback and Click New.
Step 2: Select the specified device.

Description:

When adding Anti-Passback, you can’t see the device that has been set up in Anti-Passback in
the device list. After deleting the set Anti-Passback information, the device returns to the
device list.

Anti-Passback settings of all-in-one machine: Anti-Passback, Anti-Passback and Anti-Passback.

Step 3: Select the Anti-Passback rule and click OK to complete the setting, as shown in Figure 12-35.
The newly added Anti-Passback settings are displayed in the list of selected Anti-Passback rules.
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Mewe

I Click to select

Figure 12-35 Add Anti-Passback Interface

12.4.3.2 Delete
Operation Steps:

Step 1: Click Entrance Control > Entrance Control > Anti-Passback and select device name to be
delete.

Step 2: Click Delete and click OK to delete Anti-passback from the group.

Prompt

Are you sure you want to perform the delete
operation?

o

Figure 12-36 Delete Anti-Passback

12.4.4 Linkage Setting

After a specific event is triggered at a certain input point in the channel system, a linkage action will be
generated at the specified output point to control the events such as verification opening, alarm and
anomaly in the system, which will be displayed in the corresponding event list monitored.

Precondition:
Before linking new configurations, you need to do the following:
1. Gate device, input point, output point, read head binding camera add settings.

2. Mailbox parameter configuration.
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12.4.4.1 Add Linkage
Operating Steps:
Step 1: In the Entrance Control module, select Entrance Control > Linkage.

Step 2: In the linkage setting interface, select and click the New button to fill in the corresponding
parameters, as shown in Figure 12-37. Please refer to Table 12-4 for linkage parameters.

| ctick to select

T o

Figure 12-37 New Linkage Interface

Linkage Name  Custom setting linkage name for easy reference.

Device Customize and select the added access control device.

Linkage Trigger = Select the condition under which the linkage operation is triggered, that is, the type of
Conditions event generated by the selected device.

Input Point Select the input point to set the device input.

Output Point  Select the output point to set the output of the device.

Choose to set up linkage action, including device operation of output point, video

Action Type linkage and mail. Refer to Table 12-5 for configuration description of the three modes.

Table 12-4 Description of New Linkage Parameters

Set the action type of output point: closed, open and normally open.

Output Point Sets the delay time if the output point action is on.

Pop-up video, display duration: check the pop-up video in the real-time monitoring
interface and set the pop-up duration.
Video recording and video recording duration: Check to record and set the video

Video Linkage . . i . .

! ihkag recording duration. Capture: Set whether the linkage action takes pictures: If you take
pictures, you also need to set whether it pops up in the real-time monitoring interface
and the display time.

E-mail Set the email address of the received linkage content when the linkage event occurs.

Table 12-5 Explanation of Output Action Parameters

Page |473 Copyright©2022 ZKTECO CO., LTD. All rights reserved.



ZKBio CVSecurity User Manual

Step 3: Click OK to complete the linkage configuration.
Delete

Step 1: Click Entrance Control > Entrance Control > Linkage and select the linkage name to be
delete.

Step 2: Click Delete and click OK to delete linkage.

Prompt

Are you sure you want to perform the delete
operation?

Cancel
Figure 12-38 Delete Linkage

Parameters

Click Entrance Control > Entrance Control> Parameter to enter the parameter setting interface.

Type of Getting Transactions

Periodically

Interval

Set the Tima for Obtsining New Transactions e Al |

&4 0:00 100 2:00 3:00 4:00 E:00 5:00 700
E:00 200 10:00 11:00 12:00 12:00 14:00 15:00
18:00 1700 18:00 19:00 20:00 21:00 22:00 2300

Real Time Monitoering

The Resl Tims Monitoring Fage Pop-up Fhoto Size  Max Height
140 o3

A Fefes

Alarm Monitoring Recipient's Mailbox

Figure 12-39 Add Parameters

® Periodically

Start from the setting and efficient time, the system attempts to download new transactions every time
interval.
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® Set the Time for Obtaining New Transactions
The selected Time is up, the system will attempt to download new transactions automatically.

The Real Time Monitoring Page Pop-up Staff Photo Size: When an access control event occurs, the
personnel photo will pop up. The size of pop photos shall be between 80 to 500 pixels.

Alarm Monitoring Recipient Mailbox: The system will send email to alarm monitoring recipient’s
mailbox if there is any event.

12.5 Passage Settings

By maintaining the gate traffic rules (control time period and traffic mode) and setting the gate
parameters corresponding to the gate, the gate function can be directly controlled by software.

Barrier gate passing Rules

Set the passage time and passage mode of the gate, so that the gate can set different entry and exit
passage modes in different time periods. It can be applied to flap Barrier and swing Barrier.
Add Barrier Gate Passing Rules

This paper introduces the configuration Steps of gate traffic rules in ZKBioCVSecurity.

Step 1:In the Entrance Control module, select Passage Settings > Barrier Gate Passing Rules.
Step 2: Click New with the mouse, and the interface for adding gate traffic rules will pop up.

Step 3: In the new interface, set the corresponding contents according to the new requirements, as
shown in Figure 12-40. Please refer to Table 12-6 for parameter setting instructions.

New X
Name of the Barrier Gate Passing Rule *
Remarks
Time
Date
00 : 00 00 : 00 |- >/ 00 : 00 00 : 00 | == v 00 : 00 00 : 00 | == -
00 : 00 00 : 00 |- v 00 : 00 00 : 00 |- v 00 : 00 00 : 00 |- v
00 : 00 0 : 00 |- v 00 : 00 00 : 00 |=we v 00 : 00 00 : 00 | v
00 : 00 00 : 00 |- v 00 : 00 00 : 00 |- v/ 00 : 00 00 : 00 |- -
00 : 00 00 : 00 | = >/ 00 : 00 00 : 00 | == v 00 : 00 00 : 00 | = -
00 : 00 00 : 00 |- v 00 : 00 00 : 00 |- v 00 : 00 00 : 00 |- v
00 : 00 00 : 00 |- v 00 : 00 00 : 00 |=we v 00 : 00 00 : 00 | v
Copy Monday's Setting to Others Weekdays:
Cancel

Figure 12-40 Interface of Adding Gate Traffic Rules

Parameter Description
Name of Gate Traffic Rules Any character, up to 30 characters.

The explanation of the current time period and the main application

Remarks . .
occasions shall consist of 5 0 characters at most.
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Time Interval A gate passage rule contains up to five-time intervals in a week.

Time Interval-Start/End Time | Set the start and end time in each time interval.

Set the traffic mode in each time interval and select it from drop-down.
There are 10 traffic modes by default:
"Two-way controlled”, "free entry and exit controlled”, "controlled entry

Pass Mode and exit free", "two-way freedom", "forbidden entry and exit controlled",
"forbidden entry and exit free entry", "free entry and exit forbidden
entry", "two-way prohibition", "remote normal opening".

Copy Monday Time to Other . .
Working Days You can quickly copy Monday settings to other workdays.

Table 12-6 Parameter Description of Gate Traffic Rules

Step 4: Click OK to complete the addition of the gate traffic rules.

12.5.1.2 Delete Passage
Operation Steps:

Step 1: In the Entrance Control module, select Passage Settings > Barrier Gate Passing Rules.
and select the rule to be deleted.

Step 2: Click Delete to delete the selected rule.

Prompt

Are you sure you want to perform the delete
operation?

C o T

Figure 12-41 To Delete Barrier Gate Passage Rule
Step 3: Click OK to perform the delete operation.
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Flap Barrier

Introduces the parameter configuration Steps of wing Barrier in ZKBioCVSecurity.

Step 1: In the Entrance Control module, select Passage Settings > Flap Barrier.

Step 2: In the flap Barrier interface, click the Edit button under the name or operation of the flap Barrier
to enter the flap Barrier parameter editing interface, as shown in Figure 12-42. Please refer to Table 12-7
for parameter description.

Parameter
Device Name
Barrier Gate Name

Barrier Gate Traffic
Rules

Opening Speed/
Closing Speed

Gate Closing Delay
Time

Unattended Time

Verification in
Passage

Edit x

Device Name 192.168.255.241

Barrier Gate Name 192.168.255.241

Barrier Gate Passing

R 24-Hours
Opening Speed Low
Closing Speed Low
Gate Closing Delay 10

Time

Unattended Time 10

Verification in

v
Passage

Cancel

Figure 12-42 Flap Barrier Parameter Configuration Interface

How to set
Name of flap Barrier device, non-editable.
Custom Setting Notes Description.

Drop-down selection, the option is taken from the data of Passage Setting > Barrier
Gate Passing Rules.

Low speed, medium speed and high speed, set the speed of opening and closing
the gate.

After passing through the last pair of infrared channels, set the delay closing time.
You can set 0 to 10s, and the default is Os.

The maximum waiting time after verification is 5 to 60s, and the default value is
10s. If no pedestrians pass beyond the set time, the gate will be closed.

No authentication in the channel is allowed.
e When checked the verification in the channel can open the gate;
e If itis not checked, the gate cannot be opened for verification in the channel,
and the gate can be verified only after exiting the gate.

Table 12-7 Explanation of Flap Barrier Parameters

Step 3: Click OK to complete the configuration of flap Barrier parameters.
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Swing Barrier

This paper introduces the parameter configuration Steps of swing Barrier in ZKBioCVSecurity.

Step 1: In the Entrance Control module, select Passage Settings > Swing Barrier.

Step 2: In the swinging interface, click the Edit button under the swinging name or operation to enter
the swinging parameter editing interface, as shown in Figure 12-43. Please refer to Table 12-8 for
parameter description.

Parameter

Device Name
Barrier Gate Name
Barrier Gate Traffic

Rules

Opening Speed/
Closing Speed

Gate Closing Delay
Time

Unattended Time

Verification in
Passage

Edit x

Device Name 192.168.255.241

Barner Gate Name 192.168.255.241

Barner Gate Passing

Dide 24-Hours
Opening Speed Low
Closing Speed Low
Gate Closing Delay 10

Time

Unattended Time 10

Verification in

J
Passage

Cancel

Figure 12-43 Swing Barrier Parameter Configuration Interface

How to set
The name of the swing Barrier device cannot be edited.

The gate name corresponding to the swing gate device is generally one all-in-one
device corresponding to one gate, which cannot be edited.

Drop-down selection, the option is taken from the data of Passage Setting > Barrier
Gate Passing Rules.

Low speed, medium speed and high speed, set the speed of opening and closing
the gate.

After passing through the last pair of infrared channels, set the delay closing time.
You can set 0 to 10s, and the default is Os.

The maximum waiting time after verification is 5 to 60s, and the default value is
10s. If no pedestrians pass beyond the set time, the gate will be closed.

Whether authentication in the channel is allowed.
e When checked the verification in the channel can open the gate;
e Ifitis not checked, the gate cannot be opened for verification in the channel,
and the gate can be verified only after exiting the gate.

Table 12-8 Description of Swing Barrier Parameters

Step 3: Click OK to complete the configuration of wing Barrier parameters.
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5> Channel Reports

In the Channel report, you can query the All Transactions, Today’s Access Records, Person’s Last Access
Location, and All Exception Events. You can choose to export all or export records after querying.

All Transactions

This paper introduces the configuration Steps of report query and export in, taking All Transaction
report operation.

Export

Step 1: In the Entrance Control module, select Channel Reports> All Transactions.

Step 2: In the All Records interface, fill in the corresponding query information and click the Query
symbol to complete the query of all record tables, as shown in Figure 12-44.

Entrance Control / Channel Reports / All Transactions

Time From  2021-09-20 00:00:00 To |2021-12-20 23:59:59 Personnel ID Device Name Retract « Q
Department Number Department Name Event Description -

Card Number Reader Name Verification Mode b

Area Name Event Point Name

Figure 12-44 All Transactions

Step 3: In the full record interface, click Export, enter the user password in the pop-up security
verification, and click OK. Select whether to encrypt and export the file format, and Click OK, as shown
in Figure 12-45.

Export x
Encrypt or not Yes No
File Format EXCEL x
Data to Export All {max 100000 records)

Selected (max 100000 records)
Start Position 1

Total Records | 100
Cancel

Figure 12-45 Report Export Interface

Step 4: After selecting the address where the corresponding file is stored, the export of the file can be
completed.
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12.6.1.2 Clear All Data

This option allows user to clear all data available in all transaction interface.
Operating Steps:

Step 1: In the Entrance Control module, select Channel Reports> All Transactions.

Step 2: Click the Clear All Data to clear all transactions.

Brompt

Are you sure to clear all records?

Figure 12-46 Clear All Data Option
Step 3: Click OK to clear all records.

12.6.2 Today'’s Access Record
The access records for today are displayed in this option.

12.6.2.1 Export
Operating Steps:
Step 1:In the Entrance Control module, select Channel Reports > Today’s Access Record.

Step 2: In Today’s Access Record interface, fill in the corresponding query information and click the
Query symbol to complete the query of access record tables, as shown in Figure 12-47.

Entrance Control / Channel Reports { Today's Access Records
Persoangd 1D i | Device Nams | | Retract= (] &
Department Numbsr [ Department Mams [ First Name
Aras Name [ | Verication Mode | v | ResderName |
Name | Event Description | + | Cavd Mumber |
Ewvent Point

Figure 12-47 Today'’s Access Record

Step 3: In the access record interface, click Export, enter the user password in the pop-up security
verification, and click OK. Select whether to encrypt and export the file format, and Click OK, as shown
in Figure 12-48.
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Export 4
Encrypt or not Yes Mo
File Format EXCEL 4
Data to Export All {max 100000 records)

Selected (max 100000 records)
Start Position 1

Total Records 100
Cancel

Figure 12-48 Report Export Interface

Step 4: After selecting the address where the corresponding file is stored, the export of the file can be
completed.

Clear All Data

This option allows users to clear all data available in today’s access record interface.

Step 1: In the Entrance Control module, select Channel Reports> Today’s Access Record.

Step 2: Click the Clear All Data to clear access records.

Prompt

Are you sure to clear all records?

Cancel

Figure 12-49 Clear All Data Option
Step 3: Click OK to do the delete operation.

Personnel Last Access Location

Displays the last location visited by persons with access rights. It is convenient for users to quickly
locate the location of personnel.

Export

Step 1: In the Entrance Control module, select Channel Reports > Personnel Last Access Location.

Step 2: In Personnel Last Access Location interface, fill in the corresponding query information and
click the Query symbol to complete the query of access record tables, as shown in Figure 12-50.

Entrance Control / Channel Reports / Personnel Last Access Location

Time From 2022-05-01 00:00:00 To 2022-08-01 235959 Personnel ID Device Name Retract Q ¢
Department Number Department Name Event Description -
Reader Name Verification Mode - Area Name
Name Card Number Event Point

Figure 12-50 Today’s Access Record

Step 3: In the access location interface, click Export, enter the user password in the pop-up security
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verification, and click OK. Select whether to encrypt and export the file format, and Click OK, as shown
in Figure 12-51.

Export 4
Encrypt or not Yes No
File Format EXCEL T
Data to Export All {max 100000 records)

Selected (max 100000 records)
Start Position 1

Total Records 100
Cancel

Figure 12-51 Report Export Interface
Step 4: After selecting the address where the corresponding file is stored, the export of the file can be
completed.
Clear All Data

This option allows users to clear all data available in Personnel Last Access Location interface.

Step 1: In the Entrance Control module, select Channel Reports > Personnel Last Access Location.

Step 2: Click the Clear All Data to clear the access location records of the persons, as shown in Figure
12-49.

Step 3: Click OK to do the delete operation.

All Exception Events

Click Channel Report > All Exception Events to view the abnormal events (including alarm events)
such as unregistered persons, illegal entry, gate opening timeout, and failure to connect to the server
under specified conditions (including alarm events).

Export

Step 1:In the Entrance Control module, select Channel Reports > All Exception Events.

Step 2: In All Exception Events interface, fill in the corresponding query information and click the
Query symbol to complete the query of access record tables, as shown in Figure 12-52.

Entrance Contrel / Channel Reports / All Exception Events

Time From |2022-05-01 00:00:00 To 2022-08-01 23:59:59 Personnel ID Device Name Retract Q <
Department Number Department Name Event Description -
Reader Name Verification Mode - Area Name

Name Card Number Event Point

Figure 12-52 All Exception Events

Step 3: In the All-Exception Events interface, click Export, enter the user password in the pop-up
security verification, and click OK. Select whether to encrypt and export the file format, and Click OK, as
shown in Figure 12-53.
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Export
Encrypt or not () Yes(® No
File Format |ExCEL -
Data to Export (&) Al (max 100000 records)

() Selected (max 100000 records)
Start Posttion |1

Total Records | 100

BT oo

Figure 12-53 Report Export Interface

Step 4: After selecting the address where the corresponding file is stored, the export of the file can be

completed.

12.6.4.2 Clear All Data

This option allows users to clear all data available in All Exception Events interface.

Operating Steps:

Step 1: In the Entrance Control module, select Channel Reports> All Exception Events.

Step 2: Click the Clear All Data to clear exception events record.

Prompt

Are you sure to clear all records?

Figure 12-54 Clear All Data Option

Step 3: Click OK to do the delete operation.
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13 Temperature Detection

MTD (Mask and Temperature Detection) module is primarily designed to work with access control
devices which have body temperature detection and mask detection features. It provides real-time
monitoring of temperature and mask detection of all the users and various analysis reports.

13.1 Operation Scenario

Under the epidemic situation, the device measures the body temperature of real-time monitoring
personnel, alarms and monitors the abnormal body temperature records, and summarizes and warns
these records, so that managers can take timely measures and play an active role in epidemic
prevention.

13.2 Operation Flow

This paper introduces the configuration process of epidemic prevention management business.

The configuration process of epidemic prevention management business is shown in Figure 13-1.

~ Set Epidemic
Prevention Parameters

Set Report Temp.
Parameters

Figure 13-1 Epidemic Prevention Configuration Process

13.3 Setting Of Epidemic Prevention Parameters

This paper introduces the configuration Steps of epidemic prevention parameters in ZKBioCVSecurity.
Precondition:

In "Access Control Management", add a device supporting body temperature detection, please refer to
3.3 for adding a device.

Operating Steps:
Step 1: In the Access Control module, select Device > Device.

Step 2: After selecting the device, click “settings > Setting Extension Parameters" to pop up the
interface.
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Step 3: In the interface of setting extended parameters, you can view the epidemic prevention
parameters on the device, as shown in Figure 13-2. Please refer to Table 13-1 for parameter
configuration.

Description:

Epidemic prevention parameters are set and changed on the device side.

ZKBio CVSecurity #  #
Access [ Access Device / Device
m Device Name Serial Number IP Address More Q ¢
E'} G Refresh  “F New [ Delete T Export Q search & Contral (@ View / Get £ Communication
@ Device Name Serial Number  Area Name  IP Address I set Bg-verification Options Firmware Version Operations
E3 Set Device Time Zone -
ProfaceX CN3M21246000 Area Name 192.168.134.168 ZAM170-NF-Ver1.5.8 ﬁ [}

[ setas Registration Device
2 Modify the Fingerprint Identification Threshold

[2] Set Device In‘Out Status

Figure 13-2 Setting Interface of Epidemic Prevention Parameters

Parameter Description

e Open: turn on the temperature measurement function.

Body Temperature Detection Attribute .
y P e Close: Turn off the temperature measurement function.

Abnormal Body Temperature Is e Open: abnormal body temperature passes.

Impassable e Close: Abnormal body temperature does not pass.
Upper Limit of Temperature Detection Set the threshold of device body temperature, if it exceeds,
Threshold the body temperature will be abnormal.

Temperature Correction Deviation Value  Adjust the deviation value of device body temperature.
Temperature Unit Celsius, Fahrenheit
Infrared Temperature Measuring Distance | Near, medium, and far.

e Open: Test mask.

Mask Detection Attribute
e Close: Do not test masks.

. . e Open: Open the external alarm function.
Trigger The External Alarm Function .
99 e Turn off: Turn off the external alarm function.
Allow Unregistered Personnel to Pass Carry out normal temperature measurement.
Table 13-1 Description of Epidemic Prevention Parameters

Step 4: Click OK to complete the configuration of epidemic prevention parameters.

Result Validation

In the real-time monitoring interface of epidemic prevention management, the real-time events of
temperature measurement and epidemic prevention can be obtained correctly, and the information
can be displayed correctly, which represents the completion of epidemic prevention management
business configuration.

In the Epidemic Prevention module, select "Epidemic Prevention Management > Parameter
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Setting" to set the temperature threshold setting, which is used for the data statistical basis in the
epidemic prevention report, as shown in Figure 13-3.

Temperature Detection | Temparaiure Management | Parsmeters
Temperature threshold setting

Bady tempetature

Unit

Figure 13-3 Parameter Setting Interface of Epidemic Prevention Report

Step 1: In the Epidemic Prevention module, select "Epidemic Prevention Management > Real-time
Monitoring".

Step 2: After opening the real-time monitoring interface, carry out temperature measurement
verification on the temperature measuring device.

Step 3: In the real-time monitoring interface, events are generated, and data are displayed correctly,
which represents the completion of epidemic prevention management business configuration, as
shown in Figure 13-4.

Temperature Detection / Temperature Managemen! / Real-Time Moenitoring

Time Monitoring Normal temperature

Temperature
abnormal WG Misks

0

Normal temperature

v
2 Temperature abnormal

People

No Masks

Figure 13-4 Real-Time Monitoring Interface for Epidemic Prevention
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Temperature Management

Real-Time Monitoring

Click Temperature Detection > Temperature Management > Real-Time Monitoring.

ZKBio CVSecurity & @ admin -
3 Temperature Managem... »,  1emperatura Dataction Mor o
Real- Normal emperature

Statistics Panel
Tempesature Raw Record
Individual Temperature
Record
Abnormal Temperature Normal temperature Temperature abnermal Ne Masks

ecord

Department Daily Statistic
Monthly Statistics ro

3 Temperature abnormal
Automatic Report

Parameters

No Masks

Figure 13-5 Real-Time Monitoring

The Real-Time Monitoring interface allows the user to monitor the body temperature of the users with
their image captured during verification. The mask and temperature data are collected at every entry
and exit point of the premises if the personnel are registered in the device. The data will be cleared
every time after being refreshed or the page is loaded. There are 3 different categories of records that
are displayed on the monitoring page. They are:

Personnel with Normal temperature (masked or unmasked).
Personnel with Temperature abnormal.

Personnel with No Mask.

Statistic Panel

Click Temperature Detection > Temperature Management > Statistic Panel.

{ZKBio CVSecurity i % O admin ~
Temperature Mansgem . Tempersiuce Detestion | Temperatura Managament | Statistios Fanel

= Event statistics ¢ View Normal temperature Person's record »
Real-Time Monitoring

Time Today - Fersonnel 1T || Depariment Name Morer Q &
Temperature Raw Record

Individual Temperature © Refresh
ecord

Abnormal Temperature Personnel 1 1D Event Date Bodyte.. FirstName  LastMName Department... Department Name
Record

Department Daily Statistic
WMonthly Statistics
Automatic Report

Parameters

Normal temperature [l Temperaturs sbrormal Unmessured bdy temperature

Figure 13-6 Statistic Panel

The statistics panel provides statistical data for the Administrators to analyze the number of users with
normal body temperature, abnormal temperature, and unmeasured body temperature in a specific
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time period. The statistics can be filtered by time i.e., Today, This Week, and This Month.

You can also click on any category on the Pie-chart and the corresponding personnel details will be
displayed on the right side of the interface. Also, personnel can be searched by entering the Personnel
ID or Department Name on the top-right corner of the interface. Click More > Person Type > Choose
Personnel/Visitor.

Parameters Description

The default maximum length of personnel ID is 9, and the effective range is 1-
Personnel ID | 799999999, which can be configured according to the actual situation. Value sources
Personnel field, cannot be added, modified, or deleted.

Event Date It displays the date of the Event.

The “Original body temperature” is usually measured by the device, and it can't be
modified. But the “Body Temperature” can be revised in the “Abnormal Temperature
Record”.

Body
Temperature

First Name/Last | The maximum length cannot exceed 50, does not support comma; value sources
Name Personnel field, cannot add, modify, delete.

Department Letters and numbers are available. It cannot be identical to the number of another
Number department. The number shall not exceed 30 digits.

Department | Any combination of a maximum of 100 characters. In the case of different levels, the
Name department names can be repeated.

Table 13-2 Statistic Panel

&Note: The statistics are only available for system personnel.

Temperature Raw Record

Click Temperature Detection > Temperature Management > Temperature Raw Record.

The Temperature Raw Record displays the reports in event-time order that is sequential as it happens
regardless of the Normal

Temperature/Abnormal Temperature /Department/Masked/Unmasked. It also displays the Department
Name, Body Temperature, Status, and Photo which a user can check instantly after verification.

Step 1: Click Export.

ZKBio CVSecurity & O admin
Temperature Managem  Tempersturs Dataction | Temperaturs Managsment / Temperaturs Raw Record

Real-Time Monitoring

Stafistics Panel

Individuzl Temperature

7832 2022-07-27 09:42:1 Ares Name  10.10.2073  10.10.20.73-1 800000020 usuop sse (visitor)
Abnormal Temperature
Record

EECH

Department Daily Statistic

aaa0

Monthy Statistics

ZKT_Kores-1 200 K-TES
Automatic Report =

CEE “-TEST

Parameters &) 479

-1 2022-06-18 17:42:1 XM 102.158.10.22

102.168.10.221-1 1 71

B 2022-06-18 17:42:1 XM 102.188.10.22

102.188.10.221-1 1 ¥ Department Ni

-1 2022-06-18 17:41:1 XM 192.168.10.22

192.188.10.221-1 1 ¥y Department Ni

-1 2022-06-18 17:08:C XM 102.158.10.22

102.188.10.221-1

z 2022-06-18 17:00:C XM 102.188.10.22

102.188.10.221-1

Figure 13-7 Export Temperature Raw Record
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Step 2: Select the file format and export mode to be exported. Click OK.
Step 3: You can view the file on your local drive.

&sNote: 10000 records are allowed to export by default, you can manually input them as required.

Time It Displays the Time.
Name Required Name of the person.
Status It can enable or disable the charging standard.

The name of the area the entry place belongs to, and the registration record for each

Area Name . .
entry place is filtered according to the area of the entry place.

Device Name | Time and attendance device name, any character up to 20.

The default maximum length of personnel ID is 9, and the effective range is 1-
Personnel ID | 799999999, which can be configured according to the actual situation. Value
sources Personnel field, cannot be added, modified, or deleted.

Department Obtained automatically based on Personnel ID.
Name
Mask It displays whether mask or no mask.

Table 13-3 Export Temperature Raw Record
Click the IMAGE icon to view the captured photo.

x| Status Photo

MNormal
Normal
Normal
Mormal
Normal

MNormal

% Normal
Normal
Normal
MNormal

MNormail

1
I|
EEHNHEHEBEEEEBEEEEE

MNormal

Figure 13-8 Capture Photo
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Record Body Grignal body

2 | number Event Date Area Name Device Name Event Point Personnel D | First Name Last Name Department Name Mask temperature | _temperature st
3| 3m 2020-07-01 14:12.04 Area Name 192.168 2142400555 | 192.168.214.249.1 4148 bava: ] fliy 1 Department Name Yes 370 370 Hor
4 371 2020-07-01 14:12.02 Area Name 192.168.214.2490558 192.168.214.249-1 4148 bavayil iy Department Name Yes 389 369 Mol
5 3764 2020-07-01 14:.06.23 Area Name 192.168.214.249055% 192.168.214.249-1 4145 yava: o} liwliu 1 Department Name: Yes 387 367 HNoi
L] 3763 2020-07-01 14:06:21 Area Name 192.168.214.2400H% 192.168.214.249-1 4145 e o} liwliu 1 Department Name: Yes 368 68 Noi
7 3761 2020-07-01 14:06:16 Area Name 192.168.214.24905% 192 168 214 243-1 4145 pawariol liuliu Department Name: Yes 367 36T Noi
8 3760 2020-07-01 14:06:10 Area Name 192.168.214 2400055 | 152.168.214 2481 4146 pavav:s] fuliy 1 Department Name tone 68 %9 Mo
9| 3759 2020-07-01 14:06:08 Area Name 192.168.21¢ 2490505 | 152166214 2451 4148 bava:y] fliy 1 Department Name tone 368 %9 Moy
0| 3 2020-07-01 14:06:06 Area Name 192.168.214. 240055 | 192.168.214.2491 4148 bava s} fliy 1 Department Name None 372 2 Hor
1| 35t 2020-07-01 140532 Area Name 192.168.214 2400558 | 192.168.214.249-1 4148 bava: ] lliy 1 Department Name Yes 85 385 Hor

¢ Temperature+Raw+Record 3 HEET| ] ]

Figure 13-9 Export Temperature Raw Record

& Note:
If the Personnel ID field is blank, it represents a Visitor.

The “Original body temperature” is usually measured by the device, and it can’t be modified.
But the “Body Temperature” can be revised in the “Abnormal Temperature Record”.

13.4.4 Individual Temperature Record

This report displays all the body temperature details of a User or Personnel daily.

Export:

Step 1: Click Export:

Security Verfieation

Figure 13-10 Individual Temperature Record
Step 2: Select the file format and export mode to be exported. Click OK.
Step 3: You can view the only in your local drive.
& Note:
10000 records are allowed to export by default, you can install manually them input as required.

Click Body Temperature to view the details of each record.
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13.4.5 Abnormal Temperature Record

It displays the record of exceptional body temperatures i.e., above the body temperature threshold and
the temperature of personnel that is not detected.

Click Temperature Detection > Temperature Management > Abnormal Temperature Record.
Export:

Step 1: Click Export.

Figure 13-11 Abnormal Temperature Record

Step 2: Select the file format and export mode to be exported. Click OK.

Step 3: You can view the file on your local drive.

&sNote: 10000 records are allowed to export by default, you can manually input them as required.
Edit:

Click the Edit option to revise the user’s body temperature by manual detection. The edit window pops

up as shown below:

Body temperatura™ !36.5

Processing method” |Manua1 measurement El
i

Frocessor* | admin

Remark After manual measure the
body temperature, itis
narmal.

N T

Figure 13-12 Edit Temperature Record
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Enquiry of Persons in Close Contact with Suspected Cases:

It will help the user to check the personnel who had contact with any suspected persons. Enter the
contact time, 1 to 120 minutes is applicable.

[{1ZKHic CVSecurity

ﬁ TemEsrrtare Manegsm.. «
Pkl Mernhoamg
Shakeiry Famal

Temperaiure Fiaws ez
It Ferspralie:
LT

Alsvirrval Ternpeahes
Hazzid

Magariraant Ty Shalnke

Wontey Stalistics

Figure 13-13 Enquiry of Person in Close Contact with Suspected Cases

Click OK to view the search results.

Abnermal Temperature | List of Persons in Close Contact |

Event time ArecaName  Device name  Event Point Personnel First Name Last Name Department  Mask Body Status Photo
Name temperatu
2020-D6-18 11:55: Area Name  192.168.5.238 182.166.5.238-1 0 Yes 372 Normal =]

37.6°C
Person ID: 678
First Name: William

Last Name:
Mask: Yes
Depariment:Depariment Name

2020-06-18

. 115327

-+ |

<« 11 - . G0rowsperpage - JumpTo 1 /1 Page Total of 1 records

Figure 13-14 List of Person

13.4.6 Department Daily Statistics

It displays the department-wise temperature detection records. A user can select a department from
the list of departments in the left panel which displays the number of persons with normal temperature,
abnormal temperature, and unmeasured in the specific department daily. It also displays the
proportion of abnormal body temperature.

(JZKBio CVSecurity = &
(5] Z Datection | Temperature Management / Depariment Daily Statistic
Real-Time Monitoring Time From | 2022-06-28 uu.cutui Te ]zmzu?—za 23:50:51 Department Number Department Name [ | L
Statistics Panel
<" 2° [ Subordinate Level T Refresh T Export
Temperature Raw Record
Tdiahiat Tormgeikies [ Depariment Name Depart..  DepartmentM.. Event Date Mumberof .. Numberof .. Numberof .. Actuzl Attendance People
Record [ Development
& l Tatpsraine g 1 Department Mame 2022-07-27 1 0 0 1
Record
) i 4 B testy 1 Department Name 2022-07-21 1 0 0 1
» 3 testd
Monthly Statistics * O fest?

Figure 13-15 Department Daily Statistics
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Export:
Step 1: Click Export.

Export

O ves@ Mo

Bex -]

(&) A8 {max 100000 records)

) ‘Selected {max 100000 records)
Start Fostion |1 |

Total Records 100 |

o NG

Figure 13-16 Export
Step 2: Select the file format and export mode to be exported. Click OK.
Step 3: You can view the file on your local drive.

&sNote: 10000 records are allowed to export by default, you can manually input them as required.

Letters and numbers are available. It cannot be identical to the number of

Department Number another department. The number shall not exceed 30 digits.

Department Name Obtained automatically based on Personnel ID.
Event Date It displays the date of Event.
Ndfiber of Aggmal It displays the number of normal temperatures.
Temperatures
Numbergiifiormal It displays the number of normal temperatures.
Temperatures

Number of Unmeasured | It displays the number of unmeasured.

Actual Attendance

People It displays the Attendance of people.

Table 13-4 Export
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Monthly Statistics

Click Temperature Detection > Temperature Management > Monthly Statistic to view the

infographics of monthly temperature detection.

IJZKBio CVSecurity i ®

Temperature Managem . ction | Temparature Management / Monthly Statistics

Real-Time Monitoring

Statistics Pane!

Department Daily Statistic

Automatic Report

Parameters

2737475 6 7 8 8 10 1M 12 13 14 15 16 17 16 19 20 21 22 25 24 25 26 27

Figure 13-17 Monthly Statistics

Automatic Report

The Automatic reporting feature helps you to send the reports to the designated person at the

specified time.

Click Temperature Detection > Temperature Management > Automatic Report.

(UJZKBio CVSecurity i

P e R Temperatura Dataction / Temperatura Management / Automatic Repart

File Name Resart Type | -— =|  SendMode| —— -

Real-Time Monitoring

Statistics Panel

FRefresh I+ Mew [ Delete < Enable O Disabled
Temperature Raw Record

X Send Mode Repart Type Send Frequency Tima Send Inter Status
Individual Temperature
Record
Abnormal Temperature

Record

Department Daily Statistic

Monthly Statistics
Parameters ud
Figure 13-18 Automatic Report

Delete

Select File name in the list on the right and click Delete.

Enable/Disable

Q e

More =

Operations

Select device, click Enable/Disable to stop/start using the device. When communication between the
device and the system is interrupted or device fails, the device may automatically appear in disabled
status. After adjusting local network or device, click Enable to reconnect the device and restore device

communication.
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New

Click the New button to open the adding automatic export page.

Pew x

Send Mode Setting Miail Setting

Send Mode” Mailbox Delivery Met_.. ™ Recsiver Sefting Set by Parsonnel

| Mail Address"

Report Type® Temperature Raw R... - Tithe Satting”™

e T = EXCEL - e Mmoo | e B 200
¥pe Body Setting I O e e

minuts
minute
mirnute
rninute

minute

Ao
)
4]

4 C
|

LI I I O R I

minute

Cancel

Figure 13-19 Add Automatic New report Interface Page
® Send Mode Setting
Send Mode: The reports can be sent through Email or FTP.

Report Type: The report types that can be sent are Transactions or Daily Attendance.

File Name: The File Name is composed of three parts: Custom file name + YYMMDD + HHMMSS (For
example, Test Department Transactions 201911011143).

The first text box is for the custom file name.

The second drop-down box is to select the Day/Month/Year format: yyyymmdd and yyyy-mm-
dd are currently supported.

The third drop-down box is to select the Hour/Minute/Second format: HHmmss is currently

supported.
Parameters Description
Field It displays the field name and field number of the currently selected report
File Type It currently supports EXCEL, TXT.

Exports the content format of the attached report, such as {department Name},
{department Name}, {person Pin}, {person Name}, {devices}, {device Name}, {area
Name}, {add Date time}. You cannot delete the content format when the file type
is EXCEL; When the File type is TXT, the content format is editable.

Content Format

Sending Frequency | The report sending frequency can be a day or by month.

It supports up to 6-time points per day and can only be sent once per hour. Set

By Day the Hour and Minute to send the report from the drop-down boxes
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Table 13-5 Export
Wail Delivery Time Setting

Send Frequency By Day

—ee ¥ hour ; |— ¥ minute
—ee ¥ hour ; |— ¥ minute
—ee ¥ hour ; |— ¥ minute
—ee ¥ hour ; |— ¥ minute
—ee ¥ hour ; |— ¥ minute
—ee ¥ hour ; |— ¥ minute

Figure 13-20 Report Setting
By Month: It supports Support last day, first day, and a specific date of each month.

Wail Delivery Time Setting

Send Frequency By Month
Last day of the month
First day of the month
Specific Date | — Y| (1
28)

Figure 13-21 Report Setting
Mail Setting: Mail setting is required when the sending mode is Mailbox Delivery Method.

Parameters Description
Receiver Setting You can select the recipient by person, department, or area.
Set by Personnel- Enter the valid Email Address of the recipient. If there are multiple recipients, then
Email Address the Email address can be separated by a semicolon.
Select a department in the department tree diagram and the report will be sent
Set by Department . )
to all the persons whose Email Addresses are configured under the department.
Set by area- Select an area in the area tree, and the report will be sent to all the persons whose
Attendance area Email Addresses are configured under the area.
Title Setting The Maximum length of the report title is 50 characters.
Title Setting The Maximum length of the message content is 200 characters

Table 13-6 Mail Setting
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Parameters

It allows the user to set the body temperature threshold which determines the category to which the
recorded temperature falls-in i.e., Abnormal Temperature or Normal Temperature. For example, assume
that the threshold temperature is set to 37.3°C. If the recorded temperature is 37°C, it will be saved as
“Normal Temperature” and if the recorded temperature is 38°C, it will be saved as “Abnormal
Temperature”. The temperature unit can also be chosen between °C and °F.

ZKBio CVSecurity  #  ® O sinin
Temperature Managem __ Temperature Detection / Temperature Management / Parameters.

Real-Time Monitoring
Temperature threshold setting

Temperature Raw Record
Body temperature

Individual Temperature

Anormal Temperature
£red Unit*
Department Daily Stafistic < ¥

Monthly Statistics

Automatic Report

Figure 13-22 Parameters
& Note:

After setting the body temperature threshold, the Real-Time Monitoring Page will refresh, and
the persons will be categorized according to the new threshold temperature.

The value is rounded off to one decimal place.
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Service Center

This module integrates the device and event logging of the system module. Users can import a map to
the map center to view the distribution of monitoring points and alarm sources. When an alarm occurs,
users can view the location and surrounding conditions of the alarm source, select a suitable
monitoring point, and view video live, playback, and human movement functions.

14.1 Device Center

Device

Devices added to the access control and video module are displayed on the screen, and basic device
information is displayed, as shown in Figure 14-1.

Service Center [ Device Center / Device

Device Name | J a2

O Refresh (@ Device synchronization

Serial Number Device Name Device Mode| Firmware V IP Address Belong Areas Source Mo.. Status Operatior
CN3M212460001 ProfaceX TOBOBM-TI/M ZAM1TO-NF-V¢ 192 168.134.168 Area Name Access @ s
210241270995SLB000137 192.168.134.59 DBL522-01 192.168.134.59 Area Name Intelligent Vide e o
f673eaeBab854805b3874535b6b56. AS1700 V51800 192.168.134.101 Intelligent Vide o

Figure 14- 1 Device Display Page

Synchronize data of the system to the device. Select device, click Synchronize Data to Devices and click
OK to complete synchronization.

& Note: Synchronize Data to Devices will delete all data in the device first (except transactions), and
thus download all settings again. Please keep the internet connection stable and avoid power down
situations. If the device is working normally, please use this function with caution. Execute it in rare user
situations to avoid impact on normal use of the device.

Event Center

Through the definition of the event level and type, it makes the level prompt for the record generated
under real-time monitoring.

The Event Type

The software contains event types by default. You cannot add new event types. You can customize the
level of the event type.

This section describes how to modify Step.
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® Modify Event Type

Step 1: In the Service Center module, choose Event Center > Event Type.

Step 2: On the Event Type page, select the event type to be modified and click Event Level. The Event
Level dialog box is displayed.

I Modify event type x |
Event Level | -------—-- -
emergency
Exception
General
normal
ycene

Figure 14- 2 Modify Event Level Page
Step 3: After selecting the desired level, Click OK to complete changing the event type level.

The Event Record

This screen records all events generated on the platform, as shown in Figure 14-4.

Service Center / Event Center / Event record

Event time 2021-12-20 00:00:00 To | 2021-12-20 23:59:59 Event Level - - Processing state | - v | More Q ¢

5 Refresh B confirm

Event object Event name Event L Event time Event source Area Source Capture Panora Process... Processing remark
1 Visiter Registration normal 2021-12-20 11:52:45 1 Popy-Building Visitor Unconfirme
1 Visiter Registration normal 2021-12-20 11:52:43 1 Popy-Building Visitor Unconfirme

Figure 14- 3 Event Recording Page

Notification Center

This interface records the notification reminding events generated by the attendance and visitor
module.

JZKBio CVSecurity i %
B2 Device Center > Service Center / Notification Center / Notification Record
Ul - r i -
D Busai Cariles s title Reader Type Source Module Q &
Notification Center v C Refresh

title Motification Type Source Mo Value Create Time Operations
Visitor Reservation Visitor Dynamics Visitor Reservatioin: visitor(ravi} will visit name1 at 2022-07-22 13:( 2022-07-22 09:00:51 E
Visitor Checked Out Visitor Dynamics Visitor Exit: 2022-07-22 07:24:49 visitor(ani) exit at BLR 2022-07-22 07:24:49 E

Figure 14- 4 Notification Record Page
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14.4 The Map Center

You can import a map to set monitoring points. When an alarm occurs, you can immediately view the
location of the alarm source and surrounding conditions, select an appropriate monitoring point, and
view live videos, playback, and personnel movements.

14.4.1 Real-Time Monitoring

Alarms generated in the access control and video modules are displayed on the real-time monitoring
interface. You can query access control and video events by category. When an alarm is generated, you
can view the location of the alarm source and surrounding conditions, select a suitable monitoring
point, and view the live video, playback, and personnel movement. Operation that can handle doors in
batches.

14.4.1.17  Personnel Movement

This paper introduces the configuration Step for real-time monitoring of personnel movement in the
service center module.

Operation Step

Step 1: In the Service Center module, choose "Map Center > Real-time Monitoring".

Step 2: On the real-time monitoring screen, click the icon on the right & in the personnel Trend
window that is displayed, set related parameters.

Personnel Track

Select Image Ia'ﬂwwmﬁm

Personnel 1D
Stant Date 2021-12-19 16:03:24
End Date~ 2021-12-20 16:03:24

Confidence Threshold- 80

Figure 14- 5 Page for Querying Personnel Trends

Step 3: Click OK to display the movement chart on the map.

14.4.1.2 Batch operation

This paper introduces the configuration Step for real-time monitoring of batch operation in the service
center module.

Operation Step:

Step 1:In the Service Center module, choose "Map Center > Real-time Monitoring".

Step 2: On the real-time monitoring screen, click the icon on the right & In the personnel Trend
window that is displayed, set related parameters,

Remote Opening / Remote Closing:
It can control one door or all doors.

To control a single door, right click over it, and click Remote Opening/ Closing in the pop-up dialog

Page |500 Copyright©2022 ZKTECO CO., LTD. All rights reserved.



ZKBio CVSecurity User Manual

box. To control all doors, directly click Remote Opening/ Closing behind Current All.

In remote opening, user can define the door opening duration (The default is 15s). You can select
Enable Intraday Passage Mode Time Zone to enable the intraday door passage mode time zones, or
set the door to Normal Open, then the door will not be limited to any time zones (open for 24 hours).

To close a door, select Disable Intraday Passage Mode Time Zone first, to avoid enabling other
normal open time zones to open the door, and then select Remote Closing.

&>>Note: If Remote Opening /Closing fails, check whether the devices are disconnected or not. If
disconnected, check the network.

It will remotely set the door status to locked status. After this, the door wouldn’t receive any operations,
such as card reading and remote operations. This function is supported only by certain devices.

It will unlock a locked door. This function is supported only by certain devices.

Once an alarming door is displayed on the interface, the alarm sound will be played. Alarm cancellation
can be done for single door and all doors. To control a single door, move the cursor over the door icon,
a menu will pop-up, then click Remote Opening/Closing in the menu. To control all doors, directly
click Remote Opening/Closing behind Current All.

&> Note: If cancel the alarm fails, check if any devices are disconnected. If found disconnected, check
the network.

It will set the device as normal open by remote

Search Device

This paper introduces the configuration Step for real-time monitoring of search device in the service
center module.

® AddaDoor

This paper introduces the configuration Step of map configuration and door addition in the service
center module.

Step 1: In the service Center module, choose "Map Center > Map Configuration".

Step 2: On the map configuration screen, select the map of the desired area and click on the right of

®

Step 3: In the Add Door list on the left of the page, drag the required Access Control device to place it
on the map,

the screen " To add the gate.

Step 4: Click Submit under the left door bar to complete the operation of adding a door on the map.
® Adding a Camera

This section describes how to add camera Step for map configuration in the Service Center module.

Step 1:In the Service Center module, choose "Map Center > Map Configuration".

Step 2: On the map configuration screen, select the map of the desired area and click on the right of the
screen to add a camera.
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Step 3: In the Add Camera list on the left of the screen drag the required camera device to place it on
the map,

® Others

This section describes how to add others Step for map configuration in the Service Center module.

Step 1:In the Service Center module, choose "Map Center > Real Time Monitoring".

Step 2: On the map configuration screen, select the map of the desired area and click on the right of the
screen to add a Others

Step 3: In the Add Other list on the left of the screen drag the required other device to place it on the
map,

® Map
Click the Map: It will show the area of the map
® Defense Area

It will show the defence area in the map

Handle Video Alarm Details

This section describes the Step configuration for handling video alarm event details in the Service
Center module.

Step 1: In the Service Center module, choose "Map Center > Real-time Monitoring".

Step 2: On the real-time monitoring screen, select a video alarm in the left pane and cIick® To display
detailed information. As shown in Figure 14-6.

Instructions:

Function description of the detailed information interface:

1. Preview: Displays the live view of the current video device.
2. Playback: Plays back the records generated by alarm events.
3. Trend:record the corresponding trend record of personnel.
4

Report: You can note the event status.

Service Center / Map Center / Real-Time Monitoring

Map Popy-Building v O (D
ideo Event v Auto Refresh
Emergency : 0 0 Exception : 0
=81
ZNiip=s
Exception @ Emergency ZER IR

»

Figure 14- 6 Video Alarm Details Screen
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Step 3: After viewing the detailed information and remarks, click Submit.

Handle Door Alarms in Details

This section describes the Step configuration for handling gate alarm event details in the Service Center
module.

Step 1: In the Service Center module, choose "Map Center > Real-time Monitoring".
Step 2: On the real-time monitoring page, select the event for which the access control alarm is

generated in the left pane and cIick® The detailed information is displayed.

Service Center / Map Center / Real-Time Manitoring

wxH e .
:

Map  Popy-Building O 5
Event fime: 2021-12-16 18:19:54 1
Access Event Auin Refresh gt 20 4
WisE Lot P8 Area: Area Narne
Exception : 0
FTREHE 4 Event source: ProfaceX
HES B
=EHEE R
sl nal
K 3s S
Emergency : 2 -t . i = |
Exception @ Emergency L feliin -
AAE EEHE s
Disconnected LT e o REREE
@ Emergency g
B Profacex a Al G
20211216 18:19.54 ! 5 . AFik
J by urEE
Disconnected m % e
@rretacex
20211216 14:26:47 aa
it Bt
AEHR
WAL T el
WEER
il
M
"
EsssrTERTT SR TS - Dals © RBRT & U & HES

Figure 14-7 Access Alarm Details Page

Step 3: After filling in the report remarks, click Submit.

Map Configuration

By importing the map and configuring the corresponding monitoring points, the distribution of the
current monitoring points can be intuitively displayed.

Table 14-1 describes the ICONS on the map configuration page.

Icon Instructions
el Full screen.
G The refresh.
Return to the previous level.
. Drag ICONS of Access Control and camera and move coordinates; After Operation is
N finished, cIick, can be saved.
C Add the icon of the Access Control device.
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Icon Instructions
@ Add a camera icon.
¥ Add submaps.
+
11x Operation to zoom in and out of the map.
[ #eEE Move the mouse over the "door or Video" device on the map and right click it out.
—+ Add a map.
The editor.

Table 14-1 Map Configuration Icons

1.  The access control device is added to the Access Control module.

2. Add the camera device under the video module.

Add a Map

This section describes how to add Step of map configuration in the Service Center module.

Step 1: In the Service Center module, choose "Map Center > Map Configuration".

Step 2: In the map configuration screen, click on the left bar =* . The page for adding a map is

displayed, as shown in Figure 14-8. For details about the parameters, see Table 14-2.

The Map Type

Normal
Mapping

(Using the map
drawn by the

user, as the

background

loading,)

Page |504

Map Path*

Area Name*

Parameter

Name

Map Path

x

New

- '+‘ Map Type* General Map v
e

Browser |No file selected

Cancel

Figure 14- 8 Add Map Page

Instructions

Select the area to which you want to add the map. For details
about how to configure regions, see 18.2 Region Settings.

Select the map you want to add, that is, the map image file

that exists on the local server in advance.

Instructions

e Map is supported formats. Jpe \. JPG \. Jpeg \. GIF \. PNG \.
BMP \. Ico \. SVG \. SVGZ \. Tif \. Tiff \. Ai \. DRW \. PCT \. PSP \.
XCF\. PSD \. Raw \. Webp image file.
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The Map Type Parameter Instructions
e Map image file size should not exceed 1120 x 380px.

Select the area to which you want to add the map. For details

Name about how to configure regions, see 18.2 Region Settings.

Map Path

. To set up a GIS server, set parameters on the server, and then

Route Analysis Path b P
set these parameters.

Projection

Hypergraph The Center X/Y

Coordinate Fill in the latitude and longitude.

Initialize The Scaling

The general choice for initial scaling is around 13.
Level

Maximum Zoom
Level/Minimum Custom map zoom size.
Zoom Level

Select the area to which you want to add the map. For details

Area about how to configure regions, see 18.2 Region Settings.
Log on to the platform for https://cloud.google.com/maps-
platform for registration for the key.
The Map Key Instructions: You need to turn on the Directions APl on
Google Maps Google’s platform to map people’s movements.

InitialSSibe Scalllg The general choice for initial scaling is around 13.

Level
The Cen_ter Al Fill in the latitude and longitude.
Coordinate
Select the area to which you want to add the map. For details
Area . . . .
about how to configure regions, see 18.2 Region Settings.
The Map Key Log in to http://lbsyun.baidu.com/ to register and obtain the

key.
Baidu Map
Initialize The Scaling

Level

The Center X/Y
Coordinate

The general choice for initial scaling is around 13.

Fill in the latitude and longitude.

Table 14-2 Parameters for Adding a Map
Step 3: Set parameters based on the type of the map to be added and Click OK to finish adding the
map.
Add Submap (Optional)

This section describes how to add sub-map configuration Step on the map in the Service Center
module.

Step 1: In the Service Center module, choose "Map Center > Map Configuration".

N
Step 2: On the map configuration screen, select a region map and click on the right — To add
submaps.
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Step 3: In the Add Map list on the left of the page, drag a submap to place it on the map.

Service Center / Map Center | Map Config

Map Fopy-Building - I £ W +
4, 11x
re /g
Add Map 5 if”a o;¢
Arget £ =
‘bﬂ’
ra
o [
et o
o
¥
%
£ a!
)
A @
@
Ed
= 3 —
H & Bz
3

i
o

Figure 14-9 Add Submap Page

Step 3: Click submit under add map on the left to complete the configuration of the sub-map.

Add a Door

This paper introduces the configuration Step of map configuration and door addition in the service
center module.

Step 1: In the service Center module, choose "Map Center > Map Configuration".
Step 2: On the map configuration screen, select the map of the desired area and click on the right of
the screen E—'t to add the gate.

Step 3: In the Add Door list on the left of the page, drag the required Access Control device to place it
on the map, as shown in Figure 14-10.

Service Center / Map Center | Map Conlig

T map Popy-Building | F 2 e mNT & THR £ 1 ] 5

El

Gl
G A 2
Add Door PHE —

EREHIE

it 3

Popy-Building )
s
wwisEE b el o =

BN

RWE REME : o
o e o EERHLT HELE

#

i

x

3

%

3
Bem@e@au o:*f

Bisn
AT
s

~ P&
BN/ i

olim

3% - Data @ €185 & &

Figure 14- 10 Add Door Page

Step 4: Click Submit under the left door bar to complete the operation of adding a door on the map.
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14.4.2.4 Adding a Camera

This section describes how to add camera Step for map configuration in the Service Center module.

Operation Step

Step 1: In the Service Center module, choose "Map Center > Map Configuration".

Step 2: On the map configuration screen, select the map of the desired area and click on the right of

the screen @- to add a camera.

Step 3: In the Add Camera list on the left of the screen, drag the required camera device to place it on

the map, as shown in Figure 14-11.

Service Center / Map Center / Map Config

§ [ B .
> ¥ R s ,.-/(
! Map | Popy-Buiking - 2 W WS FHF o +HE EERwE - -
? — o
e T .
Add Camera e . T
WEE
=
Search Device ——"
BRRHE o o [
5 ildi ra !l
%) Popy-Building ) o2
® B ELLED 5 - "
7 -
A o T R o k¢l
8 2 e} —
Eane 2 Ll o
ABT EEHE
| o g o, REEIE FEZFE =
: . 208 2 b
AEER BT
4 I wra 8
SRARE
oL %
REEH =)
s AN |
T mEEm .
‘m—_ﬁ_ﬂiﬁ
ENfE | b
LE]
ST
2.
e 3% - Dats © KIS & OpenStiresiMap & HERE

Figure 14- 11 Add Camera Screen

Step 4 Click Submit in the left column of Adding a camera to complete the configuration of adding a
camera to the map.

14.4.2.5 Add Defence Area

We can view the Intrusion Alarm states in real time through the map center.

Step 1: Go to Service Center > Map Center > Map Config. Click @ , start adding defence area.
(JZKBio CVSecurity i ®
B8 Service Cenler / Map Genler / Map Config
D dp [areaname |l Z3 2w

o]

Q Search Devece

Ada Detena Area

‘ wArea Hame

4 1 a8 Patition 1
‘\ [R zoneoz
» EZ Zone 04
[R zone 05
[R Zone03
ER zonem
ER zone0s
f.'i Zone 07

&2 Paution2

[B Zone 06

Figure 14- 12 Adding Defense Interface
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Step 2: Click the Adding Defence Area on the left of the screen, drag the required partition or zone to
place it on the map.

Step 3: Click OK the left column of Adding Defence Area to complete the configuration of adding a
partition.

Map
Click the Map: It will show the area of the map.

4.5 Push Center

Push Configuration

® AddNew

Step 1: In the Service Center module, choose "Push Center > Push Configuration".

Step 2: In the Push Configuration interface, click Add New and fill in the relevant parameters, as
shown in Figure 14-13. Please refer to Table 14-3 for parameter description.

New x

Configuration name

Push URL™

Push Types

Access
Event Log Capture Photo

Attendance
Atftendance Record Altendance Photo

Elevator
Event Log

Entrance Control
Event Log

FaceKiosk

Vorifinatinn Dacard Viarifs mbntn

Cancel

Figure 14- 13 Add Push Configuration

Parameter Description
Configuration Name  Enter the configuration name
Push URL Enter the push URL
Table 14-3 Parameters for New
® Delete

Select one or more push configuration and click Delete at the upper part of the list and click OK to
delete the selected. push configuration Click Cancel to cancel the operation or click Delete in the
operation column to delete a single push configuration.

® Docking Example

It will show the example of data format as a code.
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Docking example x
1 SpringBoot »

package com.example.demo;

import
import
import
import
import
import

import

@Controller

org

org
org
org

com.

.s1f45.Logger;
org.
org.

s1f4j.LoggerFactory;
springframework.stereotype.Controller;

.springframework.web.bind.annotation.RequestBody;
.springframework.web.bind.annotation.RequestMapping;
.springframework.web.bind.annotation.ResponseBody;

alibaba.fastjson.J50NObject;

{@RequestMapping(value = "/other™)
public class ReceiveController {

private final Logger logger = LoggerFactory.getlLogger(ReceiveController.class);

@RequestMapping(value = "/receive”)

@ResponseBody

public String receive(@RequestBody JSONObject requestBody) {
logger.info("receive requestBody = {1", requestBody);
return "208";

Figure 14- 14 Docking Example

Push Exception Record

® Delete

Select one or more push exception record and click Delete at the upper part of the list and click OK to
delete the selected. push exception record Click Cancel to cancel the operation or click Delete in the
operation column to delete a single push exception record.

® Re-push

If the data sync failed one time it will re-sync the data automatically to the software and device.

® Manual Push

Manual push is we need to sync the data from device to the software.
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System management

15.1 System Management

System settings primarily include assigning system users (such as company management user, registrar,
access control administrator) and configuring the roles of corresponding modules, managing database,
setting system parameters and view operation logs, etc

Operation Log

Step 1: Click System > System Management > Operation Log.

System | System Managament | Operation Log

Operatiar Tirne | 2022-05-01 00:00:00 To | 20250801 235553 Mare= QO &

Operalor Time 1P A M Cper Operation De Resw i

& W agin U8 2

adimin i 9718 Use User Login  User Login:ad, 5 22
2 5 User  Logowt  Logoul

Figure 15-1 Operation Log Interface

All operation logs are displayed in this page. You can query specific logs by conditions.

Refresh

Click Refresh at the upper part of the list to get the most updated version of the operation log.

Export

Export the operation log records, save to local. You can export to an Excel, PDF, TXT or CSV file. See the
following figure.

Export 4
Encrypt or not Yes No
File Format EXCEL 4
Data to Export All {max 100000 records)

Selected (max 100000 records)
Start Position 1

Total Records 100

Cancel

Figure 15-2 Export Option
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Database Management

Step 1: Click System > System Management > Database Management.

JZKEBio CVSecurity i % Q =min -
System Managsment o System | System Mznagement [ Databaze Management
Operation Log Operatar Lo+
R [ E:E

Area Ssttngs

Backup Elalus

Dparation

E-mad Managemant Wt

adm [
Diictionary Management

adm 4 W
Cis1a Cleaning

adm 4w
Audio File
Certificate Type i tw
Frint Template & W
System Monitoring admin o2 4 W
Farameters admin 2022-06-24 18:00:05 e L ow

Figure 15-3 Database Management Interface

All history operation logs about database backup are displayed in this page. You can refresh, backup
and schedule backup database as required.

Refresh
Click Refresh at the upper part of the list to get the most updated version of the operation log.
Backup Immediately

Step 1: Click Backup Immediately.

Backup database to the path set in installation right now.

Figure 15-4 Back up Immediately Option

&> Note: The default backup path for the system is the path selected during the software installation.
For details, refer to ‘Software Installation Guide’.

Page |511 Copyright©2022 ZKTECO CO., LTD. All rights reserved.



ZKBio CVSecurity User Manual

Backup Schedule
Step 1: Click Backup Schedule:

Figure 15-5 Back up Schedule Option

Step 2: Set the start time, set interval between two automatic backups, click OK.

FTP Server Setting

When send mode is FTP Send Method, FTP parameters should be set. The parameters are FTP Server
Address, Server Port, Folder Location, Username, and Password.

Figure 15-6 FTP Server Setting

Parameter Description

FTP Server Address Enter the address FTP Server Address E.g.: such as 192.168.1.10.

Port Enter the port number.
Folder Location Enter the Folder location.
Username Enter the Username of the FTP server.
Password Enter the password for the FTP server.

After configuring the FTP parameters, click Test Connection to test whether

Test Connection . -
the FTP server is communicating normally.

Table 15-1 Description of FTP Server Setting Parameters

After the setup is completed, click the OK button, save and return to the Database Management
interface.
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Area Settings

Area is a spatial concept which enables the user to manage devices in a specific area. After area setting,
devices (doors) can be filtered by area upon real-time monitoring.

The system, by default, has an area named Headquarters and numbered 1.

Refresh
Click Refresh at the upper part of the list to get the most updated version of the Aera setting page.

New
Step 1: Click System > System Management > Area Setting > New.
Step 2: Click OK to finish adding.

MNow o

Her <
Figure 15-7 Aera Setting
Parameter Description
Area Number Enter the Aera number. It must be unique.
Area Name Enter the aera name. Any characters with a length less than 30.
Parent Area Determine the area structure of system.

Table 15-2 Description of Aera Setting Parameters

Export

Export the operation log records, save to local. You can export to an Excel, PDF, TXT or CSV file. Click
Export See the following figure.

Export x
Encrypt or not Yes No
File Format EXCEL ¥
Data to Export All {max 100000 records)

Selected (max 100000 records)
Start Position 1

Total Records 100

Cancel

Figure 15-8 Export Option
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Edit/Delete an Area

Click Edit or Delete as required under Operation to go to the edit or delete page. Then click OK to
save the setting.

Import
If there is a personnel file in your computer, you can Import it into the system.

Step 1: Click Import

0
Fr

Area Mumber Area Mame

2 Refrash  oF Hew B Deleis T Exporl
T Dowrnioed area import iempiate

Figure 15-9 Import Interface

Step 2: Select the file format to be imported (default is Excel) and choose the file to be imported.

L)
i
=
3

Figure 15-10 Import Option

Step 3: If you want to download the sample template excel file for importing, click the Download
Area Import Template.

area import tamplate

Area Number Area Name Farent Area Number Farent Area Name Remarks

Figure 15-11 Aera Import Template

Step 4: Once the sample excel is downloaded, you can fill your data into it and save it. Then upload the
saved file.

E-mail Management

Set the email sending server information. The recipient e mail should be set in Linkage Settings.

Step 1: Click System > System Management > Email Management

Refresh

Click Refresh at the upper part of the list to get the most updated version of the Email management
page.
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Delete

Click Delete as required under operation to go to the edit or delete page. Then click OK to save the
setting.

Outgoing Mail Server Settings
Click System > System Management > Email Management > Outgoing Mail Server Settings.

Outgoing Mail Server Setlings X

Canczl

Figure 15-12 Outgoing Mail Server Setting

Note: The domain name of E-mail address and E-mail sending server must be identical. For example,
the Email address is test@gmail.com, and the E-mail sending server must be smtp.gmail.com.

Export

Export the operation log records, save to local. You can export to an Excel, PDF, TXT or CSV file. Click
Export See the following figure.

Export 4
Encrypt or not Yes No
File Format EXCEL hd
Data to Export All {max 100000 records)

Selected (max 100000 records)
Start Position 1

Total Records 100

Cancel

Figure 15-13 Export Option

Dictionary Management

Data dictionary management function, users can find the meaning of error code and self-check
software errors.
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Kay name Value

F Female

Figure 15-14 Dictionary Management Interface

System ! System Management [ Dictionary Management
Miadkike - Dictionany dessfication
Module Dictiomary classificalion
Sysl Gender
Systemr Gander

.
Data Cleaning

To save disk storage space, the expired data generated by the system must be cleaned up regularly

Click System > System Management > Data Cleaning. The data cleaning frequency can be set to
Day/Week/Month.

Record

This option helps you to set the frequency of retain the recent data of the access transaction,
attendance transaction, elevator transactions and visitor transactions etc.

Record
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Access Transactions *
Retains fie necent

Retains the recen|

Retains the recent

Patrol Transactions =

]

Figure 15-15 Record Interface
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Disk Space Cleanup

In this option you can set the frequency of the retains the recent and also clean up the selecyted days
data.

Disk space cleanup

I¥5 Alarm Photos®

Figure 15-16 Disk Space Cleanup Interface

System

This option helps you to clean up the system operation log, device commands and database backup
file.

System

System Operation Log ®

et the recent

Figure 15-17 System Interface
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Audio File

Click System > Basic Management > Audio File to open the following interface:

ZKBio CVSecurity i % 8 sdmin -
System Management i System | System Management | Audio File
Operation Log Fie Alias Q &
Dstaba=s Management
+ WD

Area Settings

E-mal Managemant
Dictionary Management
Dsta Cleaning

Figure 15-18 Audio File Interface

New

Step 1: Click System > System Management > Audio File > New, the following window appears:

Mew o

Cance

Figure 15-19 New Option

Step 2: Browse to upload an audio file locally. The file format must be in WAV or mp3 format and must
not exceed 10MB in size.

Parameter Description
File Alias (Name) Enter the file name. Any character, up to 30 characters.
Size After uploading the file, the file size is automatically generated.
Suffix After uploading the file, the suffix of the file is automatically generated.

Table 15-3 Description New option parameter
Refresh
Click Refresh at the upper part of the list to get the most updated version of the Audio file page.
Edit

Click the file name or Edit to edit the audio file details which support replacing the audio files and
editing the file name. The "size" and "suffix" automatically change depending on the size and type of
audio file being uploaded. After editing, click OK and Exit.
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Delete

Select the specified audio file to delete and click Delete. Then click OK to save the setting.

Certificate Type

The system initializes 9 certificate types. User can add the required certificate type for personnel and
visitor registration.

Step 1: Click System> Basic Management > Certificate Type.

System ! Syslem Management | Cerlificale Type

T ] m— =

L7 Refrash o+ Mew W Delates

Cartificates number Cartificate=s Name Operalions

a Others

Figure 15-20 Certificate Type Interface

Refresh

Click Refresh at the upper part of the list to get the most updated version of the certificate type page.

New

To add the certificates, click System > Basic Management > Certificate Type> New:

Certificate Name: Enter the certificate name.

Figure 15-21 New Option

Delete

Select the specified certificate to delete and click Delete. Then click OK to save the setting.
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Print Tempalate

You can manage the template for different cards: Personnel card template, Visitor receipt
template/Card template are all configured here. The system initializes 5 types of personnel and visitor
print templates.

Step 1: Click System> Basic Management> Print template.

System | Systam Managament § Print Template
Temg {ame O £
2 Refresh  oF Hew Bo
Template Hame Module Operalions
1 o D -
Wisitar print card| horizontal ) Yisitor :,i'_:
sitar prinl card itor o
Perzannal print card{harizontal) Perzonne =
Fersannal print card Persomna oI
Figure 15-22 Print Template
Refresh

Click Refresh at the upper part of the list to get the most updated version of the Print Template page

Add

Step 1: To add the certificates, click System > System Management > Print Template> New:

ey ]
Templale Hame [l
dodule Mame Dprsonn
- ront Verics Trnswerss e
I for Trarm [
Canc=l

Figure 15-23 New Option

Delete

Select the specified template to delete and click Delete.
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System Monitoring

The system monitoring function displays the server processor usage, host memory usage, processor
information, memory information, java virtual machine memory usage and other information.

Step 1: Click System> System Management > System Monitoring.

Current Information Caching Trend Information

Processor Usage PC Memory Usage jvm Memory Usage

e i
r’N £ )N

Processor Information Memory Information
Attributes. Walue Adtributes. Fhysical Host om
Caore Number 2 Total Space &GB 1.38G8
System Usage 4.015% Usa Space 5T1GE 1.14G8
Usar Usage 55.32% Femaining Space 230GE TITATME
Idle Rate 0% Usage Rale 71.36% 61.25%
Usage Rzle 60.33%

Number Of Threads: 231 system Information
id Mama Status Attributes Valus
14 Druid-ConnectionPoci-Create- 1304522887 WAITING & OF Name Windows Server 2019
15 Druid-ConnectionPoal-Destroy- 1304522867 TIMED_WAITING OF Architecturs amds4
17 Catalina-uiity-1 TIMED_WAITING Java Version 180 285
18 Cataling-utifty-2 WAITING JUM runtime Sdays 47min 485
12 contziner-0 TIMED_WAITING

=
] »

Number Of Network Ports: 1
Metwork Port Name ipwd Maximum Transmission Unit Maximum Spesd Receiving Speed Sanding Speed
Microsoft Hyper-W Network Adapter [10.205] 1500 50 Gbps 1.01KBps 2 52KBps

Figure 15-24 System Monitoring Interface
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Caching

This option helps you to know about memory information, Redis information, client information and
also current data base.

Client Infermation Redis Server Infermatien

Memery Infermation Statisties

Current Database:

Figure 15-25 Caching Interface
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15.1.10.2 Trend Information

This opton shows the graphical representation of processor usage , Pc memory usage and jym memory

usage.

Thread Number Trend "} Processor Usage <7 PC Memory Usage = jwrm Memory Usage

B % 4

0 %

0%

10 %

o9

4744 A4 A2@4 4344 A4l A4pd Addd 4%d 4504 454 4604 Afad

Afnd

System Performance
Trend

250 5

" Mumber Of Threads

S —

200 4

100

504

74 474

———

454 4524 4544 46w 4544

o
-f:'

4504

AT 474

Figure 15-26 Trend Information Interface
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Parameters

QR Code Setting
Step 1: Click System> System Management > Parameter > QR Code Setting.

QR Cede Setting

Enable QR Code

Greode Type

Spalic B eridsvis
Stalic

Walid Time:

i
dk

Figure 15-27 QR Code Setting interface

Step 2: Enable QR code Click System> System Management > Parameter > YES or NO for Enable the
QR code

Step 3: Enable QR code If YES click YES > Static. It will be fixed the QR information same manner for the
rest of time.

Step 4: Enable QR code If YES click YES> Dynamic > Valid Time. It will generate new QR code every 30
seconds.

Date Time Format Setting

Here you can set the date and time format.

DateTime Format Settings

Date

2022-01-01 -

Time

Figure 15-28 Date and Time Format Setting Interrface

Video Watermark
This option helps you to add watermark and tile to your videos.
Video watermark
Enable watermark
Ha Yes

Enable tiling

Ha Tes

Figure 15-29 Video WaterMark Setting
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15.2 Authority Management

User

New

This section describes how to configure Step to add an administrator user in ZKBio CVSecurity.

Step 1: In the System module, choose Authority Management > User.
Step 2: Click Add to pop up the new user interface.

Step 3: On the Add role page, set role rights as required, as shown in the below Figure and the below
Table describes parameters to be set.

Username”
Password®  seeees

Confirm Password™  sssses
State Enable -
Multiple Login

Maximum Number

Superuser State
Role -

Auth Department w
Authorize Area -

Email

First Name -~

Cancel

Figure 15-30 Adding User Interface

Parameter How to set up
User Name/Password You can customize the user’'s name and password used for login.
State Set whether the user can log in and operate the system.
Connection If this parameter is not selected, the number of simultaneous logins is not
Limit/Maximum Logins  limited.

This parameter specifies whether the user has all rights by default. If you

Superuser Status . . . . .
P click this parameter, the user is a super user, and no role is required.

Set a role for the user. The user has all Operation permissions configured for

Role
the role.

Authorize Department Authorization Sets the department permissions of the user.
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Parameter How to set up
Authorized Permission Authorization Sets the area rights that the user has.
Email Customizes this user’s mailbox, which can be used to retrieve the password.
The Name Custom sets the name of this user.

The Fingerprint

. . Register thi r's fingerprint.
Registration egister this user’s fingerprint

Table 15-4 Parameters for Adding a User
Step 4: Click OK to finish configuring the new user.

Edit/Delete
Click Edit or Delete as required.

Role

When using the system, the super user needs to assign different levels to new users. To avoid setting
users one by one, you can set roles with specific levels in role management and assign appropriate
roles to users when adding users. A super user has all the levels, can assign rights to new users and set
corresponding roles (levels) according to requirements.

Refresh

Click Refresh at the upper part of the list to get the most updated version of the user page.

New

Step 1: Click System > Authority Management > Role > New.
Step 2: Set the name and assign permissions for the role.

Step 3: Click OK to save.

4 Parsonnsi Access Atterdance acmid_modude Cansumptios Elevalor Visiloe Parking Partrd Enrance Cornro 3
* 3 Personnel

¥ 3 Card Management

Cance

Figure 15-31 Add Role Option
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Edit/Delete
Click Edit or Delete as required.

API Authorization

Refresh

Click Refresh at the upper part of the list to get the most updated version of the APl authorization page.

New

Step 1: Log in to the system (as the super user, for exaportal.min) to enter the software. Click System >
Authority Management > APl Authorization >New, which must be unique, and a client secret, which
will be used when the APl is invoked.

Step 2: Only when the client ID and secret are added can the next APl operation page be displayed
normally. Otherwise, the access is abnormal):

Lo

Cancal
Figure 15-32 API Authorization Option

Browse the API

After the client ID and secret are added, click Browse APl on the APl Authorization page to skip to the
API operation page (The page of the ZKBioSecurity system must be open for normal access of the API
operation page). This page provides multiple APIs.

ZKBio CVSecurity i O inin -
@ System Management 3 System | Authority Managemeant | API Authorization
3 s it et G g2
Authority Management !
User O Refrash T New @ Delete B Browse the AP
Fiole Client Id ci Cperal
siC 4 EABDO7OB4TEITEFC28FDI3DFFODA30EBRECERFICCABDAERBE1TD 2022 & £ W
Client Repister R = SR = = S = =
best 4ACBEBRO7FI722F820E032C1CACT 22FEQEIDDCB23098742AE1BA1FOG4COE 2022-05-10 12:48:50 £ W
Secunty Parametars

Figure 15-33 Browse the API
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ZKBio CVSecurity Fips-/20.115.34.80/z2piap-docs

AccDevice : acc device

AccDoor : acc door

Acclevel : acc level

AccReader : acc reader ShowiHide

AccTransaction : acc transaction ShowHide | List Operations | Expand Operations
AdMedia : ins adMedia ShowHide | List Operstions | Expand Operations
AttApply : att apply

AttAreaPerson :aft area person

Figure 15-34 ZKBIO CV Security API Interface

When APIs are invoked, URLs of all request APls must contain the access token parameter, whose value
is determined by the client key configured on the background (if there are multiple keys, only one is
selected), for example:

Request URL

http://11@.80.38.74:6066/api/accLevel /getById/2

Figure 15-35 Request URL
The access token parameter must be added when the APl is invoked (one request URL can be invoked):
http://localhost:8091/system/swagger/index.html?clientld=1653914953805#!/Person/getByPinUsingG
ET.
15.2.3.4 Edit

Click the Edit icon to edit the APl AUthorization details Enter the required Details.After editing, click OK
and exit

Edit b
Client id* |I-:.‘|'J|:
Cliertt Secret” EEBAFSICASDOTIRLTES

Figure 15-36 Edit Option

15.2.3.5 Delete
Select the specified Client id to delete and click Delete.Then Click OK to confirm the operation.

Frompt
Are wou surs you want to perfomn the delete
operation?

EE | conee

Figure 15-37 Delete Option
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Client Register

You can add client types for the system and generate registration codes for client registrations of each
module function. The number of allowed clients is controlled by the number of allowed points.

ZKBio CVSecurity i % B =mn
@g System Management 2 Sy=tem / Authorily Manasgemant [ Clisnl Register

4 Authority Management
User

Fole

AP Authorization &

Security Parameters

Figure 15-38 Client Register Interface

New

Step 1: Click System Management > Authority Management > Client Authorization > New to go to
the New page.

Figure 15-39 Add Client Register

Parameter Description

The value can be APP Client, OCR-Personnel, OCR-Visitor, ID Reader-
Client Type Personnel, ID Reader-Visitor or Signature- Visitor, Card Printing- Personnel,
Card Printing-Visitor.

The registration code for APP Client is used under Network Settings on the
APP login page and that for Print Card-Personnel is used under Parameter

Registration Code Settings > Client Registration. Only new registration codes added on the
server are authorized and one registration code can be used by only one
client.

Table 15-5 Description Add Client Register parameter
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Reset

To reset a client, select the client and click Reset.

Frompt

Cancel

Figure 15-40 Reset Option

Delete
To delete a client, select the client and click Delete.

Frompt

- - - - - o g - |
e WOl sune you wa 1t to pertoem the delele

operaton”

Figure 15-41 Delete Option
Click OK to delete the client.

Security Parameters

Click System Management > Authority Management > Set Security Parameters.

System / Authorily Managemeant | Security Parameters

Security Parameters

Login Verification Code

rilering &n error -

Default Password Strength

w

Mone Weak Medism

Failed Login
- | Tim
Account Will Lock
* | rminws
Fassword Valid Days(Day)
a0 -
Password Medification
Faroed 1o modify § -
ol Sevurity Pass
Secure Password Authentication Interval
k
Hane -

Figure 15-42 Security Parameter Interface
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® Login Verification Code Setting

It includes None, always prompt verification code, Prompt after entering an error.

Do not open verification code: The system allows no verification code

Open verification code: Users must fill in the verification code when logging in to the software.

Open after input error: The system will pop-up a verification box after filling in the wrong Username
and password.

® Password Strength Setting

The path is System -> Authority Management-> Set Security Parameter.

Default Password Strength

Mo Vimak Madisn SETrQ

Figure 15-43 Password Strength Option
® Lock Account

The account will be locked if user fails to login the system as per the software setting. For example, if
the system allows user fill in wrong username and password for 2 times. The system will be locked for
10 minutes after exceeding 2 times of operation.

Failed Lagin
5 = | Teneis
Account Will Lock
Figure 15-44 Lock Account
® Password Valid Day (s)

Users can set the validity as 30days, 60daysor permanent. If password gets expired, user cannot login to
the system.

Password Valid Days|Day)

a0 -

Figure 15-45 Password Valid Days
® Password Modification
There are 2 options that user can set. Not mandatory and forced to modify the next time you login.
Not mandatory: The system does not need to modify the initial password.

Forced to modify the next time you login: It is compulsory to modify the initial password after the
second login.

Password Modification

Figure 15-46 Password Modification Option
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® Secure Password Authentication Interval

Secure Password Authentication Interval

Hone -

Figure 15-47 Secure Password Authentication Interval

15.2 Communication Management

Device Commands

Step 1: Click System > Communication Management > Device Commands, the commands lists will
be displayed.

" Ri~ E e

[{JZKBio CVSecurity i % @ =imin

82 system Management N System / Communication management { Device Commands

@ Authority Management Subimit Time From Ta Sorial Nurnber Back To Resuits »|  More Q &

7 Communicationmana... 3 Refrash @ Clear Commands T Expor

o lla} Serial Number  Cantent lmmed.. Submit Time Return Time Returne...  Remarks
743 CHIF201780745  DATA QUERY tablename=iransaction, fielddesc=" filler=NewRe @ 2072-08-03 00:00:47 2022-06-03 00:01:17 1110
Communication Device

792 CRIF201760745 SET OPTIONS DateTime=726018247 L] T 2022-08-03 00:01:17 -1110

Producs

Authorized deviee 79 CLE3IZ202960014 DATA QUERY 2022-0

Communicstion Monitor 790 CLB320296800%4 SET OPTIONS DateTime=726018232 2022-08-03 00-00:32 2022-08-03 00:00:34 0©
5758204800001 DATA QUERY lablename=1r e filter=NewRe & 2 03 00:00:17 2022-08-03 00:00:47 1110
TR 5753204800001 SET OPTIONS DataTima=726018217 ] 2022-08-03 00:00:17  2022-08-03 O0:00:47 -1110

Figure 15-48 Device Comand interface

If the returned value is more than or equal to 0, the command is successfully issued. If the returned
value is less than 0, the command is failed to be issued.

Export
Export the command lists to the local host. You can export it to an Excel file. See the following figure.

Device
Commands
_{Immediately Cmd |

D _IrﬁEterial_N_u_mher | Content Submit Time Return Time | Returned Value

DATA UPDATE
userauthornize
Pin=2AuthanzeTi

20100501955

mazoneld=1M1h
orizeDoord=1

Pin=1authonzeTi

mezoneld=1Auth
anizeDoordd="

false

200171216
10:51:15

20171218
10:51:21

1502

20100501955

OATA UPDATE
mlcandusar
Pin=2CardMo=5d
ecl2lossCardFla
g=0CardType=0
Pin=1Cardhao=44
12cilossCardFla
g=0CardType=0

falae

2017-12-18
10:51:14

2017-12-18
10:51:21

Figure 15-49 Export File
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Refresh

Click Refresh at the upper part of the list to load new temporary Device Commands.

Clear Commands

Click Clear Commands to Clear the command lists.

Communication Device

Step 1: Click System > Communication Management > Communication, you can view all equipment
information and communication in the system. Detailed information such as accessed module, serial
number, firmware version, IP address, communication status, and command execution can be viewed.

Sysiem | Communication managemenl ! Communication Device

Mol Durvice Serial Mumber D Mame More = o
:';-:7,." w”-_: B view autharized device
Madule Device Serial Device Firmware Devica Mame Device IP A Subret Mask | Galeway Enable Stalus Executary Command C
acc CLEL202860188 ZAMITO-MF-1.5.12-TI-T364-01 ProFace X[TI] 10.10.20.73 10.10.20.1 ] Offline 3l
ace STSA2048 00001 ZAMITO-NF-Veri.B8.17 xFacef0d 102 168 134.1  255.256.255.0 192 16A.134.1 O Oiflime 12
ace CRJF201TEOT4S ZAMITO-MF-Veri.5.7 SpeedFace-W3 10.10.20.144 255.255.254.0 10.10.20.1 o Offline 29
ins CEWD 05060010 3.5.74 FaceMiosk-H1! 121.12.147.15 (] 3

Figure 15-50 Communication Device Interface

View Authorized Device

View the authorized device information.

View authorzed devios ®

IP Address IJ— Dipwice Type Device Seral Mumber C &
IP Address MAC Address Subnet Ma Gateway Addr Serial Number  Module Server Address Device Type Communic
680,249 185.11 GEET21340000° att o
192.168:2:179 256_256.265.0 192.188.2.1 CMWHN214TE00 acc SpeedFace-vE @
192 186.1.219 ZB6_256.255.0 192.188.11 BE06205100007 acc Speediace-va @
171.103.248.1 CGEGEG1931600 pos ProMerc-10 =
192 1686.134.1 256_256.265.0 192.168.134.1 ST58204B0000° acc uFace&00 &
0:0:0:0 ZB6.256.255.0 192.188.0.1 AYGZ19168000 acc ProCaplurs-W @

A.14.186 256.265.255.¢ 10.8.14.1 BRID2016E6014 acc nBI04E0 Pro @
0.0.0.0 CHN72 1606000 @
0.0.0.0 2022053112 -]
1921660141 255_256.255.¢ 192.183.0.1 CLEIZ0296001 acc ProFace X[TI| o

3
1-1B 50 rows per page - Jump Ta 1 1 Page Total af 18 records

Figure 15-51 View Authorized Device Interface
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15.3.2.2 Refresh

Click Refresh at the upper part of the list to load the new temporary Communication Device.

15.3.3 Product

Step 1: Click System > Communication Management > Product, and the product lists will be
displayed.

(JZKBio CVSecurity %

2 System Management 5 Sy=tern | Communicalion management | Product

@ Autharity Management > Product Names Pradurt mode L5 ] e

' Communicationmana._. i Refresh S New B Delete

e i Praduct Name Praduct code Creation Time Remarks Dperations
Dievice Commands
i B LPR-300 Bangalo dlaaxcBl&YEMajnE7IL 2022-07-04 12:06:38 £ W
LPRCA00-XIAME! 2RWBriSPydBaMsRYMFci 2022.07-16 03-35:23 2 W

Authorized device LPR-TEST gLSkpDxAXHazswownAre 2022-07-22 08:07:04  for best connect £
Communication Manitor best FeN7Mn Oyl S&wDEITSHM; 2022-07-26 06:13:59  best communicatian A

Figure 15-52 Product Interface

15.3.3.7  New
Click System > Communication Management > Product >New, to add the new product name.
e 1

Product Narne”

Remarks

o IS

Figure 15-53 Add Product Option

15.3.3.2 Delete
Click Delete to delete the Product Operation.

Prompt

Arg wou sure you want to perfom the delete
operation?

Figure 15-54 Delete Product Option
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ZKBio CVSecurity
Edit
Click Edit to delete the Product information.
Ed W
b= ucl M LER
Produc] code dlaaxeBI Y EREnETIL
Therraari

Cancal

Figure 15-55 Edit Product Information

Authorized Device

Click System > Communication Management > Authorized Device, and the product lists will be

displayed.
JZKBio CVSecurity i # @ simin -
@ System Management § System | Cammunicatian managemant | Authorized device
@  Authority Management 5 Sl M a @
Communication mana...
B e e secret Praduct name Product code Module Whether to...  Remarks o
Communication Device i e
Froduct pa @
-]
L

Communication Monitor

Figure 15-56 Authorized Device Interface

New
Click System > Communication > Authorized Device >New, to add the authorized product device.

Herw x

Cancel
Figure 15-57 Add Authorized Device
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15.3.4.2 Export Key File

Click System > Communication > Authorized Device, Select the protocols to export and click the
Export Key File, to export the key file of the authorized product device.

Figure 15-58 Export Key Option

15.2.5 Communication Monitor

Click System > Communication > Communication Monitor, and the communication mode will be
displayed.

[JZKBio CVSecurity 3 = 6 =mn -

@& System Management System | icati b ication Monitar

@  Authority Management > _ ) Adms Service Settings
Alins g8 Server Side Network Condition

@ Communication mana...
Adms Service Port

Device Commands |
Communicstion Device Ak Tre cumenl port s for devios enmemunicaion serace, if thens = 2 network rappng for e
sorjice port, please refer o e actkusl mapped por

Produet P Z

Project control file version
Authorized device Hans
G icati it issi

() Mo (& Yes

Server Side Network Condition

Whether the Internet connection is normal

Yos

Figure 15-59 Communication Monitor
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4 Third Party Integration

LED Device

The system integrated outsourcing LED equipment (control card: lumens 3200/4200), provides a
window to display data; it can provide customers personnel in the access area quantity statistics, real-
time information about personnel going in and out and personnel information in the area, etc.

[JZKBio CVSecurity % 6 admin -
B2 System Management > System | Third Parly Integration oD
@ Authority Management o e | = s
@ Communicationmana... 3 3 Refresh ZF New @ Delete (3 LED Data [ Manually defined content (8 Synchronize All Data to Devices 5% LED Template Mansgement
De H 17 P Def 5 Ser Enab Dist LED Tit Crperal

Third Party Integration .-
Digifort Camers
Line Motfication

AD Management

SME Managernent

Figure 15-60 LED Device

New

Step 1: Click System> Extended Management> LED Device> New. The page is displayed as follows:

Hew =
- |
o -
Crefaull P c or
RS = 255 55 -285
2558
D d o =
Block Layou
Cancel

Figure 15-61 Add LED Device

Parameter Description
Device Name Enter the name of the LED device.
IP Address Enter the IP address of the LED device.
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Port Enter the port number. The default communication port is 5200.
Default Pass Code Displays the pass code. The default value is 255.255.255.255.
Screen Width Width of the dot matrix (resolution).
Screen Height Height of the dot matrix (resolution).

Select whether to display the title. If the parameter is left blank, the title is
not displayed.

Number of blocks that the LED is divided into (Note that the blocks do not
contain the title and system time blocks).

LED Title

Block Number

It will display time on the LED screen. Once you select it, you will find two
Show Time options to choose from: Single Line and Multiline Display. Choose according
to your choice.

By default, this parameter is selected. You send data to the LED in the access
control module only when you select this parameter. Otherwise, the content
to be sent needs to be manually defined.

Automatic Distribute
Data

Delete Data in the Device

When New Delete the original data in the device when adding an LED device.

Table 15-6 Description Add LED Device Parameter

After you click Block Layout, the following box is displayed:

Block Layout

Block1 (1280%180)

Block2 (1280%180)

Block3 (12807180)

Blockd (1280™180)

iy

4 7 Block Layout =
|| Block1
T Black2 From X 0 LRl Width 1280 » po
|| Block3 FromY: 0 T opx Height 180 » px
1 Blockd Font 12 v |m Display EMect: | Diplay In »

Figure 15-62 Block Layout
= Notes:
Parameters must be set for each block.

The height of each block must be equal to or larger than 12. Otherwise, the letters cannot be
completely displayed.

The total height of all blocks cannot be larger than the screen height.
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Delete

Click a device name or Delete under Operation in the device list and click OK to delete the device or
click Cancel to cancel the operation. Select one or more devices and click Delete above the list and
click OK to delete the selected device(s) or click Cancel to cancel the operation.

LED Data

LED data option let you view the details about outsourcing LED equipment such as zone device block
details etc. user can add new LED data in this interface also.

Figure 15-63 LED Data

Manually defined content
Select a device and click Manually Defined Content. The page is displayed as follows:

Manually defined content

Device Mame 192.168.214.138

block-1

block-2

block-3

Figure 15-64 Manually Defined Content Option
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&Notes:

At least one block must be selected for the distribution of manually defined content.

After the manually defined content is selected, the access control module cannot send data to
the LED device.

Contact the technical support team for the intermediate table, line notification, active directory
page, and other materials.

LED Template Management

Through this function, you can create a template for the blocks. This template you can directly use at
the time of adding an LED device. When you are adding an LED device, then after defining the
dimensions of the block, you will be prompted to save the template as shown below:

LED Ternpdate Management

i
{
o
[+

Figure 15-65 LED Template Managemnt

Synchronize All Data to Devices

Synchronize the LED block layout and LED data set in the system to the device. Select a device, click
Synchronize All Data to Devices, and then click Synchronize to synchronize the data.

Edit

Click a device name or Edit under operation to go to the edit page. After editing the device, click OK to
save the setting.

Enable/Disable
Select a device and click Enable/Disable to start/stop using the device. If the device is enabled, data is
transmitted to the device. Otherwise, no data is transmitted to the device.

Restart

After you restart the device, the LED control card system will be restarted, data on the screen is cleared
and data saved in the system is restored. After the device is successfully restarted, click Synchronize All
Data to Devices to display all distributed content on the LED screen.

Page |540 Copyright©2022 ZKTECO CO., LTD. All rights reserved.



ZKBio CVSecurity User Manual

Modify IP Address
Modify the IP address of the device. The default IP address of the control card is 192.168.1.222.

Digifort Camera

It's integrated with third-party camera management system and the client uses “Digifort” to manage
the cameras.

Sync with Server

It will help you to synchronize device with the server.

Delete

Click Third Party Integration > Digifort Camera, then select a Device Name, and click Delete > OK to
delete.

Prompt

2

Operacion

Figure 15-66 Delete Option

Parameters
Click Third Party Integration > Digifort Camera > Parameters > to update the server details.

Figure 15-67 Digifort Camera Device Parameters

Parameter Description
Server Type By default, the server settings “Digifort”.

Server IP Enter the Arteco Server IP.
Server Port Enter the Arteco Server Port.Default value is 8601
Username Enter the Arteco User Username.

Password Enter the User Password.

Table 15-7 Description Digifort Camera Parameter
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Line Notification

Click System > Third Party integration > Line Notification to enter the interface:

[{JZKBio CVSecurity & % & aamin -
@ System Management > System | Third Parly Integration | Line Notification

@ Authority Manapemant > rame Sl

® Communication mana... 3 {3 Refresh Set Contzcls ¥ Mew

Third Party Integration -

LED Device

Digifort Camera

AD Mmoot

Figure 15-68 Line Notification Interface

Refresh

Click Refresh at the upper part of the list to load the new temporary line Notification.

Set Contacts

Step 1: Add Line Integration. Log in ZKBio CVSecurity and go to System > Third Part Integration >
Line Integration, then click Set Contacts.

(JZKBio CVSecurity i % © amin -
@ System / Third Party Integration / Line Notification

® Name Q <«

@ & Refresh Set Contacts =+ New @ Delete

Name Event Point Message T Notification Set Valid Ti Message H Message Tail Eff. Remarks Contacts Operations

Figure 15-69 Set Contacts Option

Step 2: After the windows is displayed, please click New.
Set Contacts x

Contacts | | ey fo

/

 Refresh  # New T Delete
Contacts Authorization Code
Figure 15-70 Add Contacts Option

Step 3: After the windows is displayed, please click Click to enter.

New x
Contacts*
Authorization Code*
Click to enter the line page and get the token: Click fo enter ”—’
Cancel

Figure 15-71 New Option
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Step 4: Line web page, please use the account and password of line to log in.

LINE

iz ERA_MEBET

3?7

Figure 15-72 Line Interface

Step 5: After login, slide down and click Generate token.

From: ISP ecc
To: young —

Generate access token (For developers)

By using personal access tokens, you can configure notifications without having to add a web service.

.

LINE Notify AP| Document

Figure 15-73 Generate Token option

Step 6: Fill in the name of token and select the group you created earlier, then click Generate token

Note: The group you selected is used to receive Line-linked messages, please make sure that the group
members do not disclose information security.

Page |543

Generate token

Please enter a token name to be displayed before each
notification. /
Hh

Select a chat to send notifications to

' =0T | CHELWIN I LINT 8oy 0

°Hh -

can allow a third party to obtain
s your profile name

Note: Revealing your personal access fok
the names of your connecled chats as we

Generate token

Figure 15-74 Generate Token Option
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Step 7: Please click Copy.
Your token is:

= (25d8rCv

If you leave this page, you will not be able to view your newly
generated token again. Please copy the token before leaving this

page

Figure 15-75 Token Interface
Step 8: Back to ZKBio CVSecurity > System Page, paste the Authorization Code and fill in Contacts.

\ New *®

Contacts*® | |

Authorization Code*

Click to enter the line page and get the token: Click to enter

Cancel

Figure 15-76 Add Contact Option

15.4.3.32 New

Step 1: Click Third Party > Line Notification > New to enter the Add Levels editing interface:

Maw x

Molification Type” =
Mame'* !| |
Ewent Poinl ZKT_Korma-1 B
Meszage Type Al e
Serl Valid Time ol - o0 t 215G _'_t__l
Message Head
Rleseage Tail
Effective Enahils o
Remarks
Conlacts” -

Lok MU

Figure 15-77 Add Line Notification

Step 2: Fill in all the required details and save. Once saved, you will get the template at the Line
Notification device adding interface.

15.4.3.4 Delete

Click Third Party > Line management, then select a receiver, and click Delete > OK to delete.
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AD Management

Server Configuration

Step 1:In the System module, select Third Party Integration > AD Management.

Step 2: In the AD Management interface, fill in the Server Configuration as required in the details
below.

System ! Third Party Integration / AD Management

Server configuration
AD field setting

Synchronize permission group inf...
Server address i o
AD data timing import

Idap:flocalhost:389

User name

Password

Domain node

Figure 15-78 Ad Management Interface

AD Field Setting

Step 1:In the System module, select Third Party Integration > AD Management.
Step 2: In the AD Management interface, fill in the AD field setting as required in the details below.

AD field setting

Database Fields Import AD fields

Personnel ID - Description -
First Name = name bt

Last Mame - Last name -
Department Mame = Department »
Mabéle Phone - Maokile -
Emai it Ema -
— Sl p— - ®

Figure 15-79 AD Field Setting
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Synchronize Permission Group Information

Step 1:In the System module, select Third Party Integration > AD Management.

Step 2: In the AD Management interface, fill in the Synchronize permission group information as
required in the details below.

Synchronize permission group information

Synchronization penmission group

Synchronize members in permission group

Domain Node

Figure 15-80 Synchronize Permission Group Information

AD Data Timing Import

Step 1:In the System module, select Third Party Integration > AD Management.

Step 2: In the AD Management interface, fill in the AD data timing import as required in the details
below.

AD data timing import

Incremental synchronization (minutes)

Global synchranization

Every | 3 Day a Dois

Figure 15-81 AD Data Timing Import
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SMS Management

The SMS Management feature helps in sending text messages to the personnel in case of any access or

elevator event. If the checkbox is selected, the message will be sent to the corresponding person.

| @zKe CVSecurity i # &
@ System Management » ¥
@ Authority Management 3 Spcemy

@ Communication mana... »

Third Party Integration -

LED Device
Digifort Camera
Line Notsfication

AD Manzgement

Figure 15-82 SMS Management Interface

Refresh

Click Refresh at the upper part of the list to load a new temporary SMS Management.

Delete
Click Third Party > SMS Management, then select a receiver, and click Delete > OK to delete.

SMS Parameter Settings
Supports sending text message to Personnel once any access or elevator event occurs.

After selecting the checkbox next to the Mobile Number, the system will send an email to the relevant
person once access or an elevator event occurs.

SMS Pars

SMS Parametar Sellings X

apge Modem-ShS

Cancel Canes|

Figure 15-83 Modern SMS Parameter Setting Figure 15-84 AWS-SMS Prameter Settings
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FaceKiosk
16.1 Facekiosk i
6.1 Facekiosk Device
Device
FaceKiosk Device 3 FaceKiosk / FaceKiosk Device / Device
: Device Serial Number || Device Name Q <€
Set Attendance By Area
G Refresh @ Delete  Q Search & Control 8 View / Get T Clear Device Data
Set Attendance By Person
Device Serial Number  Device Name Device Model IP Address Area Name Enabled Status Register... Persennel Commands to be E Operations
CGWD205060010 CGWD205060010 FaceKiosk-H13A 192168 134103 Area Name Offline 4 3 2 uw B

Figure 16-1 Device

Delete

Select one or more devices and click Delete at the upper part of the list and click OK to delete the
selected facekiosk device. Click Cancel to cancel the operation or click Delete in the operation column
to delete a single device.

Search Device
In the tool bar, select the “Search device” menu. Add the device to the software server.
& Note: User need to entry the hardware deivce and setting some paramter which is supported to
setting the software server address.

Control

Click FaceKiosk Device > Device, then select Control to Enable/ Disable, Reboot, synchronize software
Data, and Issued QRCode Address of the device.

Function Description
Select device, click Disable/ Enable to stop/ start using the device. When
communication between the device and the system is interrupted or device
Enable/ Disable fails, the device may automatically appear in disabled status. After adjusting

local network or device, click Enable to reconnect the device and restore

device communication.
Reboot Device

Synchronize software
Data to the Device

Issused QRCode Address

It will reboot the selected device

Synchronize data of the system to the device. Select device, click
Synchronize All Data to Devices and click OK to complete synchronization.

Select the Issused QRCode Address.

Table 16-1 Device Control
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View / Get

Click FaceKiosk Device > Device, then select View/Get to Get Device Option, View Device Parameters,
Reupload Data, and to Gets the Specified Person Data.

Parameters Description
. . [ h mmon parameters of th ice. For mple, he firmwar
Get Device Option tggtst e common para eters of the device. For example, get the firmware
version after the device is updated.
View Devi . .
ew Device Show the capacity detail.
Parameters

Select the device in which you want to upload data. Click to enter the check
box to upload the data type: attendance record/personnel
information/attendance photo, click the confirmation to get such
information again from the device.

Reupload Data

Gets the Specified

Person Data It gets the Specified person Data from the device.

Table 16-2 Device View/Get

Clear Device Data

Click FaceKiosk Device > Device, then select Clear Device Data to clear Device Command, Verificaton
Photo and Validation Record.

Parameters Instruction

Select the device to be cleared. It clears the operation command issued by the

Clear Device Command 3 .
software in the setting.

Select the device. This function will clear all the verificationn photo records

Clear Verification Photo P T i

Select the device. This function will clear all the validation data records from

Clear Validation Record (A

Table 16-3 Clear Device Data

Edit

Click advertisement resources or Edit in the operation column to go to the Edit page. Make
modifications and click OK to save modifications.

Set Attendance by Area

Click FaceKiosk > FaceKiosk Device, then Select Set Attendance by Area.
ZKBio CVSecurity i &

FaceKiosk Device . FaceKiosk / FaceKiosk Device / Set Attendance By Area

Area < Browse Personnel XMBelong Areas
Device

Set Attendance By Person

rea Number  Area Name Personnel Quantity  Operations Personne 11D First Name  LastName  Department

Figure 16-2 Set Attendance by Area
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16.1.2.1  Synchronize People in the Area

Click > FaceKiosk > FaceKiosk Device > Set Attendance by Area, then select Synchronize People in
The Area.

Click OK to save and exit.

Prompt

Are you want to perform the Synchronize
People In The Area operation

Figure 16-3 Set Attendance by Area

16.1.3 Set Attendance by Person

Click > FaceKiosk > FaceKiosk Device, then Select Set Attendance by Person.

FaceKiosk Device o FaceKiosk / FaceKiosk Device / Set Altendance By Person
Devi For regional editors < Browse Personnel rajBelong Areas
avice
Set Attendance By Area Personnel 1D | | Name | omorer Q @ areahumber| | Areaname| ] lale

Set Attendance By Person

© Refresh O Refresh @ Delete the area
Personnel ID First Name Last Name Department Name  Operations Area Number  Area Name
10002 raj h hr B " i & Area Name
10001 Department Name [+

1 tang oP1 Department Name (]

0527 Department Name ~ [#]

2 tst Department Name  [*]

Figure 16-4 Set Attendance by Person
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Media Advertisement Resources

Advertisement Resources

Click > FaceKiosk > Media Advertisement Resources, then Select Advertisement Resources.

In the Advertisement resouces module, it can support to create/edit/delete advertisement resources.

Add (New)

Support to upload some new advertisement resources to software server.

New x
Medium Type™ Image -
Media Resource Type Local Resource -
Media Name® [
File Upload™ == Not Uploaded
Cancel

Figure 16-5 Media advertisement Resources

Edit

Click device name or Edit in the operation column to go to the Edit page. Make modifications and click
OK to save modifications.

Delete

Select one or more advertisement resources and click Delete at the upper part of the list and click OK
to delete the selected advertisement resources. Click Cancel to cancel the operation or click Delete in
the operation column to delete a single advertisement resource.

Advertisement Settings

Click > FaceKiosk > Media Advertisement Resources, then Select Advertisement Settings.
This module support to create Edit and Delete the advertising.

ZKBio CVSecurity i %
FaceKiosk Device > FaceKiosk / Media Advertisement Resources / Advertisement Settings

FaceKiosk Device < Ad
Media Advertisement ...

Device Name < Wedia Name &
Advertisement Resources 2 i 2l
G Refresh G Refresh W Delete

Device Serial Number ~ Device Name Operations Media Name Medium Type

CGWD205060010 CGWD205060010 gl test Image

Figure 16-6 Advertisement settings
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FaceKiosk Reports

Verification Record

Click > FaceKiosk > FaceKiosk Reports, then Verification Record to view specified events in
specified condition.

g FaceKiosk Device > FaceKiosk / FaceKiosk Reports / Verification Record

@ Media Advertisement ... > Time From | 2022-05-05( To 2022-08-05 2 Personnel ID Name More Q ¢

FaceKiosk Reports v & G Refresh 1 Export

[F Department Name Personnel ID  First Name Last Name Department N...  Area Name

[ Development
B hr
4 B3 testd
b [ tests
» [ test?

Figure 16-7 Verification Record
Export

Export the operation log records, save to local. You can export to an Excel, PDF, TXT or CSV file. Click
Export See the following figure.

Export

Figure 16-8 Verification Record
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Hotel System

It provides hotel service management functions covering check-in, overstay, check-out, rate settlement,
and lock setup and management.

It helps you quickly understand how to quickly navigate to specific function pages and configure and
use the hotel management software.

17.17 Device Management

For communication between the system and device, data uploading, configuration downloading,
device and system parameters shall be set. Users can edit access controllers within relevant levels in the
current system; users can only add or delete devices in Device Management if needed.

Device

Step 1: In the Hotel module, select Device management > Device.
Step 2: On the device interface, click the Search button to pop up a search box.

Step 3: Click “Start Search" in the search box to display the Access Devices that can be added, as
shown in Figure 17-1.

Search x
o device found? Download Search Tools to Local Disk
Searched devices count:1
Total Progress 1907 Number of devices added:1
IP Address Device Type Serial Number
IP Address MAC Address Subnet Mask Gateway Add... Serial Number Device Type Set Server Operations
192.168.134.168 255.255.255.0 192.168.134.25¢ CN3M212460001 TDBO8M-TI/M This device has bee

Figure 17-1 Device Search and Add Interface

Step 4: Optional: Modify the IP address of the Access Control device, click "Modify IP Address", the
device will be restarted after modifying the IP address, and the IP address modification will be
completed after the restart.

Step 5: For the searched devices, click the Add button in the operation bar to add the device.

Step 6: Click OK to complete the operation of adding devices. After the operation is completed, the
device will restart, and the device will be added after the restart is complete.

Step 7: Click Close to close the device search and add interface.
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JZKBio CVSecurity & 3 O aim

Device Management W Hetel | Device Management | Device

Gateway ¢ Lock
Gateway Name Gatewsy MAC Address Q & Lock Mame Lock MAC Address

{ Refresh (Ot Search W Delste =+ Enable Fairing Mode =+ Disable Fairing Maods > Refresh (@ Sync Time

Gatewsy Name Gateway MAC Addr... Fairing 5ta... Gateway 5t. Cperations Lock Name Lock MAC | Rod

Figure 17-2 Device Interface
® Enable Paring Mode

Select device, click Enable to start using the device. When communication between the device and the
system is interrupted or device fails, the device may automatically appear in disabled status.

® Disable Paring Mode

Select device, click Disable to stop using the device. When communication between the device and the
system is interrupted or device fails, the device may automatically appear in disabled status. After
adjusting local network or device, click Enable to reconnect the device and restore device
communication.

® Synchronize Time
It will synchronize device time with server’s current time.
® Emergency Unlock/ Cancel Emergency Unlock

A master card can be used to unlock all the rooms of the hotel within its validity period. By
default, Disable Indoor Locked is selected. You can specify whether to enable the Always Open
mode. And you can cancel the by clicking Cancel Emergency Unlock.

® Get Unlock Records
Select device, click Get Unlock Records to start using the device. We can get the unlock doors records.
® Enable

Enable the device. Only enabled devices can be normally used. Select the device to be enabled and
click Enable.

® Disable
Disabled devices cannot be normally used. Select the device to be disabled and click Disable.

® Delete

Select one or more locks to be deleted and click Delete to delete lock in batches.
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Room Management

Room Monitor

The function allows users to handle room services and check the hotel room occupancy, such as the
total number of rooms, number of available rooms, and number of available rooms of a specific room

type.

Step 1: In the Hotel module, click Room Management > Room Monitor.
Step 2: You can view relevant monitoring card and data statistics in the monitoring room interface, as
shown in Figure 17-3.

([{ZKBio CVSecurity i % @ aomin

5 Hotsl/ Room Mansgement / Room Monitor

¥ Roomstaus A o ® NestsCieaing (0 ® Cheskedn () © Owrstyed (1) © Mananng () @ SopUse (0]
ore DalyRent (@) ByHow () Room Senice ©  Dodelok () buein @ Dot @
Buiding — - Fior - | RoomType [ ] [ Gea

Checkn Information
First Name:

Phone Number
Check-in Time:
Gheck-Out Time:
Days to Stay:

Guest Count.

Room Information
Notes:

Devic:

Room Type:

Figure 17-3 Room Monitoring

Reservation
You can check the check-in and reservation status of all rooms in a specified period and process room
reservation.

Choose Hotel Management > Room Management > Reservation. The page shown in the following
figure appears.

Guest Mame™
Room 201, 18 2018 2018 2018 2018 2018 2018 2018 2018 2018 2018 218 2018 Last Mame
04-0; 4-06 | 0407 | 0408 | 0408 | 0410 | 04-11 0412 | 0413 | 0414 | 0415 | 0416 | 0417 | 0415 L
Mobile Phone™ Q
Test Building 15t - 1| Certificate Type P v
Test Room fype
Certificate Numbar
Test Buildingst3 Booking Metind |Tetephone b
Test Ro [ ) |
st Room fype Reservation type* Persan v
5 Company name |
Test Building1st.
Test Room fype

Test Building1st4
Test Room type
Room FloonF Room Type  Check-In Time Check-Qut

Hame Time

Test Building1st3
Test Room type

Test Building 1si8
Test Room type ﬁ
Test Building 1517

Test Room type

Test Building 15t
Test Room type

Test Building 15t
Test Room tvoe 2 L - -
Ll F

Building No-Floor No Test Building-1st Max. Guest Humber 2 Cerfificate Type

Room Type Test Room fype Mobile Phone Cerlificale Number I I,m_;‘:;.;; ;..E'E al E.,

Figure 17-4 Reservation
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(Available dates): By default, a 15-day period (starting from the current system date) is displayed. You
can change the displayed period with the Reservation Date Range parameter on the Hotel Information

page.
The room reservation time ranges from 12:00 on the reservation start date to 12:00 on the reservation

due date. You can change the time point with the Default Check-Out Time parameter on the Hotel
Information page.

(Available rooms): All rooms in the hotel are displayed. You can specify the start and end time and room
type to query for a required room.

Room status indicates that the room can be reserved for the time period.
Room status indicates that the room is occupied in the time period and cannot be reserved.
Room status indicates that the room has been reserved for the time period.

&Note: If a room is used by guests, and will be checked out in the reservation period, the room will be
displayed among the available rooms, but cannot be reserved before it is checked out.

Guest information of the reservation.

Information about the rooms selected for reservation.

Reservation process

Step 1: Click the room and date for reservation. The selected date of a room turns into red as n You can
click the room and date again to cancel the selection. You can select multiple rooms of the same date,
multiple dates (continuous only) of one room, or multiple dates (continuous only) of multiple rooms.
After selection, the information about the selected rooms are listed in 4 in the right part of the
Reservation Center page.

Step 2: Fill in the guest information, including the name, mobile phone, certificate number, and the
booking method (telephone or reception desk).

Step 3: Click Save.

Reservation List

You can query, edit, delete, and handle check-in for a reservation.

Choose Hotel Management > Room Management >Reservation List. The page shown in the
following figure appears.
You can also enter the guest’s name and mobile phone number to query for a required reservation.

ZKBio CVSecurity %

2 om

Figure 17-5 Reservation list
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Managing Check-in

Select the guest’s name of a reservation, click Check-In under Operations. The Individual Check-In

page appears.

(JZKBio CVSecurity i %

———a—]

L, Makile Ph
" Device Management 3 | Cvetteme atile Phore

The current query condifians: None

Room Management w % Refresh [ Delele
L Guest Name Mobile Number Booking Method
Room Monitor

Raservation

1. Select Guest

o Guestd 3214555874 Telephone:

Reservation type

®

Reservation Time Cperaticns

2018-04-05 17.54:15 Check-In Edil Deinie

Figure 17-6 Manage check -in

Room Mame* Test Building 1512

Home Address

Checkin Type* (® Daily Rate Room
Stay Days™ 1

Check-In Time 2015-04-06 10:08:20
Discount { % )

Deposit Amount® 1000

Certificale Type® D

Cerificate Number® 54445242

Guest Mame® Guest?

Last Mame Xy

Gender s

Mobile Phone 3214569574

Booking 3214569874

E-Mail

Emergency Contact Please enter mobile phon

Individual Check-In

@

) Hourly Rale Room

{Optimal Size 120%140).

Browse Caplure

Guest Count 1 r
Check-Out Time 2015-04-06 12:00:00
Daily Rate* 20.0

Ameunt Payabla® 30.0

Figure 17-7 Individual check -in

The system automatically loads the reservation information of the room. Modify and complete the
guest information and click Check-In. The Registration or Issuing page appears as shown below.
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Room MName

Room Type

Chech-In Time
Check-Oui Time

Cnly registered, no card
Cerlificale Type®
Cerfificate Numbers
Guest Name*

Last Hame
ElevatoriAccess Contral

Registered Card Guantity: 0

Guest Mame Last Mame

Registration or Issuing

Test Building1si2
Test Roam fype
2018-04-06 10:08:20
2018-04-07 12:00:00

18] b
54445242
Guesi2

Yz

Remaining Guest Quantity: 1

Cerlificale Type Cerlificale Number  Card Mumber

Figure 17-8 Registering or issuing

Place the guest card on the card writer and click Write Card and complete to complete check-in.

25 Notes: You cannot process check-in for an expired reservation. Check-in can only be processed on
site. For details, see Individual check-in in section. The guest can check in before the reserved time.

Editing/Deleting Reservation

Select the guest’s name of a reservation, click Edit under Operations.

ZKBio CVSecurity

Device Management >

Room Management -

Room Maonitor

Reservation

Gues? Name:

E

The current query conditions: None

(+ Retrash (i} Datele

Guesd Mame Mobile: Humber

Guest? 3214586874

1. Select Guest

Mobde Phone

Bockng Method Resenvation type Reservation Time Operations

Telephone Person 2015-04-05 175415 Check-in Edil Delels

Figure 17-9 Editing and Deleting Reservation list

The below reservation page will be displayed. You can change a room or modify the guest information
for the reservation. Modify the details accordingly and click Save.
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ZKBio CVSecurity i 3

Device Management % Hotel | Room Management / Reservation List

£
R

First Name Mobile Mumbsr E-ma; More
Room Management w

Room Monitor i Refresh #New @ Delete

Reservation Booking number  First Mame Last Name Mobile Number E-mail Booking Method  Beoking Time Scheduled Check-in Time  Scheduled

Figure 17-10 Edit Reservation list

Delete

Select the guest’s name of a reservation, click Delete under Operations or the delete button on the top
of the list to delete the reservation. Click OK to confirm the delete operation.

17.3 Card Management

You can create different types of cards for setting and managing room locks based on daily hotel
business management requirements. Holders of the cards are employees of the hotel. You need to add
the holders using the HR module and specify their departments using the hotel module, so that you
can select the holders when issuing management cards.

JZKBio CVSecurity i %
I@ Hotel i Card Management f Card Management
Read Card Cancel Card
Setting Card
B
Figure 17-11 Card Management
Read Card

In the Hotel module, click Card Management > Read Card. After download the reader driver, you can
read the card.

Cancel Card

In the Hotel module, click Card Management > Conceal Card. After download the reader driver, you
can cancel the card.
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Setting Card

You can set the basic information, including authorization, time, room number, and area information
about locks of the hotel.

Room Area Card

In the Hotel module, click Card Management > Setting Card > Room Area Card. A room area card is

used to unlock rooms in a specified area. If a room is within the specified area, the card can unlock the
room.

Cardholder Mams*
Last Name

[ o PR R oty M P P A T
-3rd =xpiratcn lime 20220802 17253

Lrvhal il
Hotel Facility

Figure 17-12 Room area card

Parameter Description
Card Holder Name Enter the Card holder name
Card Expiration Time Display the card expiration time
Hotel Facility Display the hotel facilities.

Table 17-1 Parameter Setting Card

Emergency card

In the Hotel module, click Card Management > Setting Card > Emergency Card. A master card can
be used to unlock all the rooms of the hotel within its validity period. By default, Disable Indoor Locked
is selected. You can specify whether to enable the Always Open mode.

Emergency Card ®

Figure 17-13 Emergency Card
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Parameter Description

Card Holder name Enter the Card holder name
Card Expiration Time Display the card expiration time

Table 17-2 Parameter emergency card

Maintenance Card

In the Hotel module, click Card Management > Setting Card > Maintenance Card.A maintenance
card can be used to maintain and manage room locks of the hotel.

Maintenance Card *®

Cardholder Name*

_ast Name

Card Expiration Time* 2022.08-02 17:42-31

Building Mame* =0 @|—— -

FloorMame = | -

Figure 17-14 Maintenance Card

Parameter Description

Card Holder name
Card Expiration Time
Building Name

Floor Name

Enter the Card holder name
Display the card expiration time
Display the building Name.

Enter the floor name and number.

Table 17-3 Parameter Maintenance Card

House Keeping Card

In the Hotel module, click Card Management > Setting Card > House Keeping Card. A house
keeping card can be used to unlock rooms in a specified area in unlocking mode within its validity

period.for house keeping.

Housekesper Card

Cardholder Mame*

[y
L3st Mame

Floor Mame
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Parameter Description

Card Holder name Enter the Card holder name

Card Expiration Time Display the card expiration time
Building Name Display the building Name.

Floor Name Enter the floor name and number.

Table 17-4 Parameter Housekeeper Card

Employee Card

In the Hotel module, click Card Management > Setting Card > Employee Card. You can create
various access/elevator control cards, such as master cards and emergency cards for hotel personnel to
manage hotel services.

17.4 Hotel Management

Hotel Settings

You can set the basic information about a hotel, including its name, address, phone number, fax
number, zip code, website address, and email address. You can also set the function parameters
regarding the check-in time, check-out time, check-out reminder, and access/elevator control
permissions.

Click Hotel Management > Hotel Info Settings. The page shown in the following figure appears.

ZKBio CVSecurity i &

%5 Device Management 5  Hotel | Hotel Managemant | Hotal Settings

#% Room Management >
20 Card Management > = =
Fax
Hotel Management v ZiplPos: Code
Website
Ems
Room Type
el Lago [Chome e | e e chosan
Room
Hatel Facility

Booking Method

Hote! Option Sefings

Eariiestcheckin time® 12w ;| 00 w | (hh:mm) Default Chack-Out Time* 12 v ;|00 w | {5 mm)
Default Check-nTime* 12w ;| 00 w | (hh:mm} Hatf-day Overstay Check-Out Time [ 14 v ;| 00 w | : mm) iz
Latest chack-in tme" 23w |00 w | (hh:mm Fuldsy Overstzy Check-OutTime 18 w |:| 00 w (s mm ) (Overs

Day Ninow Hours (minutes)
Days to Stay by Default |1 {Dzy) Currency Typs® usD =
Hours to Stay by Default |3

Tax Rate

Other Chargs Type Other Charge Rate
Unitof Room Acresge | -

»

Figure 17-16 Hotel Setting
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Parameter
Default Check-In Time

Default Check-Out Time

Overstay Check-Out Time 1/2

Reservation Date Range

Default Staying Days

Default Staying Hours

Elevator/Access Control

Tax/Tax Rate:
Other Charges/Rate

Cleaning Time Limit:

Checkout Remind:

Currency Type

Description

You can set this time yourself. If a guest checks in before this time,
the check-out date is the current day if the guest stays for one day.
Otherwise, the check-out date is the next day.

It specifies the end time of a day use room

You can set this time yourself. If a guest checks out at a time between
Overstay Check-Out Time 1 and Overstay Check-Out Time 2, the
guest must pay an overstay charge. If a guest checks out at a time
after Overstay Check-Out Time 2, the guest must pay for an extra day.

It is the period for which the advance booking can be started.

It specifies the default number of days a guest stays. Generally, a
guest stays for 1 day.

It specifies the user-defined minimum number of hours a guest may
stay. If a guest stays for a period less than this limit, the guest is
charged the rate corresponding to this limit.

After selecting this check box, you can select an access/elevator
control level on the card issuing Ul, so that an issued card can be
used not only as a hotel card, but also used to access the devices
corresponding to the selected level. (>>Note: This check box is
available on the Hotel Settings page only after you use the access
control module and/or elevator control module and obtain and
activate a license.)

You can mention the tax name and the percentage below.
It specifies any other kind of taxes, depending on the region.

It specifies the time available for cleaning a room after a guest checks
out.

It specifies whether to display a reminder one hour before checkout.
It specifies the currency.

Table 17-5 Parameter Hotel Setting

25 Note: The hotel management system can be used to define buildings, floors, and rooms as well as
handle check-in requests only after you set these parameters.
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Room Types
You can design information about various types of room, such as the number of beds and number of
guests allowed. You can also enable and disable the vacant rooms.
Click Room Management > Room Type > New. The page shown in the following figure appears.

Hotel nformation ®
Haote! Infarrnation

Hotel Mams*

Zip'Post Code
Wehsitz
E-ma

Hezel Lege Choose File | Mo file chosen

The image should not exceed 100KE{JPG,. BMP,. 3IF, and. NG are supported only). The ratic of length to width should be 2:1 to reducs the type

Hote! Option Settings

Haotel Card Settings o

Figure 17-17 Room types

&>>Note: When you add a room type, the system checks whether hotel setting is configured. If no, you
are redirected to the settings page. All room types must be unique.

Delete

Select room type, click Delete, and click OK to delete the room type.

Disable/Enable

Select room type, click Disable/Enable to stop/start using the room. The status of the room visible
according with the enable or disable option.
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Room

Adding Guest Rooms

Click Room Management > Room > New. The page shown in the following Figure17-18 appears.

Add
Building No* = v
Floor No* S x
Room Type* SR v

Start Room Number*
Raoom Count®

Remark

Room name generation rules: Building No. + Floor No. + Room
Number

Figure 17-18 Add Rooms
Select the desired Building, Floor and Room type.

Parameter Description
Start Room Number | It specifies the start number of rooms

It specifies the number of rooms to add. The value 1 indicates only one room is

R Count
o added. A value greater than 1 indicates that a batch of rooms is added

Remark It describes about the room

Table 17-6 Parameter Room

25> Note: All room names must be unique.

Editing Guest Room

Select one guest room and edit the guest room. Duplication of guest room names are not allowed.
Guest rooms that have been checked in or booked cannot be edited. See the following figure.

Edit
Building No* BZ v
Floor No* 20CENG v
Room Type* BZ v
Start Room Number* -|".
Room Count*
Remark

Room name generation rules; Building Mo. + Floor No. + Room
Number

Figure 17-19 Edit Room
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Editing Guest Rooms in Batches:

Select the check boxes of multiple guest rooms and edit them in batches. Duplication of guest room
names is not allowed.

Only the rooms of the same type and belonging to the same building and same floor can be edited in
batches. See the following figure.

Edit
Building No* BS A
Floor No* 20CENG v
Room Type* BZ v
Start Room Number® :
Room Count* ]

Remark

Room name generation rules: Building No. + Floar Mo, + Room
Number

Figure 17-20 Editing Guest Rooms in Batches

Deleting Building and Floor
Select one or more guest rooms and delete them.

Only the guest rooms that have not been checked in or booked can be deleted.

Exporting Guest Room Information

Export the data of the guest rooms that have not been checked in or booked.

Booking Methods

You can define methods for booking hotel rooms. During system installation, the basic booking
methods are initialized by default and cannot be edited or deleted.

| ZKBio CVSecurity i 3
B2 Device Management 5 Hotel | Hotel Management | Booking Method
O Refresh T New W Delete
=% Room Management >
Booking method Creste Time Last Updated Time Operations

=

721 Card Management > I} ani 2022-08-02 08:48:08 2022-08-02 08:48:06 2 W
Hotel Management G Online Booking 2022-07-27 06:00:34 2022-07-27 08:00:34 2 W
Hotel Setfings Ecoking by Phone 2022-07-27 06:09:34 2022-07-27 06:08:34 EA |
e T Booking by recsptionist 2022.07-27 08:00:34 2 mw
Room
Hotel Facility

Figure 17-22 Booking Methods
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Click Hotel Management > Booking Method > New. The page shown in the following figure 17-23
appears.

Figure 17-23 Add Booking Methods

Note: Duplication of booking method names is not allowed. Unused booking methods can be deleted.

17.4.4.1 Delete

In the Hotel interface, click Hotel Management > Booking Method, Select the booking method, click
Delete under Operations or the delete button on the top of the list to delete the reservation. Click OK
to confirm the delete operation.

Prompt

Are you sure you want to perform the delete
‘operation?

Figure17-24 Delete Booking Methode

17.4.5 Hotel Facility

In Hotel interface, Click Hotel Management > Hotel Facility. The page shown in the following figure
17-20 appears. It will show the Facilities of the hotel including the floor number, room name and room

type.

Figure 17-21 Editing Guest Rooms in Batches
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Report Management

Guest Check-In Report

To view the guest check-in details report, enter the search conditions and view the records.

Building Na Floor No Room Name  ——— More~
The current query conditions: None
(% Refresh L’, Export @\ Delete
Guest Name Document Type Document No Card Number Check-In Time Check-Cut Time Checkin Type Room Name
2828 Passport 2131231 500171977 2017-05-11 10:12:18 2017-05-11 10:13:03 Daily Rate Room SR21F13
12 Passport geinit 1080423604 2017-05-12 09:54:46 2017-05-13 12:00:00 Daily Rate Room SR21F 5
13 Passport geinit 1080423604 2017-05-12 09:49:17 2017-05-12 09:50:43 Daily Rate Room BZ20CENG18
14 Passport geinit 1080423594 2017-05-12 09:50:47 2017-05-12 09:53:33 Daily Rate Room BZ20CENG19
15 Others 12341231 1080423594 2017-05-16 14:22:04 2017-05-16 14:22:23 Daily Rate Room SR21F 4
16 Passport geinit 665212603 2017-05-12 09:50:26 2017-05-13 12:00:00 Daily Rate Room SR21F 6
12323 Others 12341231 1080423604 2017-05-16 14:16:33 2017-05-16 14:20:51 Daily Rate Room SR21F 4
1 Passport tuandui 1080423594 2017-05-16 14:24:51 2017-05-18 12:00:00 Daily Rate Room SR21F 15
12323 Others 12341231 1080423594 2017-05-16 1422:23 2017-05-17 12:00:00 Daily Rate Room SR21F 6
3
19 50 rows perpage Jump To 1 /1Page  Tolal of 9 records

Figure 17-25 Guest Check-in

You can export the records into an Excel, PDF, or CSV file. See the following figure.

ZKTECO
Guest Checkin Report
First Hame Last Name Document Type Document No. Card Number Check-In Time Check-Out Time Checkin Type Room Name Room Typa
Maryan Liu D 44443333 simesmioz | 017 120"95 Az | 20 7'12‘;;5 1518 | bty Rate Room AN01 A
Carian Xie Passpart 332454 sireseraz | 20 ‘7"2;;5 Al 2”'7'122';5 1514 | Baily Rate Room B1102 A
2017-12-15 14:43: | 2017-12-15 15:13:
Lucy Feng Passport 232145523 301873533 ag 52 Craily Rate Room A1102 A
2017-12-15 18:13: | 2017-12-15 1519
Lucy Feng Passport 232145523 01973532 52 08 s Draily Rate Room B1105 A
2017-12-15 14:45: | 2017-12-15 14:50:
Hosok [Iv] EBETTESE 4117882404 a7 oo Dhaily Rate Room B1102 A
Maryan Liu o 44443333 stesmiaz | 20 '7'120"95 124z (2 7"2;;5 1518 | bty Rate Room A1101 A
2017-12-15 14:51: | 2017-12-15 15:14:
Bruno Ke Drriver License 22322123 4117382404 15 2 Craily Rate Room B1103 A

Figure 17-26 Export Guest Check-in
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Room Occupancy Report

To check the room occupancy information (including the room name, type, check-in type, check-in
time, and check-out time), enter the search conditions and view the records. You can export the records
into an Excel, PDF, or CSV file. See the following figure.

Building No Floor No
The current query conditions: None
(_% Refresh B Export
Room Name Room Type
SR21F 4 SR
SR21F5 SR
SR21F 13 SR
BZ20CENG19 BZ
SR21F 4 SR
BZZ0CENG1S BZ
SR21F6 SR
SR21F 5 SR
SR21F 15 SR
1-9 S0rowsperpage ~ JumpTo 1

Room Name

Checkin Type

Daily Rate Room
Daily Rate Room
Daily Rate Room
Daily Rate Room
Daily Rate Room
Daily Rate Room
Daily Rate Room
Daily Rate Room

Daily Rate Room

/1 Page

Total of 9 records

Check-In Time

2017-D5-16 14:22:04

2017-05-12 09:54:46

2017-05-11 10:12:18

2017-05-12 09:50:47

2017-05-16 14:16:33

2017-05-12 09:48:17

2017-05-12 09:59:26

2017-05-16 14:22:23

2017-05-16 14:24:51

Figure 17-27 Room Occupancy Report

More =

Check-Out Time

2017-05-16 14:22:23

2017-05-13 12:00:00

2017-05-11 10:13:03

2017-05-12 09:53:33

2017-05-16 14:20:51

2017-05-12 09:50:43

2017-05-13 12:00:00

2017-05-17 12:00:00

2017-05-18 12:00:00

You can export the records into an Excel, PDF, or CSV file. See the following figure 17-26.

ZKTECO

Room Checkin Report

Room Name Room Type Checkin Type Check-In Time | Check-Out Time
2017-12-15 14:43: | 2017-12-15 15:13:
A1102 A Daily Rate Room

39 52

A1101 i Daily Rate Room | 2017-12-15 14:42: | 2017-12-15 15:18:
08 49

B1102 B Daily Rate Room | 201712:15 14:45: | 2017-12-15 14:50:
37 09

B1103 A Daily Rate Room | 201712-15 14:81: | 2017-12-15 15:14:
15 20

51105 A Daily Rate Room | 201712:15 15:13: [ 2017-12-15 15:19:

52

06
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Figure 17-28 Export Room Occupancy report
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Room Charges Report

To check the room expenses record, enter the search conditions (including time, guest name, room
name, and room type) and view the records. See the following figure 17-29.

1ZKBio CVSecurity

)

Device Management >

':\ Room Management >
| Card Management >
© Hotel Mana gement >
Report Management w

Guest Check-in Report

Room Occupancy Report

ssued Card Report

Wirite Card Record Remotely

Unlock Log Report

Device Command List

Lost Card List

¥ & admin
Hatel { Report Management / Room Charges Report
m |2022-05-02 00:00:00 | To |202208-02 23:59.50 First Name More~ Q &£
5 Refresh T Expert Re-print Invoics
Booking number Check-in Type Raoom Type Room Name First Mams Last Name Cheek-In Time Check-Out”

Figure 17-29 Room Charges Report

The old receipt number is cancelled, and a new receipt is created with a new receipt number. A
customer who lost their receipt has requested a duplicate receipt with their original receipt number.

Issue Card Report

You can also view all card writing records or search required card writing records with multiple search
conditions. Enter the search conditions (including time, card type, card No., issuing date, and expiration
date) and check the associated card writing records.

iJZKBio CVSecurity

r_!:‘ Device Management >

=% Room Management >

"'_ Card Management *

E Hotel Management »
Report Management e
Guest Check-in Report
Room Occupancy Report
Room Charges Report
Write Card Record Remotely
Unlock Log Report
Page |570

¥® O admi

Hotel | Report Management [ Issusd Card Report

000 | To |2022.08.02 5%:50:50 More= Q &

Iszusd Date | 2022-05-02 00
2 Refrash T Export E2 Clear Card Loss Report B Repert Card Loss
Card Status Card Type Room Mame Card Ne Physical Card Num. Mames Last Mams ID Type

Figure 17-30 Issue Card Report
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You can export the records into an Excel, PDF, or CSV file. See the following figure.

ZKTECO
Issue Card Report
First Name Last Name Card Type Card Number Document Type Document No. Issued Date Expiration Date Card Status Issue Time Operation User
Shemy Yang ori M i 21 2017—12‘;5 15:26: 2DIT—I2;;5 16:31: vl gard 2D17—12;15 15:28: R
Sherry o Rogm Area Card 20 2017-12-15 15:25: | 2017-12-15 15:31: \nvalid card 2017-12-15 15:25: s
57 0z 57
-12-15 15:13: 17-12- 18 -12- 13
Lucy Feng Guest Card 19 Passport 232145623 2OATAZ A0 5632 - 0TI 1TARAD: Invalid card S0P SRanct admin
54 o3 54
Maryan Liu Guest Card 18 D 2333 20‘7—12;35 15:13: 2Di7—|2;5 1518 \ialid dard 2D17—12;35 15:13: admin
-12- -08: -12-15 15:25: -12- 5:08:
Shemy Yang Authorization Card 7 2017-12-15 15:08: | 2017-12-15 15:25 e 2017-12-15 15:08 admin
43 a2 4%
R -12-15 15:08: 12 31 -12-15 15:08: i
Shery Yang i Nasnia Gaird 18 2017- 122‘: 15:08: | 20M7- 121;5 15:31: T — 20T 122; 15:08 Edini
-12-15 15:07: -12- 531 -12- 07
Shery vang i e e 15 2017- 121; 15:07: | 20MT- 124;5 15:31 s 20T 12115 15:07: i
-12-15 15:08: 17-12- 5:08: -12- :08:
Shermry Yarg Room Mame Card 14 w17 122: i 123:5 1e:08 Imvalid card o 12225 16:08 admin
Shemy Yang Floor Card 13 2017-12-15 15:05: | 2017-12-15 15:07- — T 2017-12-15 15:05: i
35 45 35
2017-12-16 15:04- | 2017-12-15 15:08: 2017-12-15 15:04:
Shemy Yang Building Card 12 Invalid card admin
3T 37 a7
1215 14:65- 12 02 1215 14:55:
GCarian Xie Guest Card 11 Passport 232454 i s el e e INRUD UL st i adrmin
1215 14:54: 1215 15:14: 1215 14:54:
Bruno ke Guest Card 0 Driver Licenss 22322123 2085 121; HEL (200 ‘21:5 Lo Invalid card oz 121;5 ok admin
-12-15 14:47: 17-12- 50 -12- = TH
Hoak Guest Card o D 5577558 2017-12-15 14:47: | 2017-12-15 14:50: \ealid card 2017-12-15 14:47T: admin
20 02 20
Lucy Feng Guest Card 8 Passport 232145523 20‘7'12:15 i 2“‘7"2_;5 112 jnvalid cara 2017'12;5 it admin
12- 42 12-15 15:13: 13- 42
Maryan Liu Guest Card 7 D asaz 2017-12-15 14:42: | 2017-12-15 15:13 i e 2017-12-15 14:42: admin
&7 26 57
12-15 14:41- 1z 41 1215 14:41-
Sherry Yaing Frocm Namie Cand 8 2017-12-15 14412 | 2007-12-15 1441 \nvalid card 2017-12-15 14:41: slimini
oo &0 oo
-12-15 14:40: -12- 504 -12- A0
Sherry Yang i cad 5 2017- 12312 14:40: | 2017- 121;5 15:04; sl 2D17- 123125 14:40: adrin
-12-15 14:38: 17-12- 40 -12- 38
Shemry Yang m Name Card a 2017- 124; 14:38: | 2017 121;5 1440 \walid card 2D17- 124;5 14:38; admin

Cresied on: 2097-12-15 18:44:23

‘GreaE( from ZKECSECUTY SOTWATE. Al QNI rEserved uz

Figure 17-31 Export Issue Card Report
Clear all the details of the loss card reports.

A report loss card is a card that is invalidated and obsolete (usually due to loss or damage of the card)
during its validity period.

Write Card Record Remotly

You can read a record card to check the lock opening record. Place the record card on a write card
remotely. You can export the records into an Excel, PDF, or CSV file. See the following figure.

ZKBio CVSecurity i @
55 Device Management 5 Hotel | Report Management / Write Card Recard Remotely
|ssued Date iéﬂ'2—ﬂ'—02 00-00:0¢ | To | 2 Card N Mere o fG
Z% Room Management > = | oz dnbapacog. | g
2 Card Management 3 £ Refresh T Export T Rewrite Card %
Issued Date Expiration Date Building Floar Room First Nams Last Name 1D Type 1D Mumber Co.. Mobile Nu. Logical Card Numbar  Bhysicsl ©
Hotel Management >
Report Management v

Guest Check-in Report
Room Occupancy Report
Room Charges Report

ssued Card Report
Unlock Log Report

Device Command List

Lost Card List

Figure 17-32 Write Card Remotely Export

In Hotel interface, click Report Management > Write Card Record Remotely.You can rewrite the
same card with the correct information if you wrote any incorrect information on it.
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Unlock Log Report

You can read a record card to check the lock opening record. Place the record card on a card writer and
click Read Lock Opening Record to obtain all lock opening records of the record card. You can enter
search conditions (including the building/floor/room name, start time, and end time) and view the
associated records. You can export the records into an Excel, PDF, or CSV file.

Hatel | Raport Management / Unlack Log Repert
Euilding Nams - loor Name | ——— - Reom Name - Nore B e
C Refresh T Export
Unlack Mode Unack Time Card No. Physical Card Num... Card Type Building Name  Floor Name Room Name First Name Last Name 1D Type: 1D Number

Figure 17-33 Unlock Log report

Device Command List

You can also view all device logs records in the device command list.

ZKBio CVSecurity i @
%3 DeviceManagement 5  Hetel { Report Management | Devics Command List
To |21 1o Q ¢
22 Room Management >
Card Management >
Command Bs dy Comman: 4 Stat Submission Tima
" Hotel Management >
ReportManagement

Guest Check-n Report

Ream Charges Repart

;;;;; Card Report

Write Gard Recard Remotaly

Unlock Log Report

Figure 17-34 Device Commands List

You can clear command as required. Click Clear Command behind the corresponding device.
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Lost Card List

You can also view all lost card details in the lost card list.

1)ZKBio CVSecurity &

Device Management >

] RoomManagement > b 9 Q ¢
Y2 Card Management > G Refrasn
Gard Status Gard Type Name Last Name Room Name Physical Card Num... Issued Tims Card lssued Date Card Expiration Date
>
ely.

Figure 17-35 Lost Card List
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Intrusion

Intrusion systems are mainly applied to places where people cannot control in real time such as
dangerous areas that require boundary control. For example, if an intruder is found in a restricted area,
corresponding alarms will be generated, essentially to ensure the area's safety.

Keywords Description
Partition A partition consists of multiple zones.
To manage and control sensors. The sensors are assigned to zones and when
Zone a sensor is triggered, the system informs user which zone a sensor has been
triggered.
Bypass Points that are Service Bypassed cannot produce Extra Point events
Unbypass Points that are Service Bypassed can produce Extra Point events.

Table 18- 1 Key Words Description

18.1 Intrusion Device

Device mainly includes the Device docking, Device host docking, Synchronize Data and Time, as well as
some invasion of some defense areas and partition configuration.

Device

Add devices (New)
Step 1: Go to Intrusion > Intrusion Device > Device.
Step 2: Click New, and the interface for adding a device will pop up.

Step 3: In the interface for adding a device, fill in the corresponding parameters according to the
adding requirement, as shown in the Figure 18-1. Please refer to Table 18-2 for the description of
parameter.
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New x
Manufacturer* IBOSCH 4
Model* |B3512-CHI -
Device Name® [| ]
IP Address® | |
Port* |7700 |
RPS Passcode’ | @IE
Remarks | |

o ANCTTI

Figure 18- 1 Adding Device Interface

Parameter Description

Manufacturer | The brand of the alarm host.

Model Device model of alarm host.

Device Name @ Customize the name of the device.

IP Address Fill in the IP address of the device.

Port Divide the area for the device.
RPS Passcode Password for communication (Please configure in Bosch A-link
software in advanced and Risco doesn’t need that).
Remarks Text notes of the alarm host.

Table 18- 2 Adding Device Parameters

18.1.1.2 Delete
Step 1: Go to Intrusion > Intrusion Device > Device.

Step 2: Select device, click Delete, and the interface of Security Verification will pop up.

User Password* |

Figure 18- 2 Security Verification
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Step 3: Fill the User Password, then click OK.

Synchronize Data and Time
Step 1: Go to Intrusion > Intrusion Device > Device.

Step 2: Select device, click Synchronize Date and Time and Synchronize to complete synchronization.

((JZKBio CVSecurity i &

Intrusion Device v Intrusion / Intrusion Device / Device

Device Name IP Address gl (e

Partition
O Refresh =F New © Delete B2 Synchronize Data and Time | EF Update Device Information

Zone
Device Name IP Address Port Manufacturer Model Remarks Status Operations

Device User

Figure 18- 3 Update Device Information

Update Device Information

Step 1: Go to Intrusion > Intrusion Device > Device.

Step 2: Select device, click Update Device Information, and the interface for Update Device
Information will pop up. As shown in the Figure 18-4.

Step 3: Select the device information you want to get, and then click Start.

Update Device Information x
Selected Device
145 10.8.14.145
Partition Zone
Device User, Maximum Code | 30 Output

“It takes a long time to update the device user

Total Progresa

Close

Figure 18- 4 Update Device Information

Edit
Step 1: Go to Intrusion > Intrusion Device > Device.

Step 2: Clickicon 2, fill the Device Name or Remarks, then click OK.

i}
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Edit x
Manufacturers RISCO
Model Light5YS532
Device Name” :|145
IP Address”™ 10 .8 14 . 145
Port* 1000
Femarks

Cancel

Figure 18- 5 Edit

Partition

Edit
Step 1: Go to Intrusion > Intrusion Device > Partition.

Step 2: Clickicon £, select Area Name or fill Remarks, then click OK.

Edit x
Partition Code 1
Partition Name Partition 1
Device Name 145
Arsa Mame Arga Mame -
Remarks
Cancel

Figure 18- 6 Edit

Defense Deployment
Step 1: Go to Intrusion > Intrusion Device > Partition.

Step 2: Click icon & |, fill user Password, then click OK.
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Figure 18- 7 Defense Deployment
18.1.2.3 Disarm
Step 1: Go to Intrusion > Intrusion Device > Partition

Step 2: Click icon % | fill the User Password, then click OK.

Figure 18- 8 Disarm
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18.1.3 Zone

18.1.2.17  Edit
Step 1: Go to Intrusion > Intrusion Device > Zone.

Step 2: Clickicon £ ,fill Remarks, then click OK.

Zone Code *

Zone name™

Remarks

Figure 18- 9 Edit Zone

18.1.3.2 Bypass
Step 1: Go to Intrusion > Intrusion Device > Partition.

Step 2: Clickicon * , then click OK.

Prompt

Are you want to perform the Bypass operation?

Figure 18- 10 Bypass

18.1.3.3 Cancel Bypass
Step 1: Go to Intrusion > Intrusion Device > Partition.

Step 2: Clickicon % , then click OK.
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Prompt

Are you want to perform the Cancel bypass
operation?

Cancel

Figure 18- 11 Cancel Bypass

Device User

New
Step 1: Go to Intrusion > Intrusion Device > Device User.
Step 2: Click New, and the interface for adding a device will pop up.

Step 3: In the interface for adding a device, fill in the corresponding parameters according to the
adding requirement, as shown in the Figure 18-12. Please refer to Table 18-3 for the description of
parameter.

MNew x

User code [
User name
Password®

Device Name A

Cancel

Figure 18- 12 Add Device User

Parameter Description
User Code You can customize the user’s unique code.
User Name You can customize the user’s name.
Password You can customize the user’s password used for logging in alarm host.
Device Name Customize the name of the device.

Table 18- 3 Adding User Parameters

Update Device User
Step 1: Go to Intrusion > Intrusion Device > Device User.
Step 2: Click Update Device User with the mouse, and the interface of Update Device User will pop up.

Step 3: In the interface of Update Device User, fill in the corresponding parameters according to the
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need for updates, as shown in the Figure 18-12. Please refer to Table3 for the description of parameter

filling.
Update Device User X
Device® -
Maximum Code” 30
*It takes a long time to update the device user
Total Progress
Close

Parameter

Device

Figure 18- 13 Update Device User

Description

Select the alarm host that has been added.

Maximum Code @ Define the maximum code for the alarm host to upload users.

Delete

Table 18-4 Update Device User

Step 1: Go to Intrusion > Intrusion Device > Device User.

Step 2: Select device, click Delete or Delete option under Operations, and the interface of Security
Verification will pop up. As shown in the figure 18-14.

i)ZKBio CVSecurity
Intrusion Device “

Device
Partition

Zone

£

Intrusion / Intrusion Device / Device User

User name Device Name a ¢
O Refresh 2 E2 Update Device User | W Delete
User code User name Password Device Name Operations

Figure 18- 14 Security Verification

Step 3: Fill the User Password, then click OK.

Edit

Step 1: Go to Intrusion > Intrusion Device > Device User.

Step 2: Clickicon £ , modify the user name or password, then click OK.
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Real-Time Monitoring

JZKBio CVSecurity = % O
2 Intrusion / Real-Time Monitering / Real-Time Monitoring
Device Name <
1 Pastition Zone Output +
2 Defense Deployment @ Disarm

Partition 1 Partition 2

Current Total 2 Defense Deployment 1 Dsam 1 Parition Name

Real Time Event

Device Name P Address Event Description

Total Recaived: 1 Clear Data Rows Event Dascription

Figure 18- 15 Real-time Monitoring

We can view the device status by placing the mouse cursor on the device. The green indicates the
partition is Armed, and the Blue indicates the partition is not armed. We can also select the partition
and operate it quickly, such as Arm Partition, Disarm Partition.

1 Partition Zone Qutput

2 Defense Deployment % Disarm

29

Partition 1 Partitio Status

Device 145
Number 2

Armed Status: In defense
Alarm Status: @

Current Total 2 Jefense Deployme 1 Disarm 1 Partition Name

Figure 18- 16 Real-time Monitoring - Partition

We can view the Zone status. The green indicates the Zone is on Cancel Bypass, the yellow indicates
the Zone is on Bypass. We can also click on the Zone and operate it quickly, such as Bypass, Cancel

Bypass.
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4 Partition Zone Qutput

t Bypass & Cancel bypass

¢ - © 00 0 0

Zone ( Device: 145 Zone 04 Zone 05 Zone 06 Zone 07 Zone 08

Number: 1
Bypass status: @

Cancel bypass

Current Total:8 @ Non bypass:7 @ Bypass:1 Zone name

Figure 18- 17 Real-time Monitoring - Zone

Output:

We can view the status of Alarm Host’s Outputs. We can also click on the point and operate it quickly,
such as Activate Output and Deactivate Output.

4 Partition Zone Output

%2 Enanle Output [ Disable Qutput

Q O Q2.

Output 2 Output 3 outp Device: 145
Number: 1

Activity Status: &

Enanle Qutput

Current Total:4 @ Enanle Output:0 @ Disable Output4 Qutput

Figure 18- 18 Real-time Monitoring - Output

18.3 Intrusion Record

Event Record:
Step 1: Go to Intrusion > Intrusion Record > Even Record.

Step 2: On the Event Record interface, click Export, enter the admin password in the displayed security
verification dialog box, and click OK. Select whether to encrypt the file and the file format to export,
and click OK.

Export X
Encrypt or not (O Yes(® No
File Format EXCEL 4
Data to Export @) All (max 100000 records)

Selected {max 100000 records)
Start Position 1
Total Records 100

Figure 18- 19 Record Export Page
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Clear All Data:
Click Clear All Data to pop up prompt and click OK to clear all transactions.

Prompt

Are you sure to clear all records?

|

Figure 18- 20 Clear All Data
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Locker
19.1 Locker Device Management

Device

Add Devices (New)
Step 1: Go to Locker> Locker Device Management > Device.
Step 2: Click +New, the interface for adding a device will pop up.

Step 3: In the interface for adding a device, fill in the corresponding parameters according to the
adding requirement, as shown in the Figure 19-1. Please refer to Table 19-1 for the description of
parameter.

New x
Device Name®
IP Address”
Sernial Number”
Communication password™
Area Name™ Area Name -
Cancel

Figure 19- 1 Adding Device Interface

Parameter Description
Device Name Customize the name of the device.
IP Address Fill in the IP address of the device.
Serial Number Fill the device serial number.
Communication Fill in the communication password of the device. You can add it only after
Password the verification is successful.
Area Name Divide the area for the device.

Table 19- 1 Adding Device Parameters
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Delete
Step 1: Go to Locker> Locker Device Management > Device.

Step 2: Select device, click Delete, then click OK to delete device.

JZKBio CVSecurity i
Locker Device Manage... v Locker / Locker Device Management / Device
Device Name Serial Number IP Address More a ¢
Parameters
O Refresh ¥ New @ Delete B Control
Visual Panel
Device Name Serial Number  Area Name IP Address Status Device Model Firmware Version Operations
test CGJB19076000¢ Area Name  10.8.14.151 LockerPad-78  2.0.1 Z
Figure 19- 2 Delete Device
Control

Administration has permission to set the administrator permission to device. Select the person, click >,
and click OK.

Set Administrator ®
Personnel ID I Name Department Name Q ©
Alternative Selected(0)
Personnel... First Name Last Name Department Personnel... First Name Last Mame Department
123 Department |
=
=
=
o
Mo data
1-1 50 rows per page
Cancel

Figure 19- 3 Set Administrator Interface

Administration has permission to clear the administration permission from device.

It will reboot the selected device.

It will synchronize device time with server’s current time.

Synchronize data of the system to the device. Select device, click Synchronize All Data to Devices and
click Synchronize to complete synchronization.
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Synchronize All Data to Devices x

Selected Device
LockerPad-TB : 131

Total Progress

Synchronize Close

Figure 19- 4 Synchronize All Data to Devices Interface
Distribute Advertising Resources:

Administrator selects the AD resource on the computer and delivers it to lockerpad-7b. Click Distribute
Advertising Resources, click Browser, then select the picture or video and click OK.

Disfribute adverising resources X

File Upload*

Figure 19- 5 Distribute Advertising Resources Interface
Clear All Ads:

Clears all ads resources from the selected device.
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Parameters

In Locker module, click Locker Device Management > Parameter to set the parameters.

i)ZKBio CVSecurity i ® O aomn -

Locker / Locker Device Management / Parameters

Multiple people and one cabinet setting
Temporary takeout settings

Record loop delete count setting (...
Enable
Yes No

Temporary takeout settings

Enable
Yes No

Record loop delete count setting (Device)

Number of ranges 0-999 (recommended value 100)

100

Figure 19- 6 Parameter

Item Description

Multiple people and one

. X Multiple users can share a cabinet when it is enabled.
cabinet setting

Temporary takeout When enabled, users can remove objects without losing access to the
settings cabinet

When a specified number of stored records is reached, a certain number
of records will be deleted from the beginning, the number of records you
fill in the space.

Record loop delete count
setting (Device)

Table 19- 2 Parameter Description
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19.1.3 Visual Panel

In this function, admin can link users in the software to the corresponding cabinet.

Step 1: In the Locker module, click Locker Device Management > Visual Panel.

(UZKBio CVSecurity i % 0 simin -
= Locker [ Locker Device Managemend | Visual Panel

Cument rangs: Device 196-Area Area Hame

|18

Total: K F I Free M Used

&
]

fi=]
&

Figure 19- 7 Visual Panel

Step 2: Select a panel, click on = icon, Selected Person will pop up.

Selected Person x
Personnel ID Mame ! Department Name! | Q &
Altemnative Selected(0)
Personnel.... First Name Last Name Department Personnel... First Mame Last Name Department
123 Department Name
=
=
Mo data
1< £ 1-1 > > 50 rows per page ~
C o I

Figure 19- 8 Select Person Interface

Step 3: Select the user that the admin wants to bind with the cabinet. Then click > and OK.

(JZKBio CVSecurity i 8 © =dmin -
EY  Locker Device Manage... ~ Locker f Locker Device Management / Visual Panel

Current rangs: Device 196-Area Area Name
Device I ——
196 -

Paramel
‘arameters Total: lgVi . .

1
1569 Kiren

2

Figure 19-9 Visual Panel Interface
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Note:
1. When you click on Total, all cabinets will be displayed.
2. When you click on Free, all unoccupied cabinets will be displayed.

3. When you click on Used, all occupied cabinets will be displayed.

Locker Report

All Transaction

Step 1: Go to Locker > Locker Report > All transaction.

Step 2: On the All Records interface, fill in the corresponding query information and click Search
symbol to complete the query of all records.

ZKBio CVSecurity i 88 O admin v
E-.‘ Locker / Locker Report / All Transactions

Time From | 2022-07-09 00:00:00 To  2022-10-09 23:59:59 Personnel ID Device Name More ~ Q <

T Refresh T Clear All Data T Export

Device Name Grid number Grid size User ID First Name Last Name Department Verification Operation Time Capture Photo
151 ] Small locker 1665194322753 Face Take 2022-10-08 09:58:56
151 & Small locker 1665194322753 Face Store 2022-10-08 09:55:42

Figure 19- 9 Report Query Page

Export

On the All Records interface, click Export, enter the admin password in the displayed security
verification dialog box, and click OK. Select whether to encrypt the file and the file format to export,
and Click OK.

Export *®
Encrypt or not Yes (s} Mo
Fil2 Format EXCEL -
Data to Export o) All {max 100000 records)

Selected (max 100000 records)
Start Position i

Tetal Records 100

Cancel

Figure 19- 10 Report Export Page
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4 A | B C D E | E | G

1 All Transactions

2 Device Name Grid mumber Grid size User ID First Name Last Name Department
3 198 1 Small locker 1

4 198 1 Emall locker 1

5 196 1 Small locker 1665310457633

6 198 1 Small locker 1665310457653

7 151 g Small locker 1665194322753

8 151 ] Small locker 1665194322753

Figure 19- 11 Event Export

19.2.1.2 Clear All Data

Click Clear All Data, then click OK to clear all transactions on the Prompt interface.

Prompt

Are you sure you want to perform the delete
operation?

Figure 19- 12 Report Clear All Data
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